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O0o3Ha4eHNs U COKpaLIeHUS

APM — aBTOMaTH3upoBaHHOE pabouee MecTo

BU — BunoBas nadopmarus

BTCC — BcnomorarenbHble TEXHUYECKHAE CPEICTBA U CUCTEMBI
NCTI/Ia — nadopMaIimoHHasi CHCTeMa MePCOHATBHBIX TAHHBIX
K3 — konTponupyemas 30Ha

MDD — MekCceTEBOM IKpaH

HJ/IB — HenexnapupoBaHHbIE BO3MOXHOCTH

HCJI — HecaHKIIMOHMPOBAaHHBIN AOCTYII

OBIT/In — oGecrnieyeHue 6€30MaCHOCTH MEPCOHANIBHBIX JIAHHBIX
OC — onepauMoHHas cUCTEMA

[1/IH — nepcoHanpHbIC TaHHBIE

[IMB — nporpaMMHO-MaTeMaTUYECKOE BO3ACUCTBUE

I1O — nporpamMmmHOe obecrieueHue

[IT9MUH — no6oyHbIe STEKTPOMArHUTHBIC U3TYYCHHSI K HABOJIKH
PU — peuesas unpopmanus

CBT — cpencTBo BBIYUCIUTENBHON TEXHUKH

C3U — cpencTBo 3amiuThl HHGOpMALIUU

CIIU — creranorpaduueckoe npeodpazoBaHue nHPopMaIuu
COVIIN — cieunaibHbIE 3JIEKTPOHHBIE YCTPOWCTBA MepexBaTa nHpopMauu
TKYU — TexHnueckuil kaHaia yTeuku nH(popmanuu

TCOMU — rexnuueckue cpeactra o0padoTku nHPpopMaIuu
YBIIIx — yrpo3sl 6€301acHOCTH MePCOHATBHBIX JIAHHBIX
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1. TepMmuHbI U ONIpeae/IeHUS

B HacTosilieM JOKyMEHTE WCHOJIB3YIOTCS CIEAYIOIIME TEPMHUHBI U UX
OTpEEIICHMUS:

ABTOMATH3MPOBAHHAS CHCTEMAa — CHCTEMa, COCTOfAIAs W3 TEPCOHAIA U
KOMIUJIEKCa  CPEICTB  aBTOMATH3allMd  €ro  JEeATEIbHOCTH,  pealu3yIolast
UH(OPMAIIMOHHYIO TEXHOJIOTHIO BBITIOJHEHUS YCTAHOBJICHHBIX (QYHKIIUH.

AyTeHTI/I(l)I/IKaIII/IH OTIIPpABUTEAA JdAHHBIX — IIOATBCPXKACHUC TOIr0O, 4YTO
OTIIPAaBHUTCIIb ITOJTYUYCHHBIX JaHHBIX COOTBCTCTBYCT 3asABJICHHOMY.
be3onacHocTh NEPCOHAJIBHBIX JAaHHBIX — COCTOJAHHE 3allUINCHHOCTHU

NEpPCOHAIbHBIX  JAHHBIX, XapaKTEpU3yeMOe CIIOCOOHOCTBIO  IOJIb30BaTENEH,
TEXHUYECKUX  CPEACTB W HMHPOPMAIMOHHBIX  TEXHOJOTMH  00ECIEeYHUThH
KOH(UACHIINATIBHOCTD, IIETOCTHOCTh U JIOCTYITHOCTh NEPCOHAIBHBIX JaHHBIX MPU UX
00paboTKe B MHPOPMAIIMOHHBIX CUCTEMaX MEPCOHANBHBIX JaHHBIX.

BiokupoBanue nepcoHa bHBIX JAHHBIX — BPEMEHHOE MpeKpauieHue coopa,
CHUCTEMATU3allNM, HAKOIUICHUs, MCIOJb30BAaHUS, PACIPOCTPAHEHHUs], MEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX ITepeaadu.

Bupyc (KOMIBIOTEPHBbIH, NPOrPAMMHBIN) — HCHOJHAEMBIA NPOrpaMMHBIN
KOJA WIN HWHTEpHpEeTUpyeMblii HAOOp MHCTPYKUMH, o0Jajaroluii CcBOWCTBaMHU
HECAaHKIIMOHUPOBAHHOI'O PACIPOCTPAHEHHUsI U camoBocnpousBeneHusd. Co3naHHbIE
OyOnuKaTel KOMIBIOTEPHOIO BHpyca HE BCErja COBIAJAalOT C OpPUTHHAIIOM,

HO COXpPaHSIOT CIIOCOOHOCTH K TanbHEUIIEMy pacrpoCTpaHEHUIO
Y CaMOBOCIIPOU3BEICHHUIO.
Bpenonocnass mporpamMmma — @porpamMma, —IpeAHa3HayeHHas IS

OCYILIECTBJICHUSI HECAHKIIMOHUPOBAHHOTO JOCTyna ¥ (WJIM) BO3ACHCTBHUS Ha
NIEPCOHATBHBIC JTAHHBIE WA PECYpChl MH(POPMAIMOHHON CHCTEMBI MEPCOHATBHBIX
JAHHBIX.

Bcnomorare/ibHbIe TeXHUYECKHE CPeICTBA M CHCTEMbl — TEXHUYECKHUE
CpeACTBa M CUCTEMBI, HE TIpeAHA3HAYCHHBIEC IS Mepenayu, 00paboTKN U XpaHECHHs
MIEPCOHANIBHBIX JAHHBIX, YCTAHABIMBAEMBIC COBMECTHO C TEXHUYECKUMU CPEACTBAMHU
U CHCTEMaMH, TpeIHa3HAYCHHBIMU MJii OOpaOOTKM MEPCOHAIBHBIX aHHBIX, WIH
B TMOMEIIECHUAX, B KOTOPBIX YCTAHOBIEHbl HWH(OPMAIMOHHBIE CHCTEMBI
NIEPCOHAIbHBIX TAHHBIX.

Joctynm B omnepanMoHHYI0 cpeay KoMnblTepa (MHGOPMAIMOHHOM
CHCTEMbl IEPCOHAJBHBIX /JAAHHBIX) — IIOJYyYEHUE BO3MOKHOCTM 3allyCKa Ha
BBITIOJIHEHUE INTAaTHBIX KOMaH/A, (QYHKIUH, MPOILEIyp OINEePAIMOHHON CHUCTEMBI
(YHUYTOXXEHHUSA, KOMUPOBAHUS, TIEPEMEIICHUs] ¥ T.M.), HCHOJHSAEMBbIX (ailinoB
MPUKJIAJHBIX TPOTPAMM.

Hoctyn k wuH(oOpMAIUM — BO3MOXXHOCTh TMONY4YeHUs WHPOPMAMH U
€€ UCIIOJIb30BaHus.
3ak/aiouHOe YCTPOMCTBO — DBJEMEHT CpeacTBa chema HHGpOpMaIHy,

CKPBITHO BHEAPSEMBIN (3aKJIabIBAEMbIi WM BHOCHUMBIM) B MeECTa BO3MOKHOTO
chemMa mHpOpManuu (B TOM YHCJIE B OTPaXkKJACHHE, KOHCTPYKIIHIO, 000OpyJOBaHUE,
peaMeThl UHTEphepa, TPAHCIIOPTHHIE CPEICTBA, a TakKKe B TEXHUYECKUE CPEICTBA
U CUCTEeMBbI 00paboTKu uHpOpMaIIHn).
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3amumaemas uHpopManusa — uHPOpMAIUA, SBISIOMAACS MPEAMETOM
COOCTBEHHOCTHU M TOJIeXKAIasl 3al[UTe B COOTBETCTBUU C TPEOOBAHUSIMHU MPABOBHIX
JIOKYMEHTOB WJIM TpeOOBaHUSIMH, YCTAHABIMBAEMbIMUA COOCTBEHHUKOM MH(MOpMAIUH.

Nnentndukanusa — 0OpuUCBOCHHE CyObeKTaM H  O00BEKTaM JIOCTyma
uneHTuukaropa u (Win) CpaBHEHUE MPEABSIBIIEMOro UACHTU(PUKATOPA C IEPEUHEM
PUCBOCHHBIX UACHTU(PUKATOPOB.

NHpopMaTUBHBIA CHTHAJ — DJJIEKTPUYECKHUE CHUTHANIBI, aKyCTHYECKHE,
ANIEKTPOMATHUTHBIE U JIpyrue (pu3myeckue Mosisi, Mo napamerpam KOTOPBIX MOXKET
ObITh packpbiTa KoH(pUIeHIMaNbHAS wHGOpManus (MepCOHANIbHBIC JIaHHBIE),
oOpabaTeiBaeMasi B THPOPMAIIHOHHOW CHCTEME MEPCOHATBHBIX JAHHBIX.

Nudopmanuonnas  cucremMa  NEPCOHANBHBIX  JAHHBIX —  3TO
MH(POpPMAIIMOHHAsA CHCTEMA, IMpeACTaBistoniasi co00il COBOKYITHOCTh MEPCOHAIBHBIX
JTAHHBIX, COJIEPXKAILUXCS B 0a3e JaHHBIX, a TaKke MH(POPMALIMOHHBIX TEXHOJIOTHHN U
TEXHUYECKUX  CPEJCTB, TO3BOJISIIOUIMX  OCYIIECTBIATH  OOpabOTKY  TaKuxX
NEPCOHAJBHBIX JAHHBIX C MCIOJb30BAaHUEM CPEACTB ABTOMATH3alUU WU
0€3 UCIO0JIb30BaHUs TAKUX CPE/ICTB.

NudopmanuonHble TeXHOJOTHM — TPOIECCHI, METOJBI IOWCKa, cOopa,
XpaHeHus, 00pabOTKH, MPEIOCTABICHNUS, PACIPOCTPAHEHHUS HH(OPMALIUU U CTIOCOOBI
OCYIIECTBJICHUS TAKUX MPOLIECCOB U METO/IOB.

HUcTounuk yrpossl 0Oe3omacHocTH uH@popManumu — CcyOBEKT J0CTyMa,
MaTepUabHbIE OOBEKT WM (U3UYECKOE SBJIEHUE, SBJISIOIIMECS TMPUUYUHOU
BO3HUKHOBEHUS yTpo3bl 0€30M1aCHOCTH MH(GOPMALIIH.

KonTposupyemasi 30Ha — 35TO MPOCTPAHCTBO, B KOTOPOM HCKIIFOUEHO
HEKOHTpOJIUpyeMOe MpeObIBaHWE COTPYJHHUKOB U  IOCETUTEJEH  omeparopa
Y TIOCTOPOHHUX TPAHCIOPTHBIX, TEXHUYECKUX U UHBIX MAaTEPUAIbHBIX CPEJICTB.

KondguaeHunanbHOCTh NEPCOHAJBHBIX JAHHBIX — 00s3aTelbHOE IS
COONIOZICHHUS OIEpPaTOpoOM MJIM HWHBIM TOJYYUBUIMM JOCTYIl K IE€PCOHAJIbHBIM
JaHHBIM JIMLIOM TpeOOBaHHWE HE JOMyCKaTh UX paclpocTpaHeHus 0e3 coryacus
cyOBeKTa MepCoOHANbHBIX JAHHBIX WJIM HAJTUYKS THOTO 3aKOHHOT'O OCHOBAHMUSI.

MexcereBOH  3KpaH —  JIOKaIbHOE  (OJHOKOMIIOHEHTHOE)  WIIH
(yHKUIHOHATBHO-pACIpeIeIEHHOE IPOrpaMMHOE (mporpaMMHO-anmnapaTHoe)
CpeAcTBO (KOMIUICKC), peain3ylollee KOHTPOIb 3a MHGOpPMAIUEH, MTOCTYAOIICH B
UH(OPMAIIMOHHYIO CHCTEMY IE€PCOHAJIBHBIX JaHHbIX W (WJIM) BBIXOJAIIEH U3
UH(OPMAIIMOHHON CUCTEMBI.

Hapymureas 0e30MacHOCTH NMEPCOHAJBHBIX JAHHBIX — (U3MUYECKOE JIMIIO,
CIIy4yallHO WJIM NpPeJHAMEPEHHO COBEPILIAIOIIEE JEUCTBUS, CIEICTBUEM KOTOPBIX
SBIICTCS HapyllleHHe OE€30MaCHOCTH IMEePCOHAIBHBIX JIAHHBIX MPU HX 00paboTke
TEXHUYECKUMU CPEACTBAMU B UH()OPMAIIMOHHBIX CHCTEMAaX MEPCOHAIbHBIX IaHHBIX.

HenexknapupoBaHHble BO3MOKHOCTH — (PYHKIMOHAJIbHBbIE BO3MOXHOCTH
CPEICTB BBIYMCIUTEIBHON TEXHUKH, HE ONMCAHHBIE WIM HE COOTBETCTBYIOILHE
ONMCAHHBIM B JOKYMEHTAIUH, IIPYU UCIOJIb30BAHUU KOTOPBIX BO3MOXHO HapyIIECHHUE
KOH(UJICHIIMATBLHOCTH,  JOCTYMHOCTH  WJIM  IIEJIOCTHOCTH  0OpabaThiBaeMoii
uHbopMaIu.

HecaHKUMOHUPOBAHHBIN J0CTYN (HECAHKIMOHHMPOBAHHbIEC EeliCTBUS) —
nocTyn K uHGOpMAIMM WU JIeUCTBUS ¢ UHGOpMAaIMEl, OCYIIECTBISEMbIE C
HapyLIEHUEM YCTAaHOBJICHHBIX IpaB W (WJIM) MpaBUJ JOCTyNa K MHPOPMALMU WIH
NEUCTBUI C HEHl ¢ MPUMEHEHUEM IITATHBIX CPEACTB UH(OOPMAIMOHHON CUCTEMbI WIIH
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CPEICTB, AHAJIOTHYHBIX MM II0 CBOMM (PYHKIIMOHAJIBHOMY TMIpPEAHA3HAYCHUIO H
TEXHUYECKUM XapaKTePUCTHKAM.

Hocurtenbs undopmannu — Qusnyeckoe JUI0 WIK MATepUaTIbHBIN OOBEKT, B
TOM 4Hclie (Pu3ndeckoe moJie, B KOTOPOM MH(MOpMAITUS HAXOIUT CBOE OTPAKEHUE B
BUJIC CHUMBOJIOB, O0Opa30B, CHUTHAJIOB, TEXHUYECKUX PEHICHUA ¢ TPOIIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3MUECKUX BEITUYUH.

O0paGoTka mepCcoOHANBHBIX [JaHHBIX — JeicTBus  (omepanuu) ¢
NEPCOHAIBHBIMU  JaHHBIMM, BKJIIOYass CcOOp, CHUCTEMaTH3allMIO, HaKOIUICHHE,
XpaHeHue, yrouHeHue (0OHOBJIEHUE, U3MEHEHHE), UCIIOJIb30BAHUE, PACIIPOCTPAHCHUE
(B TOM uUucie Tmepenaudy), O0O0e3NMYMBaHUE, OJIOKMPOBAHUE, YHUYTOXKECHHE
MEPCOHATLHBIX JAHHBIX.

Oneparop — rocyapCTBEHHbI OpraH, MyHULIMIAIbHBIN OpraH, FOPUIUIECKOE
Wil (PU3MYECKOe JIMII0, OpraHu3ylomue M (WIM) OCYIISCTBISIONIME 00pabOTKy
NEPCOHAJBHBIX JAHHBIX, & TAKXKE OINpPEACIAIONINE LEJIH U COAEpKaHHEe 00paboTKU
MEPCOHATBHBIX JAHHBIX.

IlepexBar (uHpopmaumu) — HEMpPaBOMEPHOE TMOJIydeHUEe HH(OpMaAIUU ¢
UCII0JIb30BAaHUEM TEXHUYECKOI'O CPEJCTBA, OCYIIECTRISIONIET0 0OHAPYKEHHE, IPUEM
1 00paboTKy HH(OOPMATUBHBIX CUTHAJIOB.

IlepconanbHble gaHHble — J100ass uUHPOpMAIMsS, OTHOCSILIASACA K
OTIpeICJICHHOMY WJIM OTIpeIesieMOMY Ha OCHOBAaHMH TaKoW MHPOpMaluu GU3NIECKOMY
aviy (cyObeKTy MEepPCOHANBHBIX JaHHBIX), B TOM YHCJE €ro (pamMuiusi, UMs, OTYECTBO,
Jata ¥ MECTO POXKJIEHUs, aIpEC, CEMEMHOE, COLMAIbHOE, UMYIIIECTBEHHOE TOJI0XKEHHUE,
oOpazoBanue, mpodeccusi, A0XOAbl, IpyTas HHPOPMAIIHSL.

I[loGouHble  JJIEKTPOMATHUTHBbIE U3JIy4YeHH st u HABOAKH  —
AJIEKTPOMATHUTHBIE M3JYyYEHUS TEXHUYECKUX CPEACTB OOpabOTKH 3aliuiaeMoiu
uH(opMaIK, BOSHUKAIOUIME KaK TOOOYHOE SIBJIEHWE U BBI3BAHHBIC DJICKTPUUECKUMU
CUTHAJIaMU, JCUCTBYIONIMMHU B HMX JJIGKTPUUECKHX W MArHUTHBIX LEMAX, a TaKKe
AJIEKTPOMATHUTHBIE HABOJKH OJTHUX CHUTHAJIOB Ha TOKOMPOBOJSAIIWAE JIHMHHH,
KOHCTPYKITUH U IICTIH TUTAHHMSI.

IHoab30BaTe/ib MH(POPMALMOHHON CHCTEMbI IMEPCOHAJIBHBIX JTaHHBIX —
JUI0, Yy4yacTBymomee B  (PYHKIMOHUPOBAHUM  HHPOPMAIIMOHHON  CHUCTEMBbI
NEPCOHATBHBIX JAHHBIX WM UCHOJIB3YIOIIEE PE3YIbTaThl €€ (PYHKIIMOHUPOBAHUSI.

IIpaBuia  pasrpaHuyYeHdss  JOCTyIa  —  COBOKYNHOCTb  IIPaBWII,
perjlaMeHTUPYIOUIUX MpaBa JOCTyIa CyObEKTOB IOCTYMA K 00BEKTaM JOCTYIIA.
IIporpaMMHasi 3aK/JagAKa — CKPbITHO BHECEHHBIM B IPOrPaMMHOE

oOecrieyeHrne (PYHKIMOHAIBHBIA OOBEKT, KOTOPBIA MPHU OMNPENEICHHBIX YCIOBHIX
crnoco0eH  o0ecreyuTh HECAHKIMOHUPOBAHHOE MPOrPAMMHOE  BO3JIEHCTBHE.
[IporpammHas 3akiajKa MOXET ObITh peajJn30BaHa B BUJIE BPEJOHOCHON MPOrpaMMBbl
WJIY [IPOrPaMMHOTO KOJa.

IIporpammHoe (mporpaMMHO-MaTeMaTHY€ECKOE) BO3/1eHCTBHE -
HECAHKI[MOHUPOBAHHOE  BO3JEHUCTBHE HA  PECYpChl  aBTOMAaTU3UPOBAHHOU
UH(OPMAIIMOHHONW CHUCTEMBI, OCYLIECTBISIEMOE C HCIOJb30BAaHUEM BPEIOHOCHBIX
IIPOTPAMM.

Pecypc uH(popManMOHHON CUCTEMbl — UMEHOBAHHBIN 3JIEMEHT CHUCTEMHOTO,
IIPUKIIAHOTO 158105 arrapaTHoro oOecrieueHus GyHKIMOHUPOBAHUS
UH(OPMAIMOHHOW CUCTEMBI.
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CpeacrBa BBIYHCJIUTEIbHONM TEXHHMKH — COBOKYIIHOCTh NPOIPAMMHBIX H
TEXHUYECKUX DJIEMEHTOB CUCTEM 00pabOTKU JaHHBIX, CIIOCOOHBIX (YHKIIMOHUPOBATH
CaMOCTOSITEJIHO UJIM B COCTABE IPYTHX CUCTEM.

Cy0bekT nocryma (cy0beKT) — JIMIO WM MPOLECC, ACUCTBUS KOTOPOIO
pEerylaMeHTUPYIOTCS ITpaBUJIaMu pa3rpaHUYEHUs JOCTyIa.

Texnnueckue cpeacTsa HHPOPMANMOHHON CHCTEMbl NEPCOHAJBHBIX
AAHHBIX — CPEACTBA BBIUUCIUTEIBHON TEXHUKH, HHOOPMAIMOHHO-BBIYUCIUTEIbHBIE
KOMIUJIEKCBI M CETH, CpEACTBA M CHCTEMBbl Iepefaud, puemMa U o0paboTKu
NEPCOHANBHBIX JAaHHBIX (CpelcTBa W CHUCTEMbl 3BYKO3alUCHU, 3BYKOYCHJICHHS,
3BYKOBOCIIPOM3BEJEHHUS, MEPErOBOPHBIE U TEJIEBU3UOHHBIE YCTPOWCTBA, CpPENICTBA
U3rOTOBJIEHUS, TUPAXUPOBaHUA JOKYMEHTOB M JIpyTME€ TEXHUYECKUE CpENICTBa
00paboTku pedeBoil, rpaduyeckoil, BUI€O- U OYKBEHHO-IIMGPOBON HH(POpMAIUN),
OpOorpaMMHBIE CPEJICTBA (ONEPalMOHHBIE CHCTEMbI, CUCTEMbl yINpaBjieHHs OazaMu
JaHHBIX U T.I1.), CPEACTBA 3aIIUTHl HH(POPMALIHH.

TexHn4yeckuil KaHaJ yYTeYKH HMHQOPMAUUM — COBOKYIHOCTb HOCHUTEIS
uHpopmaru  (cpeactBa 00pabOTKM), (U3MUECKOW Cpembl PacIpOCTPaHCHUS
MHPOPMATUBHOTO CHUTHAJIa U CPEACTB, KOTOPHIMH JTOOBIBAETCS 3alluinaecMas
uH(popmaus.

¥Yrpo3bl 0€30MaCHOCTH NMEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUHM U
(akToOpoB, CO3JAIOMIMX ONACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIIE
CIIy4allHOro, JOCTyna K NEPCOHAJbHBIM JaHHBIM, PE3YyJIbTaTOM KOTOPOTO MOKET
CTaTh YHUYTOXKEHHUE, U3MEHEHUE, OJIOKMPOBAaHME, KOMUPOBAHHE, PACTIPOCTPAHECHHE
NEPCOHANBHBIX JAHHBIX, & TAKKE€ MHBIX HECAHKIMOHUPOBAHHBIX JECUCTBUM MPHU UX
00paboTke B M”HGOPMAIIMOHHON CUCTEME IEPCOHATBHBIX JTAHHBIX.

YHUYTOXKEHNE NEPCOHANBHBIX JAaHHBIX — JEHCTBUA, B pPE3YyJbTaTe KOTOPBIX
HEBO3MOXHO  BOCCTAaHOBHUTHb  COAEpP’KaHWE  IEPCOHANBHBIX  JAHHBIX B
MH(POPMAIIMOHHON CHCTEME MEPCOHAJIbHBIX NAHHBIX WJIM B PE3yJbTaTe KOTOPBIX
YHUUYTOXKAIOTCS MaTepUaIbHbIe HOCUTENH IIEPCOHAIBHBIX JTAHHBIX.

Yreuka (Gamumaemon) HHAOPMAUMHM M0 TEXHHMYECKHMM KaHAJIaM —
HEKOHTPOJIMPYEMOE pacHpoCTpaHeHHe HHQPOPMAIMH OT HOCUTENS 3alluliaeMon
uHpopManuu  4yepe3  (PHU3MYECKYI0  Cpely 0  TEXHHYECKOTO  CpE/ACTBa,
OCYLIECTBJISIOIETO MepexBaT HHPOPMALIIH.

Ya3BUMOCTL — HeKas c1nabdocTh, KOTOPYIO MOJKHO HCHOJb30BATh IS
HapyLIEHUsI CUCTEMBI WJIH COZIepKalleiicss B Hel MHpOpMAaLIIH.
HenocTHocTh HH@OpMANMH — COCTOSHHME HHPOpPMALUU, TPU KOTOPOM

OTCYTCTBYCT a000¢ ee U3MEHEHHE Iu00 W3MEHCHHE OCYHICCTBIIACTCA TOJIBKO
IMpcaAHaMCPCHHO CY6’I>€KT&MI/I, HMCHOIIUMHU Ha HETO IIPaBO.
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2. O01IHMe MoJ0KeHu

Hacrosias «ba3oBas Mmozenb yrpo3 0€30MacHOCTH NEPCOHAIBHBIX JAHHBIX MPH UX
00paboTKe B MH(POPMAITMOHHBIX CHUCTEMaX MEPCOHATBHBIX JaHHBIX» (Aaree — Mojenb
yIPO3) COAEPIKUT CUCTEMATU3UPOBAHHBIN MIEpEUEHb YIpo3 0€30MacHOCTH MEPCOHATBHBIX
JIAHHBIX TIPY WX 00paboTKe B MHPOPMAITMOHHBIX CHCTEMAaX MEPCOHABHBIX JIAHHBIX. DTH
yIpo3bl OOYCJIOBJICHBI MPEAHAMEPEHHBIMU WM HENPEeIHAMEPEHHBIMUA JCUCTBUSIMU
(U3NUECKUX JINII, AEUCTBUAMH 3apYOCHKHBIX CIICIICTYKO MM OpraHU3aIMid (B TOM YHCIIe
TEPPOPUCTUYECKUX), a TaKXKE KPUMHUHAIBHBIX T'PYIIUPOBOK, CO3MAIOIIUX YCIOBHUS
(MTPENOCHUIKK) [T HapyIieHus: 0e30MacHOCTH nepcoHabHbIX daHHbIX (I1/1H), KoTOpoe
BEJICT K yIIepOy *KU3HEHHO BaKHBIX HHTEPECOB JIMYHOCTH, OOIIIECTBA U TOCYIapCTBa.

Mopgens yrpo3 COOEpPXKUT €AUHBIE MCXOJHBIE JAHHBIE II0 yrpo3am
0€e30IacCHOCTH TEpPCOHANbHBIX JAHHBIX, 00padaThIBa€MbIX B HH(POPMALIMOHHBIX
cucremax nepconanbHbix AaHHBIX (UCII/IH), cCBA3aHHBIM:

c nepexBatoM (cvemMoM) I[IJIH MO TEeXHUYECKUM KaHajaM C IMeJIbl0 HX
KOIMPOBAHMS UJIM HEIIPABOMEPHOTO PACIIPOCTPAHEHUS;

C HECAaHKLIMOHUPOBAaHHBIM, B TOM 4ucCie ciydanHbM, goctynoM B MCII/IH ¢
LEJIbI0 M3MEHEHUsI, KOIMPOBAaHUs, HEMPABOMEPHOIo pacnpoctpaHenus II/IH wim
JNeCTPYKTUBHBIX Bo3aericTBui Ha snemeHnThl CIIJIH u o6pabarsiBaeMbix B HUX [1/[H
C HCHOJIb30BAaHUEM IMPOrPaMMHBIX M MPOrPaMMHO-AMNIIAPATHBIX CPEACTB C LEJIbIO
YHUUTOXEHUS WK OnokuposaHus [1/1H.

C npumenenrneM Mojienu yrpo3 peraroTcst CAeAYOIUE 3a/1aUu:

pa3paboTka 4YacTHBIX Mojenield yrpo3 Oe3zomacHoctu [I/[H B KOHKpETHBIX
NCTIJlH ¢ yueToM UX Ha3HAYEHUS, YCIOBUN U 0COOEHHOCTEHW (PYHKITMOHUPOBAHNS,

ananu3 3amunieHHoctd MWCIIIa ot yrpo3 O6eszomacHoctu IIJIH B Xxo0me
OpraHMU3alli{ U BBIMIOJHEHHS paboT 1Mo obecrnieueHuto 6e3onacuoctu I1/1H;

pa3paboTka cucteMbl 3amuTbl [I/lH, oOecneunBaromel HeEUTpaIU3aLIUIO
IpeanojgaraéMplx yrpo3 C HUCIOJIb30BAaHUEM METOJ0B M croco0oB 3amuthl [1/1H,
MPEyCMOTPEHHBIX I COOTBETCTBYOMIETO Kinacca MCIIIH;

MPOBEICHUE  MEPONPUATHUH, HalpaBJICHHBIX  HAa  MPEIOTBpPALICHUE
HECaHKIIMOHUPOBaHHOTO Aoctymna K [1JIH u (unu) nepenayn ux Juiiam, He UMEIOIIUM
mpaBa J0CTyNa K Takoi nHGopMaIuy;

HeJoIylleHne Bo3aencTBus Ha Texunueckue cpeacrsa UCIIIH, B pesyibraTe
KOTOPOTO MOXKET OBITh HAPYIICHO WX (PYHKIIMOHUPOBAHHE;

KOHTPOJIb 00€CTICUeHUsT YPOBHS 3aIMIIIEHHOCTH IEPCOHATBHBIX TAHHBIX.

B Mopemn yrpo3 mano o6o6menHoe omucanue MCII[IH kak 0O0BEKTOB
3alUThl, BO3MOXHBIX MCTOYHHUKOB YTIPO3bl 0€30MaCHOCTH MEPCOHATBHBIX JTaHHBIX
(VBIIH), ocHoBHbIX KkiaccoB ysa3Bumocteid MCIIJIH, BO3MOXXHBIX BHJOB
JEeCTPYKTUBHBIX Bo3zaeicTBui Ha [1/1H, a Tak’ke OCHOBHBIX CITOCOOOB MX peau3aliu.

Yrpo3wr 6e3omacHocTu [1/1H, o6pabaTeiBaeMbix B MCIIJIH, comepskaruecs B
Hactosied Moaenu yrpo3, MOryT YTOUHSTBCS M JOMOJHATHCS 10 MEPE BBISBICHUSA
HOBBIX HMCTOYHHKOB YTPO3, Pa3BUTHS CHOCOOOB U cpeAcTB peanm3anuu YBIIIH B
NCII/JH. BHecenne nzmenennii B Monens yrpo3 ocymectsisiercs PCTOK Poccun B
YCTaHaBIIMBAEMOM IOPSIKE.
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3. Kinaccupukanus yrpo3 60€30nacHOCTH NMEPCOHATbHBIX JAHHBIX

CocraB n conepxanune YDBIIJ[H ompenenseTcss COBOKYIHOCTBIO YCIOBUM U
(akToOpoB, CO3JAIOMIMX ONACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YMHCIIE
ciyyanHoro, nocrtyna K [T/1H.

COBOKYITHOCTh TakMX YCIOBUH U (PakTopoB (GOPMHUPYETCS C YUYETOM
xapaktepuctuk MCII/H, cBoiicTB cpeabl (MyTH) pacnpocTpaHeHUsI MH(POPMaTUBHBIX
CUTHAJIOB, COJEPKAIMX 3allIUIIAaeMy0 HH()OPMAIUIO, 1 BO3MOKHOCTEH UCTOYHUKOB
yTPO3BI.

K xapakrepuctukam MCII/IH, oOycrnoBnuBatomum Bo3HukHOBeHHe Y BIT/IH,
MO>KHO OTHECTH Kareroputo u oobeM obOpabatsiBaembix B MCII/IH mepcoHanbHbIX
nanHblX, crpykrypy WCII[JH, Hamuuwme noakmodeHuid MCII[H x cersiMm cBs3u
oO01Iero Mmoyiib30BaHus U (WIM) CETAM MEXIyHAapOJHOTr0 MH(GOPMAIIMOHHOIO 0OMEHa,
XapaKTepUCTUKU TojacucteMbl Oe3omacHocTu I[IJ[H, obpadarpiBaembix B WCIIH,
peXUMBbI 00paOOTKH NEPCOHANBHBIX JTAHHBIX, PEKUMBI pa3rpaHUueHUs MpaB JOCTyIa
nonb3oBarene MCIIIH, MECTOHAXO0KIEHUE U YCIOBHUS Pa3MELICHUS TEXHUUYECKUX

cpeactB UCII/IH.
Uudopmanumonnsie cucrembl [I/IH mnpencraBisioT co00il COBOKYNHOCTH
UH(OPMAIIMOHHBIX W MPOrpaMMHO-anmnapaTHbIX  3JEMEHTOB, a  TaKxKe

UH(OPMAIIMOHHBIX TEXHOJIOTHH, MpUMEHsieMbIX TTpu 00padoTke [1/]H.

OcuHoBHbIMU 251eMeHTamu MCITJIH sBasiroTCS:

NepPCOHAJbHBbIE JaHHbIE, cojaepXkalirecss B 0a3ax AaHHBIX, KAK COBOKYITHOCTb
uH(popmalu u ee Hocutenei, ucrnonbzyembix B UCIH;

uH(OPMAaIIMOHHbIE TEXHOJIOTUH, IPUMEHsieMble pu o0padoTke 11]1H;

TEXHUYECKUE CpeACTBa, ocymiecTBsomme obpadorky I[IJIn (cpenctBa
BBIYMCIUTEIbHON TEXHUKH, NH(POPMALMOHHO-BBIYUCIUTEIbHBIE KOMIUIEKCHI U CETH,
CpelIcTBa M CHCTEMbI Iepeaaudd, npuema u oOpadbotku I1J[H, cpeacTBa U cUCTEMBI
3BYKO3aIlMCH,  3BYKOYCWJICHHUS,  3BYKOBOCIIPOM3BEIEHHMS,  IEPErOBOPHBIE U
TEJIEBU3UOHHBIE YCTPOMCTBA, CPEICTBA U3TOTOBJICHUS, TUPAKUPOBAHUS JOKYMEHTOB
U JpyrHue TEeXHUYECKHE cpeAcTBa oOpabOTKM peueBOM, TpaduuecKkoil, BHUIIEO- U
OykBeHHO-1IMBpOoBOI nHDOopManum) (nanee — rexuuueckue cpeacrsa UCIIIH);

IpOrpaMMHBIE CpeACTBa (ONEpPalMOHHBIE CUCTEMBbI, CHUCTEMbI YINPaBICHUS
0a3zaMu TaHHBIX U T.IL.);

CpelCTBa 3alUThl HH(OPMAIUY;

BCIIOMOTrarenabHble TexHu4eckue cpeactsa u cucremsl (BTCC) — texuuueckue
CpelICcTBa M CUCTEMbI, UX KOMMYHHKAIMW, HE MpEeJHA3HAYEHHbIE MJi1 00paboTKU
[1/In, HO pa3MellleHHBbIE B TMOMEIICHUSAX (Janee — CIayXeOHbIE MOMEIIEHHUs), B
KoTophix pacrnonoxkensl MCIIJIH, ux TexHUYEeCKHe CpeacTBa (pa3IUdyHOrO poja
Tene(pOHHBIE CPEJICTBA U CUCTEMBbI, CPEJICTBA BBIUUCIUTENBHOW TEXHUKH, CPEACTBA U
CUCTEMBI NepeJjaul JaHHBIX B CUCTEME PAJIMOCBA3H, CPEACTBA U CUCTEMbI OXPaHHOM
U TOXAapHOW CUTHAJM3AIMM, CPEACTBA U CUCTEMBbI OMNOBEIICHHUS W CUTHAJIM3AIMNH,
KOHTPOJbHO-U3MEPUTENIbHAS anmnaparypa, cpencTBa u CUCTEMBI
KOHJUIIMOHUPOBAHHUS, CPEJICTBA U CUCTEMBI TPOBOJIHON PaANOTPAHCIISIIUOHHON CETH
U TpUeMa NOpOorpaMM paUOBEIIAHMS U TEJNEBUACHUS, CPEACTBA DIEKTPOHHOU
OpPITEXHUKH, CPEJICTBA U CUCTEMBI DJIEKTPOYACO(DUKAIIUN).

CaoiictBa cpeapl (IyTH) pacnpocTpaHEHUsT HWH()OPMATUBHBIX CHUTHAJIOB,
coJiepKallluX 3alUIIAEMyI0 MH(OPMAIUIO, XapaKTEepU3yIOTCsS BUIOM (U3HUECKOU
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cpenbl, B KOTOpou pacmpocrpansatorca [IJIH, u onpenensroTcs mpHU OLEHKE
BO3MOXHOCTH peanusaruu Y bITJIH.

Bo3moxuoctn ncrounnkoB YBII/[H 00yclioBIIeHBI COBOKYITHOCTBIO CIIOCOOOB
HECAHKIMOHUPOBAHHOTO W (uiu) ciayvaiiHoro nocryna k IIJ[H, B pe3synbrare
KOTOPOTrO  BO3MOXHO  HapylIeHHEe  KOH(PUICHUHAIBHOCTH  (KOMHPOBAHUE,
HEMPAaBOMEPHOE PACHPOCTPAHEHHE), IEIOCTHOCTH (YHUYTOXKEHHE, U3MEHEHHE) U
noctynHocTH (0nokupoBanue) [1/1H.

VYrposa 6e3onacnoctu [IJ[H peanusyercsi B pe3yjbrare 00pa3oBaHUs KaHaia
peanuzaruu YBIIJIH Mexa1y UCTOYHUKOM yrpo3bl U HocuteseM (MuctouyHukom) I1/1H,
YTO CO3JaeT YCJIOBUs NIl HapyuieHus 6e3onacHoctu [1J[H (HecaHKIIMOHUPOBAHHBIN
WJIU CITy4alHbINA TOCTYM).

OcHOBHBIMM 3JIeMeHTaMu KaHaa peanuzanuu Y BIIJIH (pucyHok 1) sBisitoTcs:

ucrounuk YBIIJIH — cyObekT, maTepuaibHbIi OO0BEKT WM (PU3NUECKOE
siBiicHUE, co3aaromue Y bII/IH;

cpena (myth) pacnpoctpaneHus II/IlH wim  BoO3JAEHCTBUM, B KOTOPOi
dusnyueckoe moJsie, CUTHAN, JaHHBIC WM MPOTPAMMBI MOTYT PacCIpOCTPaHATHCS U
BO3/ICHCTBOBATh Ha 3aIlMIIAEMble CBOWCTBA (KOH(DHICHIIMAIBHOCTD, IEJIOCTHOCTD,
noctynHocTs) [1]1H;

Hocutenb [1/IH — pusnyeckoe uLo WM MatepuanbHbli 0OBEKT, B TOM YHCIIE
¢usmueckoe mose, B kotopoM [IJ[H HaXomsiT cBoe OTpaX€HHUE B BHJIE CHMBOJIOB,
00pa3oB, CHUTHAJIOB, TEXHUYECKUX PEIICHUH U TPOILECCOB, KOJIMUYECTBEHHBIX
XapaKTePUCTUK (PU3NYECKUX BEITUYMH.

Cpena pacpocTpaHeHUs
Hcrounnk [1/I1 1 Bo3nercTBUI
yrpo3 6e3omacHocTH |4 [IpreMHHK +—> Hocwurens I1/1H
IT1u UH(POPMATHBHOIO CHI'HaJjIa
[Iepenatunk
BO3/ICIICTBYIOIIETO CUTHAJA

Pucynok 1. O0o0mieHHas cxema KaHajla peajiu3aiu yrpo3 0e30macHoCTH
MIEPCOHAITBHBIX JTAHHBIX

Hocurenu II[IH MoryT coaepxkatb UHGOpMAILMIO, MPEACTaBICHHYIO B
CHEAYIONIUX BUIAX:

akyctuueckas (peudeBas) undopmarus (PU), conepxainascs HenmocpeacTBEHHO
B mpouszHocumon peun mnonb3oBarenss UCIIJIH mpu ocymiecTBiaeHHUH UM (QYHKIIHH
rojjocoporo BBoja II[ln B MCII[H, nub0 Bocmpou3BOAMMAS aKyCTHUYCCKUMU
cpenctBamu UCII/IH (ecnu Takue GyHKIIMHU TPEyCMOTPEHBI TEXHOJIOTUEH 00pabOTKH
[1/I0), a Takxe colepKalascsi B AJIEKTPOMATHUTHBIX MOJSAX M DIEKTPUUYECKUX
CUTHaJaX, KOTOpPbIE BO3HUKAIOT 3a CUET MpeoOpa3zoBaHUil aKyCTUIECKOW NH(OPMAIINH;

BunoBas undopmanusa (BU), npencraBnenHas B BUJE TEKCTa U U300paKECHHIMA
Pa3IUYHBIX YCTPOWCTB OTOOpaXkeHWss WH(OOPMAIUU CPEJCTB BBIYUCIUTEIHLHON
TEXHUKHA, WH(OPMAIIMOHHO-BBIYUCIUTEIHHBIX KOMILJIEKCOB, TEXHHMYECKUX CPEICTB
00paboTku rpaduueckoii, Buaeo- nu OykBeHHO-IU(POBON HHPOPMAITNH, BXOASIINX B
coctraB UCII/IH;
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undopmarnusi, obpabarebiBaemasi (uupkynupytomas) B HWCII[H, B BHAE
AIEKTPUUYECKUX, DIIEKTPOMATHUTHBIX, ONTUYECKUX CUTHAJIOB;

uHpopmarus, oopadareiBaemast B UCII/IH, mpencraBieHnast B Buae Out, OaurT,
(baiIoB U IPYTUX JOTHYECKUX CTPYKTYP.

B nensax ¢opmupoBanusi cucrematuzupoBanHoro mnepeuns YBIIJIH mpu ux
obpabotke B WCII[IH u pa3paboTke Ha HUX OCHOBE YaCTHBIX MOjeiei
npuMeHHUTENIbHO K KoHkpeTHomy Buay WCIIJIH yrpo3sl knaccuuiupyroTcs B
COOTBETCTBHUH CO CJIEAYIOIINUMHU MMPU3HAKAMU (PUCYHOK 2):

no BuAy 3amuiaeMoit ot YBIIJ{n undopmanuu, conepxareit [11H;

110 BHJ1aM BO3MOXHBIX UCTOYHUKOB Y BII/H;

no tuny UCII/IH, Ha koTOpble HanpaBieHa peanusanus Y BII/IH;

o cnoco0y peanm3anuu Y bI1J[H;

M0 BUJy HapylIaeMoro CBOMCTBa MHGOpMAIMK (BUY HECAHKIIMOHUPOBAHHBIX
JNEeUCTBUM, ocyiiecTBiseMbIx ¢ [1/IH);

10 UCIIOJIb3YEMOM YS3BUMOCTH;

10 00BEKTY BO3JCHCTBHS.

I[To Bupam BO3MOXHBIX HMCTOYHUKOB YDBIIJIH BBIIENAIOTCS ClEayOIINAE
KJIACChI YTPO3:

yIpO3bl, CBS3aHHBIE C TMPEJIHAMEPEHHBIMU WJIM HENpPeIHAMEPEHHBIMU
nedctBusiMA  Jmn, umerommx gpocryn k  MCII/[IH, Bxirouyas mosb30BaTeneu
UCIIdn, peanusyrommx yrpo3sl HenocpeacTBeHHO B HWCII[H (BHyTpeHHHI
HapYIIUTEIb);

yIpO3bl, CBS3aHHbIE C NPEIHAMEPEHHBIMA WM HENPEIHAMEPEHHBIMU
IEeUCTBUSIMU JUL, HEe uMeronmx gocryna k HMCII/[H, peanusyrommx yrposbl U3
BHEIIHUX CeTed CBs3M OOIIEro NOoJb30BaHUS M (WJIM) CeTel MeXIyHapOJHOIO
UH(OPMAITMOHHOTO 0OMEHa (BHEIIHUIN HAPYIIUTENb).

Kpome Toro, yrpo3sl MOTryT BO3HUKaTb B pE3yJbTare BHEAPEHUS
anmnapaTHbBIX 3aKJIaJI0K U BPEJJOHOCHBIX TPOTPAMM.

I[To tuny MWCII[AH, ©Ha KoTOphle HampaBieHa peanuszauus YbBII/IH,
BBIJICIISIIOTCS CIEAYIONINE KIaCcChl YTPO3:

yrpo3el  Oe3omacHoctu [1J[H, oOpabateiBaembix B HWCIIJlH Ha 06aze
aBTOHOMHOTO aBTOMaTHU3UpPOBaHHOTO pabouero mecta (APM);

yrpo3bl Oe3onacHocTu I1/IH, oOpabarsiBaembix B UCII/In Ha 0aze APM,
MOJKJIIOUEHHOTO K CeTH OO0mero mnoiab30BaHUS (K CETU MEXIyHApPOJIHOTO
nH()OpPMAIIMOHHOTO OOMEHA);

yrpo3bl 0e3omnacHoctH [1JH, o6padbateiBaeMbix B MCII[IH Ha 6a3e JOKaIbHBIX
UH(OPMAIIMOHHBIX CUCTEM 0€3 MOJKII0YEHHUS K CETH OOIIEro mojib30BaHus (K ceTu
MEXTyHapOJHOTO HH(GOPMAIIMOHHOT'O OOMEHA);

yrpo3bl 6e3omacuoctu [1/1H, o6padateiBaembix B UCII/IH Ha 6a3e moKaIbHBIX
UH(OPMAITMOHHBIX CUCTEM C MOAKIIOYEHUEM K CETH OOIIero moJjib30BaHus (K CeTu
MEXTYHapOIHOTO MH()OPMAITMOHHOTO OOMEHA);

yrpo3el  Oe3omacHoctu [IJ[H, oOpabateiBaembix B UWCIIJlH Ha 06aze
pacmpeneieHHbIX WHPOPMAMOHHBIX CHUCTEM 0€3 MOIKITIOYEHHS K CEeTH OO0IIero
MOJTh30BaHUs (K CETH MEXIYHAPOTHOTO HHPOPMAITMOHHOTO OOMEHA);



Knaccudpukauust yrpo3 0€30macHOCTH NEPCOHAJIBHbIX JAHHBIX

Ilo Buay 3amumaemoii ot YBII/In nundgopmanumu, cogep:kameii IJ1n

\ Yrpossl PU | \ Yrposst BU

[ VYrpo3ssl undopmanuu, obpadarsiaemoii B TCOU |

[ VYrpossl undopmanuu, obpabarsiaecmoii B AC |

ITo BHAaM BO3MOKHBIX HCTOUYHHKOB Y BI1/In

CoztaBaemble HapyIIUTEIEM
(pu3UYECKUM JTUIIOM)

Co3znaBaemble armnapaTHoOi
3aKJIaIKOU

Co3naBaeMble BpeJOHOCHBIMHU
MporpaMMaMHU

Co3aBaeMble BHY TPEHHUM
HapyUIUTEJIEM

Co3ziaBaemMble BCTPOSHHOM
3aKJIaaKOU

nporpaMMHON 3akiiaakoii, nporpammoii Tuna‘“TposiHCKHI KOHB”

nporpaMMHBIM BUPYCOM

Co3ziaBaeMble BHEITHUM
HapYIIUTEIEM

Co3naBaeMble aBTOHOMHOM
3aKJIa KO

‘ BpPEJOHOCHO IPOrpaMMOi, pacIpOCTPAHSIOLICHCS 110 CeTH (CETEBBIM UYepBEM)

IPYTUMH BpeJOHOCHBIMH IPOTrPAMMaMU, peaHa3HaYeHHBIMH TS
ocymecteienuss HCJI (moadopa napoJieid, y1aleHHOTO JOCTYyTa U Ap.)

ITo BuaAy HapymaeMoro cBoiicTBa HHpopManuu (BHAY HeCAHKIIHOHHUPOBAHHBIX JeiicTBHH, ocymecTBJassemMbIx ¢ I1/1n)

Vrpo3bl KOHGUICHIUAIBHOCTH (YTEUKH, IlepexBara, Chema,
KOIMPOBAHMS, XULIECHHMS, pasriaiieHus) MHGopMaLu

ITo Tumy UCIT/IH, Ha koTOpbIe HanpaBJeHa peaausanus Y BITIxn

Vrpo3bl HeJIOCTHOCTH (YTpaThl, yHUYTOXKEHUS,
Moaudukanun) UHGopMaLuu

Yrpos3sl 1OCTYITHOCTH
(GnokupoBanus) HHGOPMAaLTU

Vrpo3ssl 6e3onacHoctu I1/1H,
o6pabareiBaeMbix B UCIT/IH Ha 6aze APM (c
MOJIKJTIOYCHHEM U 0e3 MOIKIIIOUSHHS K
BBIUMCIIMTEIbHOMN CeTH)

Vrpossl 6e3onacHoctu I1/1H, oOpadbaTbiBaeMbIX B
HNCITH Ha 6a3e JTIOKaIbHOM BBIYUCIUTEIIHHOM
ceTH (C MOAKIIFOYECHUEM U Ge3 MOJAKIIIOYEHHUSI K

pacnpenesieHHON BBIUYUCIUTEBHON CeTH)

Vrpossl 6e3onacHoctu I1/1H, oOpabaTbiBaeMbIX B
HCTI/In nHa 6a3e pacripe/iesIeHHbIX
UH(OPMALIMOHHBIX CUCTEM (C MOAKIIIOYECHHEM,
0e3 MOJKIIFOYCHHUSI K CETH OOLIETO MOJIb30BaHMs)

ITo cnoco6am peanusanuu YBIT/In

UANBHEIX BO3JIEMCTRUM

IeNMUATEHEIX RO 3, 1 U ¥

Vrposst HCJI B UCIIIn \

| MexaHHuYeCKOro BO3AeHCTBHUSI

VYrpossl, peainzyemMsble ¢ IpUMEHEeHHEM

—{ XHMHYECKOTO BO3ICHCTBHA | SMCKTPHICCKAMH ‘ MPOrpaMMHBIX CPEJICTB ONEPALIMOHHON CHCTEMBI
+—{ akyctudeckoro BosznelcTBus | HMITy TbCaMu
5 i Vrpo3bl, peainzyemMble ¢ IPUMEHEHHEM
HMOJIOTHYECKOTO BO3ICHCTRYS | SNIEKTPOMArHUTHBIMH crenranbHo paspaboranHoro 1O
I paanalOHHOI0 BO3JICHCTBUS | H3JIyICHHIMH

Vrpo3sl yTeukn HHGOPMALUH 110
TEeXHUYECKHM KaHaJlaM

10 paJiuOKaHaILy

VYrpossl yreuku PU ‘

TIO DJICKTPUYICCKOMY KaHalty

TI0 ONITHYCCKOMY KaHally

Yrpo3ssl yreuku B1 ‘

—{ TepMHUYECKOro BO3AENCTBUS

prOBbI, peanmn3yemMbi€ C IPUMEHEHUEM

SIICKTPOMAarHATHOTO
BO3EUCTBUS

ITo ncnosb3yemoii ysi3BUMOCTH

;J—{ MarHuTHBIM IT1OJIEM

BPEIOHOCHBIX IMporpamM

10 aKyCTUYECKOMY
(BUOPALIMOHHOMY ) KaHALY

10 CMEIIIaHHBIM

“HGOpMALIMY 110 KaHAJIAM

Yrpossl yTeuku

IM5MHWH

(rmapamMeTpu4ecKuM) KaHajlaM

C HCrob30BaHrEM
YA3BAMOCTH
npukiaaHoro IO

C HCrob30BaHrEM
YA3BAMOCTH
cucremHoro 10

C ucnoyib30BaHUEM
YSA3BUMOCTH, BbI3BaHHOM
Hasimurem B AC
anmapaTHON 3aKJIaJKu

C ucnoJib30BaHUEM
YSI3BUMOCTEH IIPOTOKOJIOB
CETEeBOro B3aUMOJICHCTBUS U
KaHaJIOB repejadyu JaHHbIX

C mcnonb30BaHAEM
YSI3BUMOCTH, BbI3BAaHHOM
HEZIOCTATKaMH OpraHU3alif
T3 or HCA]

C HCHONB30BaHUEM YSI3BUMOCTEH,
00YCIIOBIMBAIOIINX HATUUHE
TEXHUYECKHUX KAHAIOB yTEUKH
uHboOpMALN

C UCroJib30BaHUEM
ysi3BumocTeit C3U

ITo 06beKTy BO3aelcTBHS

VYBII/JH, o6pabaTbiBaeMbiXx Ha APM

VBIT/IH, 06pabaThIBaeMbIX B BbIJICJICHHBIX
TEXHUUYECKUX CPEACTBAX 00pabOTKH

VYBII/IH, nepenaBacMbIX
110 CeTSIM CBsI3U

YTpo3bl NPUKIIAIHBIM IPOrpaMMamM,
MpeiHa3Ha4YeHHbIM U151 paboThI ¢ I[1/1H

YIpo3bl CHCTEMHOMY
TTO, o6ecneunBatorieMy

Ha otuy>xnaembIx HocuTeNsaX HHoOpMauuu

Ha BCTpPOEHHBIX HOCHUTEJISAX JOJrOBPEMEHHOr0 XpaHeHus nH(popMauuu

B cpencTBax 0OpaGOTKH M XpaHEHHUs OIIepaTHBHON HH(pOPpMAaLHH ‘

Ha npunrepa, niorrepax,
rpa)onoCTpOUTENSIX U T.11.

VBI1/IH npu nepeade CUrHaJIOB
10 JIMHUSIM CBSI3U

Ha BbIHOCHBIX TepMHHaJIax,
MOHHUTOpPAX, BUACOIMMPOCKTOPaAX

VYBIT/In npu 06paboTke MakeToB B
KOMMYHHKAIIHOHHBIX dJIEMEHTax

B cpeacrBax (nmoprax) Beoja (BbiBoAa) MHGOpMALIMU ‘

B cpencTBax 3ByKoycHIeHUs,
3BYKOBOCIIPOM3BEICHHS

nH(pOpMaLMOHHO-
TENEKOMMYHHUKAIIMOHHBIX CHCTEM

Pucynok 2. Knaccuduxkanus yrpo3 6€30macHOCTH NEPCOHAIBHBIX JAHHBIX,
oOpabaTbiBaeMbIX B MUHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JIAHHBIX

yHKIMOHUpOBaHUE
HCIT/In

14!
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yrpo3el  Oe3omacHoctu [IJ[H, oOpabateiBaembix B HWCIIJIlH Ha 06aze
pacrpezeNieHHbIX HH(QOPMAIIMOHHBIX CHUCTEM C TMOJKIIOYEHHEM K CETH OOIIero
MOJTb30BaHUs (K CETH MEXIYHAPOTHOTO HH(POPMAITMOHHOTO OOMEHa).

ITo ciocobam peanuzauuu Y BITJH BbIAEASIOTCS ClIEAYIONIME KIACCHl yTPO3:

yrpo3bl, cBszanHble ¢ HCJ[ x IIJIlH (B TOM uyucie yrpo3sl BHEIpPEHUs
BPEAOHOCHBIX ITPOrpamm);

yrpo3bl yreuku [1/IH no TexHuyeckum KaHanaMm yTeuku nH(popManuu;

yIpo3sl crienuanbHbeIX BosaencTeuil Ha UCIIH.

[To BuIy HECAaHKIIMOHUPOBAHHBIX JEHUCTBUM, ocywecTBisieMbix ¢ [I/1H,
BBIJIEJISIFOTCS CIEAYIOIINE KIACChl yTPO3:

yrpo3bl, TOpHUBOAAIIME K  HapyueHuto KoHuaeHuuaibHoctu  [1/1x
(KOIMPOBAHUIO UM HECAHKIMOHUPOBAHHOMY PACIPOCTPAHEHHUIO), TIPU peann3aluu
KOTOPBIX HE OCYLIECTBIIAECTCS HEMOCPEACTBEHHOIO BO3JCUCTBHS Ha COACPKAHUE
uHbopMaIny;

yIpO3bl, IPUBOAAIINE K HECAHKIIUOHUPOBAHHOMY, B TOM YHCJIE CIIy4YalHOMY,
BO3JCHCTBUIO Ha  cojepkaHue uHPOpMamuu, B  pe3yibTare KOTOPOTO
ocymecTBisieTcs n3MeHenue 1110 nim ux yHu4ToKeHue;

YIpO3bl, IPUBOAAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHCJIE CIIy4YalHOMY,
BO3JICVICTBUIO HA NMPOrPAMMHBIE WJIM NporpaMMHo-annapaTtHelie anementsl UCII/IH, B
pe3yJibTaTe KOTOPOro ocymiecTrisieTcs 6okupoanue [1/H.

1o ncronb3yeMon ya3BUMOCTH BBIACIISIIOTCS CIIEYIOIINE KIACChl YTPO3:

yTPO3bl, PEATN3YEMBIE C UCIIOJIB30BAHUEM YSA3BUMOCTH cucTeMHOTO [10;

yIPO3bl, PEATU3YEMBIE C UCIIOIB30BaHUEM YSA3BUMOCTH NpukiagHoro I[10;

yIPO3bl, BO3HUKAIOIINE B PE3YJIbTATE UCHOJIb30BAHUS YS3BUMOCTH, BBI3BAHHOMN
HanuuueM B AC anmapaTHOW 3aKJIaJIKu;

YIPO3bl, PEAUIU3YEMBIE C UCIIOJIB30BAHUEM YSA3BUMOCTEH IIPOTOKOJIOB CETEBOI0O
B3aMMOJCHCTBUS U KAHAJIOB IIE€PENAYN JaHHBIX;

YI'PO3bl, BOZHUKAIOIIUE B PE3YJIbTAaTE UCIIOJIb30BAHUS YA3BUMOCTH, BEI3BAHHOU
Henoctatkamu opranuzanuu T3U1 ot HC/;

YIPO3bl, peaM3yeMbI€ C HCIIOJIB30BAHUEM YSA3BUMOCTEHM, 00YyCIIOBIMBAIOIINX
HaJINYME TEXHUYECKUX KaHAJIOB yTeUKH HH(pOopMauu;

YIPO3bl, pE€aIU3yeMbI€ C UCIOJIb30BaHUEM ys3BuMocTern C31.

[To 0OBeKTy BO3EHCTBUS BBIAEISIOTCA CAEAYIOIINE KIIACChl yTPo3:

yrpo3bl 6e3onacHoctu [1/1H, oOpabarsiBaembix Ha APM;

yrpo3sl  6e3onacHoctu [1JlH, oOpabaTbiBaeMblX B BBIIEICHHBIX CpPEICTBAX
00paboTKM (MpUHTEpaX, MIOTTEPax, IPadornOCTPOUTENAX, BBIHECEHHBIX MOHUTOPAX,
BUJICOTIPOEKTOPaX, CPEeCTBAX 3ByKOBOCIIPOU3BEACHUS U T.11.);

yrpo3sl Oe3onacHoctu [1/1H, nepegaBaeMbIX 1O CETSM CBA3U;

yIpo3bl PUKJIAJHBIM IIpOrpaMMam, ¢ IOMOIIBI0 KOTOpbIX oOpabatsiBatorcs 11/1H;

yrpo3bl cuctemHomy 10, obecnieunBaronemy pyukimonupoBanue UCIIIH.

Peamuzanua onpnot wu3  YDBII/IH mnepeducieHHBIX KIACCOB WM KX
COBOKYITHOCTH MOXET IIPUBECTH K CIEAYIOIIMM THUIIAM IOCIEACTBHM  JUIS
cyowekroB [1/]H:

3HAYUTENbHBIM HETaTUBHBIM MOCIEACTBHAM 17151 cyObexToB [1/]H;

HEraTUBHBIM MOCIAEACTBUAM 1l cyObekToB [1/1H;
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HE3HAUYUTETLHBIM HETaTUBHBIM MOCIIEACTBUAM 11 cyObekToB [1/1H.

Yrpo3el yreuku [IJIH Mo TEXHWYECKMM KaHaJlaM OJHO3HAYHO OIHCBHIBAIOTCA
XapaKTEPUCTUKAMU HMCTOYHWKA WH(OpMaiuu, cpefasl (MyTH) PAcTpOCTPAHCHUS H
OpUeMHUKAa WH(OPMATUBHOTO CHTHANA, TO €CTh OMPEICISIOTCS XapaKTepUCTUKAMU
TEXHUYECKOro KaHasna yreuku [1/]H.

Yrpo3sl, cBA3aHHbIE ¢ HecaHKIMOHUpoBaHHbIM AoctynoM (HC) (manee —
yrpo3sl HCJ[ B UCII[IH), nmpeacTaBistoTcs B BUJE COBOKYIMHOCTH OOOOIIEHHBIX
KJIACCOB BO3MOXHBIX HCTOYHUKOB yrpo3 HCJI, ys3BUMOCTEHW IpPOrpaMMHOTO M
annapatHoro ob6ecneuenus WCIIIH, cnoco0oB peanuzanuu yrpos, OOBEKTOB
BO3JIeHCTBUS (HOCHUTeNIeH 3amuiaeMoil WH(opManuu, IUPEKTOPUEB, KaTaJOIroB,
daiinoB ¢ I[1In i camux I1/IH) ¥ BO3MOXKHBIX JECTPYKTHUBHBIX AcHCTBHM. Takoe
Ipe/ICTaBlIEHUE OMUCHIBACTCS cleytonie (opMaln30BaHHON 3aUCHIO:

yvepoza HCJ[: = <ucmounuk yepo3wvl>, <ya36UMOCHb NPOSPAMMHO20 UNU
annapammoeo  obecneweHus>, <cnocob  peanuzayuu - yeposvl>,  <0ObeKm
6030elicmeus™, <HeCaHKYUOHUPOBAHHBIU OOCMYN™>,

4. Yrpo3bl yreuku HHGpOpMaLMU 10 TEXHUYECKMM KaHAJIaM

OCHOBHBIMM  DJIEMEHTaMU OINHUCAaHUS Yrpo3 YTEUKH UHOpMaMM 1o
texHnueckuM kaHanaMm (TKYUW) saBndroTca: UCTOYHUK yrpo3bl, cpena (IyTh)
pacnpocTpaHeHuss HMHQPOPMATHUBHOTO CUTHAJIa M HOCUTENb  3alllUIAaeMOM
uH(popMaIuu.

HcrounrikamMu yrpo3 yTeukd UHGOpPMAIMM MO TEXHUYECKUM KaHalam
ABISAIOTCA  (Qu3mueckue Jsuna, He wumeromue npoctyna k HWCII[AH, a Taxxke
3apyOeKHbIE CIEICTYKObl WM OpraHu3aluu (B TOM YHCIE KOHKYPUPYIOIIUE WU
TEPPOPUCTHUECKHUE), KPUMHUHAIbHBIE TPYNIHUPOBKH, OCYIIECTBIISIIONIME MEpexBar
(cbeM) MH(pOpPMAIUU C HUCIHOJIb30BAaHUEM TEXHUYECKHUX CPEJICTB €€ PErucTpallui,
npueMa unu gororpadupoBaHus.

Cpena pacrnpoctpanenus HHGOPMATUBHOTO CUTHAJA — 3TO (U3HUEcKas cpena,
N0 KOTOpPOM MHGOPMATHUBHBIM CUTHA MOXET PACIPOCTPAHITHCS U MPUHUMATHCA
(peructpupoBaThcsi) npueMHUMKOM. Cpena pacnpoCTpaHEHUsT MOXET OBITh Kak
OJHOPOJHOM (Hampumep, TOJbKO BO3AYIIHOW), TaKk W HEOJHOPOJHOM 3a CUeT
nepexoja CHUrHajga W3 OJIHOM cpeabl B JIpyrylo (Hampumep, B pe3yJbTare
AKyCTOXJIEKTPUYECKHUX WM BUOPOAKYCTUUECKUX IPEOOPa30BaHUN).

Hocutenem II[{n sBnsgercs mnosb3oBatens MCIIAH, ocCyliecTBISIONINMA
rosnocooit BBoA 1110 B UCII/H, akycTnueckas cuctema MCIIIH, BocmpousBoasmas
IT1/1n, a Taxke texaumueckue cpenacrBa MCII[la u BTCC, co3paromue pusznueckue
10JIs, B KOTOPBIX MH(OpMAIUs HAXOIUT CBOE OTPaKEHUE B BUAE CUMBOJIOB, 00pa30B,
CUTHAJIOB, TEXHUYECKUX PEUICHUM U MPOLIECCOB, KOJUYECTBEHHBIX XapaKTEPUCTUK
(bu3MUECKNX BEITUYUH.

[Tpu ob6pabotke [1[n B UCII/IH 3a cuer peanm3anuu TEXHUYECKHX KaHAJIOB
yTe4YKHd UH(POpPMAIIMK BO3MOKHO BOZHUKHOBEHHE cieayromux Y BIT/IH:

YIpO3 yTEUKH aKyCTHYECKOU (peueBoil) nudpopmanuu;

yIpo3 yTEUKH BUIO0BOU MHPOPMAIINH;

yIpo3 yTedku HUHPOpMalMu MO KaHajiaM MOOOYHBIX AJIEKTPOMArHUTHBIX
u3nydyeHuil 1 HaBoJok (IIDMUH).
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5. ¥Yrpo3bl HeCAHKUMOHUPOBAHHOI'0 A0CTYIIa K HH(OPMALMH
B MH(POPMALMOHHOM CUCTEMeE MEPCOHAIbHBIX JAHHBIX

Yrpo3zst HCJ] B UCII[IH ¢ npuMeHEHHWEM MPOrPaMMHBIX U MPOTPAMMHO-
arrapaTHbBIX CPENICTB PEaM3YIOTCA MPU OCYIIECTBIEHUN HECAHKIIMOHUPOBAHHOTO, B
TOM YHUCJIE CIYy4YalHOro, JOCTylla, B peE3yJbTaTe KOTOPOr0 OCYLIECTBISAECTCS
HapylieHue  KOH(PUACHIHMATbHOCTH  (KOMUpOBaHWE,  HECAHKIIMOHHWPOBAHHOE
pacnpocTpaHeHue), LEeNOCTHOCTH (YHMUYTOXKEHHE, W3MEHEHUE) U JOCTYIHOCTHU
(6moxupoBanue) [1J1H, 1 BKIIIO4YArOT B ceOs:

yIpo3bl J0CTyna (IIPOHMKHOBEHHS) B OINEPALMOHHYIO CpPENy KOMIIBIOTEpA
C MCTOJIb30BAHUEM IITATHOTO MPOTPAMMHOTO oOecredeHus (CpeCTB OnepauoHHOMN
CHUCTEMBbI UJIY MIPUKIIAJIHBIX TIPOTpaMM OOIIEro NPUMEHEHUS);

yTPpO3bl CO37]aHUSI HEIITATHBIX PEKUMOB PAOOTHI MIPOTPaAMMHBIX (MIPOTPAMMHO-
anmapaTHbIX) CPEJCTB 3a CUET MpEeAHAMEPEHHBIX U3MEHEHHH CIIyKEOHBIX JaHHBIX,
UTHOPUPOBAHUS TMPEIYCMOTPEHHBIX B IITATHBIX YCIOBUSX OTPAHMYECHUN HA COCTaB
U XapakTepUCTHUKU oOpabaTbiBaeMoil WHGOpPMAINN, HCKKEHHUS (MOAU(DUKAIIN)
CaMHX JAHHBIX U T.I1.;

yIPO3bl BHEJPEHUS BPEJOHOCHBIX MpOorpamMMm (MporpaMMHO-MaTEMAaTHYECKOTO
BO3JICHCTBHA).

CocraB anementoB onucanus yrpo3 HCJI k undopmaruu B MCII{H npuBeneH
Ha pUCYHKE 3.

Kpome 53Toro, BO3MOXKHBI KOMOWHHPOBAHHBIE YTPO3bI, MPEACTABIISIONINE
co0ol coueTaHue yka3zaHHbIX yrpo3. Hampumep, 3a cueT BHeApEHHs BPEIOHOCHBIX
nporpaMM MoOryT cozzaaBaTbea ycnoBus mii HCJ B omepanvoHHyro cpeny
KOMIIbIOTEpa, B TOM  4YuCjle MyTeM (QOpMUpOBaHUS  HETPAJAMIIMOHHBIX
UH(OPMAIMOHHBIX KaHAJIOB JIOCTYTA.

VYrpo3sl noctyna (IpOHUKHOBEHHMs) B omepaunoHHyto cpeny UWCIIIH
C MCTOJB30BAHUEM IITATHOTO MPOrPAMMHOTO 00ECTICUCHUS Pa3NIESIOTCS Ha YTPO3BI
HEIMOCPEACTBEHHOIO M YJAJEHHOIO JOCTyHa. YTPO3bl HEMOCPEACTBEHHOIO TOCTyNa
OCYILECTBIISIFOTCSI C MCIIOJB30BAHUEM IPOTPAMMHBIX M HPOrPaMMHO-AIIAPATHBIX
CPEICTB BBOJA/BBIBOJA KOMIIbIOTEpA. YTPO3bl YJAJIEHHOIO JOCTYNa pealn3yloTcs
C UCIIOJIb30BaHUEM MTPOTOKOJIOB CETEBOIO B3aMMOJICHCTBHUS.

Otu  yrpo3el peanusytorca oTtHocutenbHo MCII/IlH  kak Ha 0Gaze
aBTOMATHU3HPOBAHHOIO pabO4Yero MecTa, He BKIIOYEHHOTO B CETH CBS3M OOIIEro
NOJIb30BAHUS, TaK U NMpUMEHHUTENbHO KO BceM MCII/IH, UMEMNUM MOAKIIOUEHUE
K CETAM CBSI3M OOIIErO MOJB30BAHMS U CETSIM MEXIYHAPOJIHOTO MH(OPMAILIMOHHOTO
oOMeHa.

Onucanue yrpo3 Joctyna (MPOHUKHOBEHMS) B OINEPALMOHHYIO Cpeny
KOMITbIOTEPA (POPMaATBHO MOXKET OBITh IPEICTABIIEHO CIEIYIOIUM 00pa3oM:

yvepoza HCH 6 UCIIJn: = <ucmounux yeposzwr>, <ysazeumocmv HCII/In>,
<cnocob peanuzayuu yeposzvi>, <o00vbeKm 6030eucmeus (npocpamma, npomoKoI,
oanmble u 0p.)>, <oecmpyKmugHoe Oelcmeue>.

YTpo3bl co37aHUs HEMITATHBIX PEKUMOB PaObOTHI MPOTPAMMHBIX (IPOTPAMMHO-
anmapaTHbIX) CpelICTB — 3TO yrposbl «OTkaza B oOcimyxkuBaHum». Kak mpasuio,
JaHHBIE YTpo3bl paccMmaTpuBaroTcs npumeHutenbHo K UCII[IH Ha 0aze JIOKaJIbHBIX
U pacCIpeeICHHbIX MH(POPMAIMOHHBIX CUCTEM BHE 3aBUCUMOCTH OT MOJIKJIFOUCHHUS
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undopmanmonnoro ooOmena. HMx peanuzamus o00ycloBIE€HA TEM, 4YTO TPH
pa3pabOTKe CHUCTEMHOTO WM NPHUKIATHOTO TMPOrPAMMHOTIO OOECTeUeHUsT He
YUYUTBIBAETCS BO3MOXKHOCTh TPEIHAMEPEHHBIX JCHCTBHU MO IIEJICHATIPABICHHOMY
U3MEHEHUIO:

coJiepkaHus CIIy)keOHOW MH(GOPMAIMHU B ITaKeTaX COOOIICHUH, IMepeaBaeMbIX
0 CETH;

yCIIOBHI 00paOOTKM JaHHBIX (HampwMep, WTHOPHUPOBAHUE OTPAHUYCHHUA Ha
JUTMHY TIaKeTa COOOIICHUS);

dbopMaToB TpencTaBICHUS JaHHBIX (C HECOOTBETCTBHEM H3MEHEHHBIX
dbopMaToB, yCTAaHOBJIEHHBIX JJisi OOpabOTKM TIO  MPOTOKOJAM  CETEBOIO
B3aUMOJICHCTBHA);

IpOrpaMMHOro o0ecrieueHus 00padOTKH TaHHBIX.

B pesynbrare peanmmzanum yrpo3 «OTkaza B OOCITYyXUBaHHHM» TMPOUCXOIUT
nepenosHeHue O0ydepoB U OIOKHpPOBAHHE MPOIEAYP OOpaOOTKH, «3alMKINBAHHUC)
nporeayp oOpabOTKM U «3aBHCAHHE» KOMIIBIOTEpa, OTOpachIBaHHWE IIAKETOB
coobuienuit u ap. Onucanue Takux yrpo3 (GpopMaibHO MOXKET ObITh MPEICTaBICHO
CIEAYIOIIMM 00pa3oMm:

yeposa  «Omkasza 6  ooOcayxcuganuuy: =  <UCMOYHUK  YepOo3bl>,
<ysazeumocmo UCII][n>, <cnocob peanuzayuu yzposvl>, <00beKm 6030elcmeus
(nocumenv  Il/[n)>, <HenocpeocmeeHwvilli pe3yibmam  pealuzayuu  yepo3wvl
(nepenonnenue Oyghepa, OnoKuposanue npoyedypvl 00paOOMKU, «3AYUKIUBAHUE)
obpabomxu u m.n.)>.

Yrpo3s BHEIPEHUS BPEIOHOCHBIX porpaMm (mporpamMMHO-
MaTEMaTUYECKOTO BO3JICHCTBHSI) HEILENecoOoOpa3HO OMHCHIBaTH C TOM  IKe
JETATbHOCTBI0, YTO W BBINIEYKa3aHHBIE YTPO3bl. DTO OOYCIOBIECHO TEM, 4YTO,
BO-TIEPBBIX, KOJUYECTBO BPEIOHOCHBIX MPOTPAMM CETOJHS YK€ 3HAYUTEIHHO
IPEBBIIAET CTO ThICSY. BO-BTOpBIX, MpU OpraHu3anuu 3amuThl HHGOPMAIUU
Ha TMpaKTUKe, KaK MpaBUiIO, JAOCTATOYHO JUIIb 3HATh KJIAacC BPEAOHOCHOMU
IPOTPaMMBbI, CIOCOOBI M TIOCTIECTBUS OT €€ BHeApeHus (uHunupoanus). B cBsa3u
C 3TUM YTpoO3bl MporpamMmMHoO-maTeMatuueckoro Bo3zaeicteus (IIMB) ¢gopmanbHO
MOTYT OBITh IPEICTABIICHBI CIEIYIOIINM 00pa3oM:

yveposa [IMB ¢ UCII/]n: = <knacc 8pedOHOCHOU npozpammsl (C yKazaumuem
cpeovl 0bumanus)>, <UCMOYHUK Yepo3bl (Hocumeib 8Pe0O0HOCHOU Npocpammvl)™>,
<cnocob6 uH@uyuposanus>, <00veKm B030eUcmeus (3acpy304YHblll  CeKmop,
Gaiin u m.n.)>, <onucaHue B03MOHCHBIX 0eCcmpyKmuHbLX
Oeticmsuil™>, <00noJHUMeNbHAs UHGopmayus 0o yepose (pe3udeHmHoCHb, CKOPOCHb
pacnpocmpanerust, NOAUMOPPHUUHOCIb U Op.)>.

Hwxe naercs oOmas xapakTepUCTHKAa HCTOYHUKOB YTrpo3 0O€30MacHOCTH
uH(bOpMAaINH, YSI3BUMOCTEH, KOTOPHIE MOTYT OBITh MCIOJB30BaHbl MPU peaTU3ANH
yrpo3 HCJI, u xapakTepucTUKa pe3yJIbTaTOB HECAHKIMOHUPOBAHHOTO WJIH
CllyyallHOro Jjocrtyna. XapakTepHCTHKa CHOCO0OB pealv3alid Yrpo3 Jaercs
Opy ONUCAHWU Yrpo3 JAocTyna (MPOHUKHOBEHHS) B ONEPALMOHHYIO Cperdy
KOMIIBIOTEPA, YTPO3 OTKa3a B 00cimyxuBanuu u yrpo3 [IIMB.
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5.1. O0mas xapakTepUCTHKA UCTOYHUKOB YIPO3 HECAHKIIMOHUPOBAHHOTIO 10CTyNA
B MH(POPMALIMOHHOM CHUCTEMe MePCOHAJBHBIX JAHHBIX

Ucrounnkamu yrpo3z HCJ] 8 UCII[IH MoryT OBITH:

HapYIIUTENb;

HOCHTEJIb BPEJOHOCHOM IIPOIPAMMBI;

arnrapaTHas 3aKJIaJIKa.

VYrpossl GezonmacHocty  [1/IH, cBsi3aHHBIE C BHEAPEHHEM almapaTHBIX
3aKJIaJ0K, OIPEIEISAOTCS B COOTBETCTBUM C HOPMAaTUBHBIM JIOKYMEHTaMU
®enepanbHOil cimyx0bl Oe3omacHocTu Poccuiickoit denepanuum B yCTAHOBIEHHOM
€10 MOPSIZIKE.

[To HayMuuMIO MpaBa MOCTOSIHHOTO WJIM PA30BOr0 JOCTYNa B KOHTPOJIUPYEMYIO
30ny (K3) UCIIAH HapymuTenu noapas3aessasroTcs Ha iBa THIIA:

Hapywmurenu, He umerwmue aocrtyna k MCIIIH, peanusyromme yrpos3sl u3
BHEIIIHUX CETEW CBSI3U OOILEro MOJb30BaHUS U (WIM) CEeTe MEXyHapOJHOIrO
UH(OPMAITMOHHOTO 00OMEHA, — BHEIITHUE HAPYIITUTEIH;

Hapywmurenu, umeromue nocryn Kk UCIIH, Bkmrovas nons3oBareneid UCI/H,
peanuzytolye yrpo3sl HenocpeactBeHHO B MCII{H, — BHyTpeHHUE HAPYIITUTEH.

BHemHuMy HapyIUTENIMUA MOTYT OBITh:

pa3BebIBaTEIbHBIE CITY>KObI TOCY1apCTB;

KPUMHHAIbHBIE CTPYKTYPBI;

KOHKYPEHTHI (KOHKYPHUPYIOIIHE OpraHru3alim);

HeZI00POCOBECTHBIE TAPTHEPHI;

BHEIIIHUE CYOBEKTHI (PU3HUECKUE JTULIA).

BHentnui HapymmTens UMEET CIEAYIOINE BO3SMOKHOCTH:

OCYULIECTBJIATh HECAHKLIIMOHUPOBAHHBIN TOCTYN K KaHaJlaM CBSI3H, BBIXOIALIUM
3a MpeAeNbl CIIYKEOHBIX TOMEIIECHHI;

OCYULIECTBJIATh HECAHKIMOHMPOBAHHBINA JOCTYIl 4e€pe3 aBTOMAaTU3MPOBAHHBIE
paboune MecTa, MOJKIIOYEHHBIE K CETSIM CBSI3U OOILEro Mojib30BaHUs U (UJIH) CETSIM
MEXTyHApPOTHOTO0 HH(GOPMAIIMOHHOT'O 0OMEHA;

OCYILIECTBIISITh HECAaHKLIMOHUPOBAHHBIN JOCTYTI K uHdopMaIuu
C HCIOJb30BAaHWEM CIEHHAIBHBIX IPOrPAMMHBIX BO3JECHCTBUNM MOCPEICTBOM
OpPOrpaMMHBIX  BHUPYCOB, BpPEIOHOCHBIX MPOrpaMM, AJTOPUTMUYECKHX WU
IPOrpaMMHBIX 3aKJIAJI0K;

OCYUIECTBJISATh  HECAaHKIMOHUPOBAHHBIM  JOCTYN ~ 4Yepe3  DJIEMEHTHI
uHpopmarmonno uHbpactpykrypsl MWCIIJIH, koTopble B Tmpolecce CBOEro
KU3HEHHOTO 1MKJIa (MOJEpPHU3ALUH, CONPOBOXKICHHS, PEMOHTA, YTHINA3ALUH)
OKa3bIBAIOTCH 3a MpeiesilaMUi KOHTPOJIUPYEMOU 30HBI;

OCYLIECTBJISATh HECAHKIIMOHUPOBAHHBIM JOCTYyH 4epe3 HHPOPMALMOHHBIE
CHCTEMBI B3aWMOJCHCTBYIOIIUX BEAOMCTB, OPraHHU3alMid W YUPEXKACHUU IPU HX
noakarodeHnu Kk UCITIH.

B03MOXXHOCTH BHYTPEHHETO HApYLIUTENS CYIIECTBEHHBIM 00pa3oM 3aBUCAT
OT  JACUCTBYIOIIMX B  Mpelaenax  KOHTPOJIMPYEMOW  30HBI  PEKUMHBIX
U OPraHU3allMOHHO-TEXHUYECKHMX MEp 3alllUThl, B TOM YHCIE€ IO JOMYCKY
busnueckux aun K [0 1 KOHTpOIII0 TOpsIKa MpOBeeHUs PadoT.
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BHyTpeHHME NOTEHIMANbHBIE HAPYLIMTEINW TOAPA3ACISIIOTCS HAa BOCEMb
KaTeropuii B 3aBUCMMOCTH OT cItoco0a JocTyma u mojiHoMouunii qoctyna K [1/1H.

K mnepBoil kareropum OTHOCATCS JHUIA, HMEIONIME CAHKIIMOHUPOBAHHBIN
noctyn k UCIIAH, Ho He umeromme nocrtyna K II/[n. K stomy Tumy mapymwurenen
OTHOCSITCSI JOJDKHOCTHBIE JIMIA, 00€CIIeYNBAIOLINe HOpMaJIbHOE (PYHKIIMOHUPOBAHHE
NCITH.

JIA1o 3TOM KaTeropuu, MOXKET:

UMETh JOCTyll K (¢parMeHtam wuHpopmauuu, coaepxkamed I[I/ln wu
pacnpocTpaHsouencs o BHyTpeHHuM kaHanam cBsizu UCIIH;

pacnonarath  ¢parmeHramu  uHpopmanuu o  Tomojnoruun  MCII[In
(KOMMYHHMKAIIMOHHOM YacTH TOJICETH) U OO0 HCMOIb3YEMBIX KOMMYHHKAIIMOHHBIX
IIPOTOKOJIAX U UX CEPBUCAX;

pacrionaraTh UMEHAMH W BECTU BBISIBIICHHE MapoJiel 3aperucCTPUpPOBAHHBIX
I10JIb30BAaTEIICH;

U3MEHATh KOoHGurypanuto Ttexuudeckux cpenacts WCII/IH, BHOCUTH B Hee
IporpaMMHO-aINapaTHbIe 3aKJIaJKd U 00eCIeunBaTh CheM HHPOPMAIIUH, UCTIONb3YS
HEIOCPEACTBEHHOE MOJAKII0YeHNE K TeXHu4YecKuM cpencrBam UCII/IH.

Ko BTOpOii Kareropuu OTHOCSTCS 3aperuCTPUPOBAHHBIE I10JIb30BATEIN
NCII/[JH, ocymecTBisompe OrpaHudeHHbli  goctyn k  pecypcam  HCII/IH
¢ pabouero mMecra.

JInno sroi kareropuu:

o0JaziaeT BCeMU BO3MOKHOCTSIMH JIMIL IEPBOIl KaTErOpuu;

3HAET, 10 MEHBIIEH MEpe, OJTHO JIETAIBHOE UMS IOCTYTIA;

obyamaeT BCEMU HEOOXOJAMMBIMU aTpuOyTamMu (Hampumep, IMaposeM),
00ecreynBaIIMMH T0CTYN K HEKOTOpoMy noamHosxkecTBy [1/1H;

pacrnoniaraeT KOHQUICHIIMATHHBIMH TAHHBIMHU, K KOTOPBIM UMEET JOCTYII.

Ero nocryn, ayreHtudukanus W TpaBa IO JOCTYIy K HEKOTOPOMY
noaAMHOecTBY [1/IH TOMKHBI periaMeHTUPOBAThCA COOTBETCTBYIOIIMMU MPABHIIAMU
pasrpaHUYeHHUst TOCTYIIA.

K Tperbeil kaTeropum OTHOCSTCS 3aperuCTPUPOBAHHBIE I10JIb30BATEIU
NCIIH, ocymecTBusonme yaaneHHbli goctyn K [[J[H mo jokanbHbIM U (W)
pacnpeneneHHbIM HH)OPMAIIMOHHBIM CUCTEMAM.

JInno stoi kareropuu:

o0JnagaeT BCeMU BO3MOKHOCTSIMU JIULL IEPBOM M BTOPOI KaTeropuid;

pacnionaraet ungopmarmeit o Tonosorun UCII/In Ha 6a3e mokanabHOU U (UIIK)
pacnpeneneHHol MHGOPMAIIMOHHONW CHUCTEMBbI, 4Yepe3 KOTOPYIO OCYHIECTBIISIETCS
JOCTYII, U 0 cocTaBe TexHuueckux cpeacts MCIIH;

UMEET BO3MOXKHOCTh MpsMoro (¢usuyeckoro) goctyna K (parMeHTam
texHnuyeckux cpenacts UCIIH.

K ueTBepToii Kareropuu oTHOCSTCS 3apeructpupoBanHbie nosb3oBarenu MCII/x
C MOJIHOMOYMSIMH aJIMUHUCTpaTopa Oe3zomacHocty cermenTa (pparmenta) UCITIH.

JIn1o 3ToN KaTeropuu:

o0nagaeT BCeMU BO3MOKHOCTSIMH JIUIT TTPEABIAYIINX KaTerOpuii;

oOnamaeT moaHOW MHGOPMAIHEH O CHCTEMHOM WM TMPUKIIATHOM MPOTPaAaMMHOM
obecnieueHuu, ucrnonabzyemom B cermente (pparmente) UCII/IH;
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o0nagaeT MojaHOM MHPOpMaLUe 0 TEXHUYECKUX CPEACTBAX M KOHPUTYpaluu
cermenTa (pparmenta) UCIT/IH;

MMEEeT JIOCTYN K CPEICTBaM 3allUThl MHPOPMAIMA M MPOTOKOJIUPOBAHMS, a
TaK)K€ K OTACJIbHBIM AJIEMEHTaM, UCTIOJb3yeMbIM B cermeHTe (pparmente) MCITIH;

MMEEeT JOCTyH KO BCEM TEXHUYECKMM CpEJICTBAaM cerMeHTa ((pparMeHra)
NCII dn;

oOnagaeT mpaBaMu KOH(PUTYPUPOBAHHUS M aJIMUHHCTPATUBHOW HACTPOUKHU
HEKOTOPOTO MOJIMHOYXKECTBA TEXHUYECKUX cpeacTB cermeHTa (pparmenta) UCIT/IH.

K nsToifi kaTeropum OTHOCATCS 3aperMCTPUPOBAHHBIE MOJIb30BATENU C
IOJIHOMOYHAMH cucTeMHoro agmunucrparopa UCIIx.

JInio 3ToN KaTeropuu:

o0JiaiaeT BCeMHU BO3MOKHOCTSIMU JIUIL IPEABIYIIUX KaTerOpUii;

o0nasaer nojaHoM MHpoOpMaLMe O CUCTEMHOM M MPUKIATHOM MPOrpaMMHOM
obecnieuenun UCII/IH;

oOnamaeT mojaHOM MHQpOpMaNUel 0 TEXHUYECKUX CPEACTBAX M KOH(PUTYpaIuu
NCII/H;

UMEET JOCTYI KO BCEM TEXHHUYECKUM CpeAcTBaM oOpabOTKM MHPOpMalUUd U
nanabiM UCIIH;

oOnagaer mpaBaMH KOH(PUTYPUPOBAHHS M aJMUHHCTPATUBHOW HACTPOUKHU
texHuueckux cpeacts MCIT/H.

CucteMHbI aJIMUHUCTPATOP BBHIMOJIHIET KOH(DUTypUpOBAaHUE M YIpPaBICHHUE
nporpaMMmubiM obOecnieueHueM (I1O) u obopynoBanueM, BkiItouasi oOOpyIOBaHUE,
OTBEYAIOIIIEe 3a 0e301acHOCTh 3aIMAIIAEMOT0 oOBeKTa: cpencTaa
Kpunrorpadpuyeckod  3amuThl  MH(OpMANMKM, MOHUTOPUHIA,  PETUCTpAIlUH,
apxuBanuu, 3amutsl oT HC/I.

K 1mecToil kaTeropum OTHOCATCA 3apErUCTPUPOBAHHBIE IIOJB30BATENNd C
MOJIHOMOYHSIMHU aaMHUHHCTpaTopa 6e3onacuoctu UCIT/IH.

JInmo 3Tou KaTeropuu:

o0JazaeT BCeMU BO3MOKHOCTSIMU JIULL IPEABIYIIUX KaTerOpUii;

obnanaet nonHou nHpopmanuen 00 NUCII/1H;

UMeEEeT JIOCTYN K CPEJICTBaM 3allUThl MH(POpPMAIIMKU M MPOTOKOIUPOBAHUS U K
yacTu K1ro4eBbIX d51eMeHToB UCII/IH;

HE MMEET MpaB JOCTyIa K KOH(PUTYypUPOBAHUIO TEXHUYECKUX CPEJCTB CETH 3a
UCKJIFOUEHUEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

AnMuHucTpaTop  0€30MAaCHOCTM  OTBEYaeT 3a  COOJNIOJIEHHWE  MPaBHII
pasrpaHUyYEHHs] JOCTyNa, 3a TEHEPAlWI0 KIKOYEBBIX 3JEMEHTOB, CMEHY MapoJeu.
AnmuHucTpaTop 0O€30MACHOCTH OCYUIECTBISIET ayIOUT TEX K€ CPENCTB 3aIUTHI
00BEKTa, YTO U CUCTEMHBIN aJIMUHUCTPATOP.

K cempmoit  kareropum OTHOCATCS  TPOTPAMMHUCTHI-Pa3pabOTINKU
(MOCTaBIIMKH) MPUKIIATHOTO IPOrPAMMHOTO O0ECIIeYeHHs U JIMIla, 00ECIIeUHBAIOIINE
€ro COMPOBOXKICHHUE HA 3alUIAEMOM OOBEKTE.

JInio 3TOM KaTeropuu:

obnmamaer wuHpOpManuei 00 anropuTMax © MporpaMmax oOpabOTKH
unpopmaruu Ha UCIT/IH;



23

o0OnazaeT BO3MOXKHOCTSIMM  BHECEHMs]  OHMIMOOK, HEAEKJIapUpOBAaHHBIX
BO3MOKHOCTEH, IMTPOTPAMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX IPOTPaMM B IPOIPAMMHOE
obecneuenue UCII/Ix Ha cTaguu ee pa3paOOTKH, BHEIPEHHS U COTIPOBOKICHHS;

MOKET pacrmoiaraTe JIO0bIMH (PparMeHTaMu HH(OpPMAIMK O TOMOJOTHUU
NUCTI[Jn n TexHuueckux cpenactBax oOpabotku u 3ammthl [1J]H, 06pabaThiBaeMbIxX
B UCII/IH.

K BochMOI1 kaTteropuu OTHOCSTCS pa3paOOTUMKH U JUIA, 00€CIeUnBAIOIINE
IIOCTaBKY, CONPOBOXKAEHUE U PEMOHT TexHUYeckux cpencts Ha UCIT/IH.

JIuwo 3ToN KaTteropuu:

o0nazaeT BO3MOMKHOCTSIMM BHECEHMs 3aKIaJOK B TEXHUYECKUE CpPEICTBA
NCTI/Ix Ha cTaguu ux pa3pabOTKHU, BHEAPEHUS U COPOBOKIACHMS,;

MOJKET pacrojiaraTe JIOOBIMH (parMeHTaMH HH(POpPMAUU O TOIOJIOTUU
NCTIlH 1 TexHu4YecKux cpencTBax o0padoTku u 3amuTsl nHpopmaruu B UCTTH.

VYKka3zaHHbIE KaTerOpHM HapYIUIUTENEH JOJDKHBI YYHMTBIBATHCS IIPU OLIEHKE
BO3MOXHOCTEH peanuzauuu Y bII/IH.

Hocutenem BpelOHOCHOW MpOrpaMMbl MOXET OBbITH alnapaTHbIA 3J1EMEHT
KOMIIBIOTEpA WM NIPOTpaMMHBIA KOHTeMHep. Ecim BpenoHOoCHas IporpaMma He
ACCOIMUPYETCS C KaKOU-TMO0 MPUKIATHON MPOrpaMMoOii, TO B KaueCTBE €€ HOCUTEIS
paccMaTpUBaOTCS:

OTUYXJae€MbIi HOCHUTENIb, TO €CTh mJuckeTra, ontuueckuit nauck (CD-R,
CD-RW), dpmdii-naMarhb, 0T4y X AaeMblid BAHUECTEP U T.I1.;

BCTPOEHHBIE  HOCUTENM  MHpopMauuu  (BUHYECTEPBl,  MHKPOCXEMBbI
OIEPAaTUBHOM NAMSATH, IPOLECCOP, MUKPOCXEMBI CUCTEMHOM ILIATBI, MUKPOCXEMBI
YCTPOMCTB, BCTPaUBA€MbIX B CHUCTEMHBIM OJIOK, — BHJI€0aJaNTEPa, CETEBOW ILIATHI,
3BYKOBOM ILIaThl, MOJIEMa, YCTPOMCTB BBOJA/BBIBOJA MAarHUTHBIX IKECTKUX
U ONTHYECKHX JHUCKOB, OJIOKA MUTAaHUS M T.I., MUKPOCXEMBI HPSIMOrO JOCTYIa
K IIaMSTH, IIKH epefadn JaHHbIX, TOPTOB BBOJ1a/BHIBO/IA);

MUKpPOCXEMBI BHEIIHUX YCTPONCTB (MOHMTOpa, KJaBUATypbl, NPHUHTEPA,
MoOJeMa, CKaHepa u T.1I1.).

Ecnu BpenoHOCHasi mporpamma acCOUMUPYETCS C KaKOW-TMOO MPUKIIaTHON
OporpaMMmon, ¢ QailaMy, HMMEIOIIUMH OINpPENEJICHHbIE PACUIMPEHHsS] WU HHbIE
aTpuOyThl, C COOOIICHUSIMU, TIEPEIABAEMBIMHU 10 CETH, TO €€ HOCUTEIISIMU SBJISIFOTCS:

MaKeThl IEPEIABAEMBIX IO KOMIIBIOTEPHOU CETH COOOIIEHNUI;

(aiinsl (TekcTOBbIE, rpad)UueCcKHe, UCTIONHIEMBIE U T.1.).

5.2. O0uiasi XapakTepuCcTUKA YA3BUMOCTEH HHPOPMAITMOHHON CHCTEMBbI
NMEePCOHATbHBIX JaHHBIX

Va3BUMOCTh  HMH(OPMALIMOHHOW  CHCTEMBbl NEPCOHAIBHBIX  JIaHHBIX —
HEIOCTaTOK WK cjaaboe MEeCTO B CHUCTEMHOM WM NPUKIAJHOM IPOrPaMMHOM
(mporpaMMHO-anmapaTHOM) OOECIeueHUH aBTOMATHU3UPOBAHHON HH(pOpMaLMOHHON
CHUCTEMbI, KOTOpbIE MOTYT OBITh HCIOJB30BaHbl I peajlu3alud yTrpo3bl
0€30MacHOCTH MEPCOHATBHBIX JAaHHBIM.

[IpuuriHaMu BO3HUKHOBEHUS YSI3BUMOCTEN SIBIISIOTCS:

OIIMOKH TPH NPOEKTUPOBAHUMU M Pa3pabOTKEe MPOrpaMMHOro (IporpamMMmHO-
armapaTHOro) ooecreyeHus;
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IpEeIHAMEPEHHbIE  JEWCTBUS 1O BHECEHUIO  YSI3BUMOCTEH B  XOJ€
OPOEKTUPOBAHUA U  pa3pabOTKM MPOrpaMMHOTO  (IpOrpamMMHO-anNapaTHOro)
oOecreueHus;

HENpPaBUJIbHBIE HACTPOMKHM IPOrPaMMHOIO OOECHEeYeHUs, HEMpaBOMEPHOE
U3MEHEHHE PEXUMOB pabOThl YCTPOUCTB U MPOTpamMm;

HECAaHKIIMOHUPOBAHHOE BHEJIPEHUE U HCIOJIb30BAHUE HEYUYTEHHBIX MPOrpaMm
C TOCIHEAYIOIMM HEOOOCHOBAHHBIM  PAacXOJOBaHHEM  pECypcoB  (3arpyska
IpoLEeccopa, 3aXBaT ONEPATUBHOM MAMSATH U aMSATH HAa BHEITHUX HOCUTESX);

BHEJIPEHUE  BPEAOHOCHBIX  IMPOTPaMM,  CO3JAIOIMIMX  YSA3BUMOCTH B
IPOrpaMMHOM U IPOrPaMMHO-AIIIaPaTHOM O00ECIIEUEHUY;

HECAaHKIIMOHUPOBAaHHbIE  HEYMBIIUICHHbIE  JCHCTBUS  MOJIb30BaTENEH,
IPUBOJSIINE K BOSHUKHOBEHHIO YSI3BUMOCTEN;

cobou B paboTe ammapaTHOTO W MPOTrPaMMHOTO oOecrieueHus (BBI3BaHHBIC
cOOsSIMU B 3JIEKTPONUTAHUM, BBIXOJIOM U3 CTpPOS allapaTHbIX JJIEMEHTOB B
pe3yibTaTe CTapeHUusT W CHWXKEHUS HAJESKHOCTH, BHEIIHUMHU BO3JEHCTBHIMHU
AJIEKTPOMArHUTHBIX MOJIEH TEXHUUECKUX YCTPOUCTB U JIp.).

Knaccuduxarms ocnoBubix ys3sumocteid UCII/IH npuBenena Ha pucynke 4.

Knaccudukanus ysa3sumoctei
MIPOrpaMMHOTO 00eCTICUeHUS

o tumy 110 Ilo sTany >XxU3HEHHOT O [To npuunne ITo xapakrepy
LHMKJIA IPOrPaMMHOTO BO3HUKHOBEHHS MOCJEACTBUMN OT
obecriedeHust, Ha KOTOPOM YA3BUMOCTH peanu3anuuy aTaxk
BO3HHUKAET yA3BUMOCTD
CuctemHoe I10
Vs3BumocTy, Henocratku —» VYsazBumocry,
| BosHHKalOlIUE HA P MexaHU3MOB HCTIOIb3yeMbIE TS
[Mpuxnanxoe STamne ayTeHTH()UKALTH MePETTOTHEHUS
IIpOrpaMMHOC MPOEKTUPOBAHHS ™ Oydepa
obecmeyeHne [IPOrPaMMHOrO Heocrarsn
obecrieueHus 3aIUTHI yYETHBIX Vs3BuMOCTH,
Ty B P samuceit — HCroNB3yeMbIe TS
HPOrPAMMHOTO moxoopa mapostst Wiu
o obecrieucHns Hanmaue HICHTH(HUKATOPA
GyHKIU,
MHCTAJUBIIAHA U P nosBonsroNIIX
.| HacTporkn BBITIOJHSTD Va3BumocTy,
» HpPOrpaMMHOTO JCCTPYKTUBHBIC L 5 HCIIOJIb3yECMBbIC 11
obecriedeHust neiicTBUs HM3MCHCHUS MPaB
JoCTyTa
OrcyTcTBUE
IIPOBEPKU
g KOPPEKTHOCTH Vs3BuMocTH,
BXOMHEIX MAHHEIX L, UCIIOJB3yEeMBIe JUIS
peanu3anuy aTaku
«Otka3 B
00CITy)KUBaHUN

Pucynok 4. Knaccudukanus ysi3BUMOCTEN TPOrpaMMHOTo o0ecrieueHust
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Hwxe mnpencraBnena oOiasi XapakTepUCTUKAa OCHOBHBIX TPYII YSI3BUMOCTEH
NCIIH, BKIIIOYAIOITUX:

yS3BUMOCTH CHCTEMHOI'O TMpOrpaMMHOro obOecrieueHuss (B TOM YHCIIE
IIPOTOKOJIOB CETEBOT'O B3aUMOJICUCTBUSA);

ySI3BUMOCTHU MPUKIIATHOTO MPOrPAMMHOI0 00ecreueHus (B TOM YUCJE CPECTB
3alUThl UHPOPMAITUN).

5.2.1. O0mas XapakTepUCTUKA YA3BUMOCTEH CHCTEMHOI0 MMPOrPpaMMHOI0
o0ecrieyeHust

VA3BUMOCTH  CHUCTEMHOrO  MPOrpPaMMHOIO  OOeCHedyeHHUs] HEoO0XOIUMO
paccMaTpHUBaTh C IPHUBA3KOM K apXUTEKTYPE MOCTPOCHMS BBIUNCIUTEIBHBIX CUCTEM.

IIpu 3TOM BO3MOKHBI YSI3BUMOCTH:

B MHUKponporpammax, B npomuskax [13VY, TIT13V;

B CpEICTBaxX OMNEPAMOHHON CUCTEMBbI, MpPEIHA3HAYEHHBIX JIS YNpaBICHUS
nokaneHbiMu pecypcamu  UCII[IH (oOecneyuBaronux BBINOJHEHUE (YHKIUN
YIPABJICHUS MTPOLIECCAMM, TaMAThIO, YCTPOICTBAMU BBOJAA/BbIBO/A, UHTEp(DEicoM C
[I0JIb30BATEJIEM U T.I1.), IpailBepax, yTHUINTAX;

B CpEACTBaxX ONEPALMOHHOM CHUCTEMBI, NMPEAHA3HAYEHHBIX JJI BBIITOJIHEHUS
BCIIOMOTATENbHBIX (QYHKIHNA, — YTHINTAX (apXUBUPOBaHUS, AedparMeHTaIuu U Jp.),
CUCTEMHBIX 00pabaThIBalONIUMX MporpamMmax (KOMIHJIATOpPaX, KOMITOHOBIIHMKAX,
OTJIAUMKaAX U T.II.), MPOrpaMMax MpPeOCTaBICHUS MOJIb30BATENO JTOMOJIHUTEIbHBIX
yciyr (cnenuanbHBIX BapuaHTax uHTepdelca, KalbKyJsTopax, UIrpax U T.IL.),
OuOIMOTeKaX TPOILEAYyp Pa3IMYHOTO Ha3HAuYeHUs (OMONMMOTEeKaX MaTeMaTHYEeCKUX
byHKIMA, GYHKIMA BBOIA/BBIBOJIA U T.1I.);

B CpPEICTBAX KOMMYHMKAallHOHHOIO B3aUMOJACHUCTBUS (CETEBBIX CPEACTBAX)
OINEePALIMOHHOMN CHUCTEMBI.

VYA3BUMOCTH B MHUKpPOIpPOrpaMMmax M B CPEACTBaxX ONEPALMOHHON CHUCTEMBI,
peIHa3HAYCHHBIX JJI YIPaBICHUS JOKAIbHBIMUA PECYpCaMH M BCIIOMOTATEIbHBIMU
(GYyHKUMAMH, MOTYT MIPEACTABIIATH COOOM:

(GyHKUMU, T[pOLEAYypbl, HW3MEHEHUE IMapaMETPOB KOTOPBIX OIpPEAECICHHbIM
o0pa3oM TMO3BOJIIET MCHOJB30BATh MX /I HECAHKIMOHUPOBAHHOrO JocTyna 0e3
0oOHapyKEeHMsI TAKUX U3MEHEHUI ONEPAIlMOHHON CUCTEMOI;

dbparMeHThl Kojia IporpaMm («IbIPDY, «JIFOKW»), BBEJACHHBIE Pa3pabOTUNKOM,
MO3BOJISIIONIME O0XOIUTh MPOLEAYPbl UACHTU(DUKAIIMY, ayTeHTU(DUKAIIUU, TTPOBEPKU
LEJIOCTHOCTH U JIp.;

OTCYTCTBHE HEOOXOAMMBIX CPEICTB 3alUThl (ayTeHTU(UKAIMH, MPOBEPKH
1IEJIOCTHOCTH, MPOBEPKHU dhopmaroB COOOIIICHHH, OJIOKMpPOBAHUS
HECAHKIIMOHUPOBAHHO MOIU(UIIMPOBAHHBIX (YHKIUH H T.11.);

OLIMOKH B Mporpammax (B 0ObsIBJICHUU MEPEMEHHBIX, QYHKIUN U NpOUEAYp, B
KOJax MpOrpaMm), KOTOpbIE IPU ONPENEIEHHBIX YCIOBUAX (HampuMep, NpH
BBINIOJIHEHUU JIOTHYECKUX MEPEXOJ0B) MPHUBOAIT K cOOSIM, B TOM 4YHCIE K COOAM
(YHKUMOHUPOBAHUS CPEJICTB U CUCTEM 3AILUTHI HHPOPMALIMH.

VYS3BUMOCTH IIPOTOKOJIOB CETEBOTO B3aUMOJIEHUCTBUS CBA3aHbI C OCOOEHHOCTSIMU
UX TMPOrpaMMHOM pealn3allid W OOYCIIOBJIEHbI OrPaHUYECHUSIMH Ha pa3Mephl
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npuMeHsieMoro Oydepa, HeIOCTaTKaMu MPOLEAYPhl ayTeHTU(UKAIIUN, OTCYTCTBHEM
NPOBEPOK TPABUIBHOCTH CiyxkeOHOoM uHbopmarmu u ap. KpaTkas xapakTepuctuka
ATHX YS3BUMOCTEH PUMEHUTEITHHO K TIPOTOKOJIaM MPUBEICHA B Ta0IHIIE 2.

Tabmuna 2

VY A3BUMOCTH OTJICNIBHBIX TPOTOKOJIOB cTeKa MpoTokosioB TCP/IP,
Ha 0a3ze KOTOporo GyHKIMOHUPYIOT III00AIBHBIE CETH OOIIEr0 IMOJb30BaAHUS

HaumeHoBaHue YpoBenb HaumeHnoBanue Conep:xanue HAPYIIEHUSI
NMPOTOKOJIa cTeKa (XapakTepHUCTHKA) YA3BUMOCTH | 0Oe30macHoCcTH HHGoOpMauu
NMPOTOKOJIOB
FTP (File Transfer |Ilpuxmagnoii, | 1. Ayrentudukamus Ha 6aze Bo3MoxxHOCTH IepexBaTa JaHHBIX
Protocol) — MPEICTaBH- | OTKPBITOTO TeKCTa (aposu y4eTHOW 3amucu (UMeH
MIPOTOKOI TEJbHBIH, TIEPEChUTAIOTCS B 3aperuCTPUPOBAHHBIX
nepenaun GaiyioB | CeaHCOBBIN He3amu(ppPOBaHHOM BHJIC) MOJIb30BaTeIICH, TTapOJIeH).
0 CEeTH 2. locTyn 1o yMOJIYaHUIO [Tonydenue yganeHHOro AOCTyMa
3. Hanmnume qBYX OTKPBITHIX K XOCTaM
MOPTOB
telnet — mpotokon | llpuknagnoii, | AyTeHTruduKanus Ha 6a3e Bo3MoXHOCTB ITepexBaTa TaHHBIX
YIIpaBIeHHUS MPEICTaBH- | OTKPBITOTO TeKCTa (aposn YYETHOW 3aITUCH ITOJIb30BaTEIIS.
yAaIeHHBIM TEJbHBIH, MIePEChUTAIOTCS B [Tomydenue yganeHHOro JOCTyTa
TEPMHUHAJIOM CCaHCOBBIN He3auPpOBaHHOM BHIE) K XOCTaM
UDP —mporokon | Tpancmopr- | OTCyTCTBHE MEXaHH3Ma Bo3MoxxHOCTE peanuzanuu
nepeayu JaHHBIX | HbIHA MpEeOTBpAIEeHUS TEPErPy30K UDP-mtopma.
0e3 yCTaHOBJICHHS Oydepa B pesynbsTaTe oOMeHa makeTaMu
COEIMHEHHUS MIPOUCXOJUT CYLIECTBEHHOE
CHIDKEHUE TPOU3BOIUTEIILHOCTH
cepsepa
ARP —npotokon | CereBoit AyTtentudukanus Ha 6ase Bo3moxHOCTH IepexBaTa
peoOpazoBaHUs OTKPHITOTO TeKcTa (MHpOpManus | Tpaduka MoIb30BaTEIs
IP-anpeca B TepechUIaeTcs B 3JI0YMBIIIIIIEHHUKOM
¢dbu3ugeckuii anpec He3amu(ppPOBaHHOM BHJIC)
RIP — nporoxon Tpancmopt- | OTcyTcTBHE ayTeHTU(DUKALIN Bo3MoXHOCTH NTepeHarpaBIeHus
MapIIpyTHOU HBIN YIPaBISAIONIMX COOOIIeHNUH 00 TpaduKka yepe3 XocT
nH(pOpMaIIH W3MEHEHUH MapIipyTa 3II0YMBIIUICHHHUKA
TCP — mporokot Tparcopt- | OTCyTCTBHE MEXaHHU3MA Cy1iecTBeHHOE CHIDKCHUE
YIIpaBICHUS HBIN MIPOBEPKH KOPPEKTHOCTH CKOpOCTH 0OMEHA U JTake
nepenaven 3aIOJTHEHUS CITYKEOHBIX MIOJTHBIN pa3phIB MPOU3BOIBHBIX
3aroJIOBKOB MaKeTa coenuHeHui 1o npotokony TCP
DNS —nporokon | [Ipuxmamaoi, | OTCyTCTBHE CpPEenCTB MpoBepku | DanbcuduKanys oTBETa
YCTaHOBJICHUS npeAcTaBu- | ayreHTHUKaMU nonydeHHbBX | DNS-cepsepa
COOTBETCTBHSA TENbHBIH, JAHHBIX OT UCTOYHUKA
MHEMOHUYECKUX CCaHCOBBIH
VMMEH U CEeTEBBIX
aJIpecoB
IGMP — nporokon | CereBoit OTtcyTcTBHE ayTeHTU(UKALIUU 3aBHCaHNE CHCTEM
nepeayn cooO1ieHuit 00 N3MEHEHUH Win 9x/NT/200
COOOIIEHHI 0 napaMeTpoB MapiipyTa
MapuIpyTH3aIuU
SMTP — nporokon | I[lpuknagno#t, | OTCyTCTBHE MOANCPKKH Bo03MOXXHOCTE TTOAETIBIBAHUS
obecrieueHust NpeAcTaBU- | ayTeHTU(HUKAIMU 3ar0JIOBKOB COOOIIEHUH ANEKTPOHHOH MOYTHI,
CepBHCa JIOCTaBKU | TEIbHBIH, COOOIIEHUI a TaKKe ajipeca OTIPABUTEINS
COOOIIEHHIH 110 CEaHCOBBIH COOOIIEeHNS
3JIEKTPOHHOM To4Te
SNMP — nporokon | IIpuxnaguo#t, | OTCyTCTBHE NOANEPKKH Bo03MOXHOCTB IIEpENIONHEHNS
YIIpaBICHHS MPEICTaBh- | ayTeHTU()MKAIIUU 3aTOJIOBKOB MIPOIYCKHOHN CIIOCOOHOCTH CEeTH
MapHIpyTU3aTOPAMH | TEIHHBIN, COO0TTICHUI
B CETAX CEaHCOBBIN
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Jlns cucrteMarW3alMM OINHUCAHUS MHOXKECTBA YSA3BHUMOCTEH HCIOJIB3YETCS
equHas 6a3a manabIX ys3BuMmocTeit CVE (Common Vulnerabilities and Exposures),
B pa3paboTKe KOTOpPOW NPUHUMAIA Yy4YacTHE CHEIUATNCTHl MHOTHUX H3BECTHBIX
KoMmaHuii u opranusanuii, Takux kak MITRE, ISS, Cisco, BindView, Axent, NFR,
L-3, CyberSafe, CERT, Carnegie Mellon University, uactutyt SANS u T.4. OTa 0a3za
JTAHHBIX MTOCTOSTHHO TMOTOJHSACTCS W MCIOIB3YeTCs MPpU (OPMHPOBAHUM 0a3 JTaHHBIX
MHOTOYHMCJICHHBIX TTPOrPAMMHBIX CPECTB aHAIU3a 3alTUIIICHHOCTH |, TIPEXKIE BCETO,
CETEBBIX CKaHEPOB.

5.2.2. O0mas xapakTepucTHKa YA3BUMOCTEH NPUKJIAJTHOI0 IPOrPaAMMHOI0
o0ecrieyeHust

K npuknagHoMy mnporpaMMHOMY OOECHEUYEHHIO OTHOCSTCS TPHUKIIATHBIC
IPOrpaMMbl OOIIETO MOIb30BAHUSA U CIICHUATbHBIE MPUKIIAIHBIE TPOTPAMMBI.

[IpuxnanHeie nporpaMMbl OOIIETO MOJIb30BAaHUS — TEKCTOBBIE U IpaduyecKue
pEeaKToOpbl, MEIua-IporpaMmsl (ayJuO- W BHJEONPOUTPHIBATENHN, MPOrPAMMHBIE
CpeICTBa IMpHUeMa TEJIEBU3MOHHBIX MPOTrpaMM M T.II.), CHCTEMbI YIIpaBiIeHUs 0azaMu
JaHHBIX, TpPOTpaMMHBIC TIATGOPMBI OOIIETO TMONBb30BaHHUS A  Pa3padOTKH
nporpaMmHbix npoayktoB (tuma Delphi, Visual Basic), cpencTBa 3amuTh
uH(popMaIu oOUIEro NOJIb30BaHUS U T.II.

CrneunanbHble MPUKIAIHBIE MPOrpaMMbl — 3TO MPOrPaMMBbI, KOTOpPbBIE
pa3pabaThIBalOTCs B MHTEPECaxX peUICHUs KOHKPETHBIX MPUKIAIHBIX 33/1ay B JaHHON
UCIIAn (B TOM uMcine NOporpaMMHBIE CpeAcTBa 3allUThl  MHGMOpMaLuH,
paspaborannbie 11 KoHkpeTHOW UCIIIH).

VYA3BUMOCTH MPUKIAJHOTO MPOTPAMMHOTO 00ECIIeYeHUs MOTYT IIPEICTaBIIATh
coOoii:

GYHKUIMUA ¥ MPOIEAYPhI, OTHOCAIIUECS K Pa3HbIM MPHUKIATHBIM MPOrpaMMaM
U HECOBMECTHMBIC MEXTy co00i (He (YHKIIMOHUPYIOIIUE B OJHOM ONEpaIrlMOHHOMN
cpele) u3-3a KOH(IUKTOB, CB3aHHBIX C pacIpeieIeHUEM PECYPCOB CUCTEMBI;

(GYHKIMM, NOpOIEeNypbl, U3MEHEHUE ONpEJCIICHHBIM 00pa3oM NapaMeTpoB
KOTOPBIX MO3BOJISET UCIOJIB30BaTh UX JJIsI IPOHUKHOBEHUS B ONEPALIMOHHYIO CPELY
HUCII[IlH u BbI30Ba IUTATHBIX (PYHKUUN ONEPALMOHHON CHCTEMBI, BBIIIOJHEHHUS
HECAaHKIIMOHUPOBAHHOTO  JOCTyma  0e3  oOHapyXeHHs  TaKuX  H3MEHEHUU
OIIEPALIMOHHON CUCTEMOM;

dbparMeHThl KoJia MPOoTrpaMM («IIbIPbD», <JIFOKW»), BBEJECHHbBIE Pa3paOOTUMKOM,
MO3BOJISIIOLIME OOXOIUTh MPOLEAYyPbl UACHTU(DUKAIIMHI, ayTEHTU(DUKALIUU, TIPOBEPKH
LEJIOCTHOCTH U JIp., IPEAYCMOTPEHHBIE B ONIEPALIMIOHHON CUCTEME;

OTCYTCTBUE HEOOXOJIMMBIX CPEICTB 3alUTHhl (ayTeHTU(PHUKALUU, MPOBEPKU
LEJOCTHOCTH, MIPOBEPKH dbopmaros COO0IIeHUH, OJIOKUPOBaAHUS
HECAaHKIIMOHUPOBAHHO MOIU(MUIIMPOBAHHBIX (DYHKIIUH U T.I1.);

OmMOKH B MporpamMMmax (B 0ObSIBICHUU MEPEMEHHBIX, PYHKIIUN U MPOIEAYP, B
KOJaxX @pOrpaMm), KOTOpbIE IIPU ONPENEIEHHBIX YCIOBUAX (HampuMmep, IpH
BBIMIOJTHEHUN JIOTUYECKUX MEPEXO0JI0B) MPHUBOJAT K COOSM, B TOM 4YMCIE K COOSM
(YHKIIMOHUPOBAHUS CPEACTB M CHCTEM 3allUThl HH(OPMALKUU, K BO3MOXKHOCTHU
HECAHKIIMOHUPOBAHHOTO JOCTYMAa K HH(OpMALIHH.

Jlanable 00 ysA3BUMOCTAX pa3pabaTbIBa€MOro M PacIpoOCTPaHsIEMOro Ha
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KOMMEPUYECKOH OCHOBE MPHUKJIAJHOTO IMPOrPaMMHOTO OOECIeYCHHSI COOMPAIOTCH,
00001Iar0TCs ¥ aHAIU3UpyroTCs B 0ase ganubix CVE!

5.3. O01mast XapakTepHCTHKA YIPO3 HENMOCPEACTBEHHOI0 J0CTy A
B ONIEPALMOHHYIO cpexy HH(GOPMALMOHHOI CHCTEMBI IIEPCOHAIBHBIX TaHHBIX

VYrpo3sl goctyna (IPpOHUKHOBEHUS) B ONEPALMOHHYIO CPEly KOMIIBIOTEpa H
HECaHKLIMOHUpOBaHHOT o aoctyna K [T/[H cBs3anbl ¢ JocTynom:

K MH(pOpMaLMK U KOMaHJlaM, XpaHsiuMcs B 0a30BOi cucTemMe BBOJAA/BBIBOJIA
(BIOS) MUCIIln, ¢ BO3MOXHOCTBbIO TIepexBaTa  yYIPaBJICHHUS  3arpy3Koi
OMEPALMOHHON CUCTEMBI U MOJIyYEHUEM MPAB JIOBEPEHHOT'0 T0JIb30BaTEI;

B OMNEPAlMOHHYIO Cpeay, TO €CTh B cpeAy (DYHKIIMOHUPOBAHUS JOKAIbHOU
ONEPAIMOHHON CUCTEMBl OTAENBbHOro TexHuueckoro cpencrea WCIIAH c
BO3MOKHOCTBIO BBIIIOJIHEHUS HECAHKLIMOHWPOBAHHOIO JOCTyNHa IIyTEM BbI30Ba
IITATHBIX IPOrPaMM  ONEPALMOHHOM CHUCTEMBl WM 3allyCKa CHEUaIbHO
pa3paboTaHHBIX IPOTPAMM, PEATTUIYIOLINX TaKue AEUCTBUS;

B cpeny (QYHKIIMOHUPOBAHMUS TMPUKIAIHBIX TMporpamMMm (Hampumep, K
JIOKaJIbHOM CHUCTEME YIIpaBJIeHUs Oa3aMu TaHHBIX);

HETMOCPEeICTBEHHO K HWHpopManuu mojb3oBaTens (K (aiimam, TEKCTOBOM,
aynuo- u rpadudeckoi WHPOpMAIMU, TMOJISIM M 3aMHUCSIM B JJIEKTPOHHBIX 0a3zax
JAHHBIX) U OOYCJIOBJIEHBI BO3MOXXHOCTBIO HApYIICHHS €€ KOH(HIECHIHUATbHOCTH,
LEJIOCTHOCTH U IOCTYTTHOCTH.

OTU yrpo3bl MOTYT OBITh peaiM30BaHbl B CIy4yae MOJYyYECHHS] (PUINYECKOTO
noctyna k UCII[IH wunu, mo kpaliHeW Mepe, K CpeicTBaM BBojJa WHQopMaruu
B UCII/IH. Ux MOXHO OOBETUMHUTH MO YCIOBUAM peaU3allii Ha TPU TPYIIIIHIL.

[lepBas rpymnma BkIrOYaeT B ceOsl Yrpo3bl, peaiu3yeMble B XOJI€ 3arpy3Ku
OMEepPallMOHHON CUCTEMBI. DTU Yrpo3bl 0€30MaCHOCTH MH(POPMALIUKA HAMpPaBIICHbI HA
nepexBaT Mapojiell WM HUASCHTU(PHUKATOPOB, MOAUDPHUKAIMIO MNPOrpaMMHOIO
oOecrieuenus 6a30Boil cucteMbl BBoja/BeiBoga (BIOS), mepexBar ympaBieHus
3arpy3Kol ¢ H3MEHEHHEM HeOoOXOIUMOM TeXHOJornyecko HHpoOpManuu ist
nonyuenuss HCJl B omepaumonnyro cpeny MCII/IH. Yame Bcero Takue yrpossl
pealn3yIOTCs C UCTIOIb30BAaHUEM OTUYKIaeMbIX HOCUTENeH nH(popMarmu.

Bropas rpynma — yrpossl, peaJiM3yemble MOCIE 3arpy3kKd OIEpalOHHON
Cpelbl HE3aBUCMMO OT TOro, Kakas MpuUKIagHas [porpaMma 3aycKaercs
[OJIb30BaTeIeM. OTH yIpo3bl, Kak [paBUJIO, HAIpPaBJIEHbl Ha BBIIOJHEHUE
HENOCPEJCTBEHHO HECAHKUMOHUPOBAHHOrO jJoctyna K wuH@opMmauuu. Ilpu
MOJIyYEHUH JIOCTYIa B ONEPALMOHHYIO CPEAy HApYILIUTENIb MOYKET BOCIOJb30BATHCS
KaK CTaHIapTHBIMU (DYHKIMSIMHA ONEPAIlMOHHOW CHUCTEMbl WJIM KaKOW-TMOO
NPUKJIAJAHON MPOTpaMMbl OOIIETO MOJIb30BaHUS (HAIPUMEpP, CUCTEMBI YINpaBICHUS
0azaMd  JaHHBIX), TaKk MW CHEHHAIBHO  CO3JaHHBIMU  JJIS  BBIIIOJHEHUS
HECAaHKIIMOHUPOBAHHOTO JI0CTYyNa MPOrpaMMaMHU, HallpuMep:

nporpaMmMamMu NpocMOTpa U MOAU(UKALIMK PeecTpa;

IporpaMMaMu TOUCKa TEKCTOB B TEKCTOBBIX (haiiyiax Mo KIFOUYEBBIM CIOBAM H
KOIIMPOBAHMUS;

! Benercsa 3apy6exnoii ¢pupmoit CERT Ha KOMMEPYECKOH OCHOBE
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CHElHAJbHBIMHU MpOrpaMMaMH MpPOCMOTpa M KOMHPOBAHUS 3amuced B 0azax
JaHHbIX;

nporpaMmMamMu  ObICTpOoro  mpocmoTpa  rpaduyeckux  ¢GaiioB,  UX
peaaKTUPOBAHUS WM KONUPOBAHUS;

IporpaMmMamMu HOAJEPKKH BO3MOYXKHOCTEH PEKOH(PUIypauuu ITpOrpaMMHOM
cpenbl (Hactpoitku UCIT/IH B MHTEpecax HapyLIUTENs) U Ap.

Hakonen, TpeTps rpymma BKJIOYaeT B ceOs yrpo3bl, pean3anusi KOTOPbIX
onpenensieTcss TeM, Kakas U3 NPUKJIAJHbIX MPOrpamMM 3aIlyCKaeTcs IMOJIb30BaTENeEM,
Wik (QakToM 3amycka JitoOOM W3 MPUKIAIHBIX MporpamMM. bosbiias yacTh Takux
yIpo3 — 3TO YIpO3bl BHEIPEHUS BPEJOHOCHBIX POTrpamMM.

5.4. O0masi XapaKTepUCTHKA YyIPo3 0€30MACHOCTH NMEePCOHAIbHBIX JTAHHBIX,
peajiu3yeMbIX ¢ HCIO0JIb30BAHHEM MPOTOKOJIOB MEKCETEBOI0 B3aUMO/IeiiCTBUS

Ecmu UCII[IH peanu3oBaHa Ha 0a3e JIOKAJIBHOM WM pPacIpeaeICHHOM
UH(OPMAITMOHHOW CHUCTEMBI, TO B HEW MOTyT OBITh pEATU30BaHbI yTPO3BI
6e3onmacHocTH WHGOPMAIMK TYTEM UCIOJIb30BAaHUS TPOTOKOJIOB MEKCETEBOIO
B3aumoneiicteus. [lpu 3toM wmoxker obecmeunBarbess HCJI x  IIJIlH  wnm
peann30BBIBATLCS yTPO3a 0TKa3za B o0caykuBaHus. OCOOCHHO OMacHBI yTPO3bI, KOTa
UCTI[Jn mpencraBiasieT co0oil  pacmpeneNeHHyl0 HH(OPMAlUOHHYIO CHCTEMY,
MOJKIIOUCHHYIO K CETsIM OOIIEero MOJIb30BaHUS U (WJIM) CETSIM MEXKIyHapOJIHOTO
uHopManmonHoro ooMena. Knaccudukannonnas cxema yrpos, peaju3yeMbiX IO
CeTH, NpHUBEJEHa Ha pPHUCYHKE 5. B ee OCHOBY IOJIOKEHO CEeMb CIEAYIOUIUX
NEPBUYHBIX PU3HAKOB KJIACCU(PUKALIUU.

1. Xapakrep yrpossl. [1o aToMy mpusHaky yrpo3bl MOTYT ObITh MACCUBHBIC U
akTuBHble. [laccuBHas yrpoza — 3TO yrpo3a, NOpH pean3alud KOTOPOW HE
OKa3bIBaeTCsd HemocpeAcTBeHHOe BiusHue Ha padory WCIIJIH, HO MOTyT OBITH
HapyIIEHbl YCTAHOBJICHHBIE MpaBUJia pa3rpaHudeHus nocrymna K [[J[H wim cereBbiM
pecypcam. [Ipumepom Takux yrpo3 sIBISETCS yrpo3a «AHalIu3 ceTeBoro Tpadpukay,
HaIlpaBJICHHAs Ha MPOCIYIIMBAHUE KAaHAJIOB CBA3M U MEpEeXBaT IepeJaBacMoil
UH(pOpMaLIH.

AKTHBHasi yrpo3a — 3TO yrpo3a, CBsI3aHHasi C BO3JCHCTBUEM Ha PECYpPChHI
HUCII[JH, npu peamm3zanuu KOTOPOM OKa3bIBACTCA HEMOCPEACTBEHHOE BIIMSHUE
Ha paboTy CUCTEMBI (M3MEHEHHE KOH(QUIypaluu, HapylueHue padoToCrnoCOOHOCTH
U T.J1.), U C HAPYIICHUEM YCTAaHOBJIEHHBIX IMpaBWJ pasrpaHuyeHus noctyna k [1x
WM CEeTeBBIM pecypcam. l[Ipumepom Ttakux yrpo3 sBisieTcs yrpoza «OTka3 B
o0cyKUBaHUWY, peanu3yemas kak «mropM TCP-3ampocosy.

2. Uenp peanusanuu yrpossl. [lo 3ToMy mpu3Haky yrpo3bl MOTYT OBIThH
HaIpaBJIeHbl HAa HapylleHUE KOH(UIEHIMAIBLHOCTH, LETOCTHOCTH U JOCTYIHOCTH
uHopManmu (B TOM yucie Ha HapymeHue pabdortocnocodHoctu MCIIH wnm ee
AJIEMEHTOB).

3. YcnoBue Hauana OCyIIECTBICHUS Ipoliecca peain3aluuu yrpossl. [1o atomy
MPU3HAKY MOKET pEaIN30BbIBATHCS yTPO3a:

0 3aMpocy OT 00BEKTA, OTHOCUTEIIBHO KOTOPOro peanusyercs yrpo3a. B stom
Cllydyae HapyIlIUTENb OKHUAAET Mepefadyu 3ampoca ONpPeAesICHHOrO TUIA, KOTOPBIA U
OyIeT ycloBHMEeM Havaia OCyIIEeCTBICHUS HECAHKITMOHUPOBAHHOTO JTOCTYIIA;
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Ilo xapaxmepy Ilo yenu so30eticmeus Ilo ycrosuro nauana npoyecca cesizu ¢ UCILn amaru omuocumenvho MCI/n
6030elicmaust peanusayuu yepo3vl
@
"""""""""" ! ,'"'"""""i""'""". I e e T e (e
Lo | v | | b !
1 1 1 1 o 1 !
ITaccuBHBIE Lo VYrpo3sl ¢ HapylLIeHUEM ' ! VYrpo3sl, peanusyembie 110 : : C 0o6patHOl CB3bI0 ' : BHyTpUCErMEHTHBIE !
L KOH(pHIEHIUATBLHOCTH A anpocy ot UCIT/{x | ' . !
1 1 1 1 1
Lo uH(bOpMaINH b I I . i 1 | MeskcermeHTHbIE !
AKTHBHBIC P 0l ! ' | bes obparHoii cBsi3n ' !
1
) ' | viposs  peams ! ' | (onnomanpaBnenHas o :
0o b pO3bI,  peanuszyemsie | | ' | araa) b '
____________________ i | VYrposslc HapymieHueM i+ | mo HACTYIUICHHIO | ! ! o |
1
! LeJIOCTHOCTH HH(pOpMALHH vl 0KHJIAEMOTO COOBITHSI B ' ' S ;
1
! | mengm : e .
1 P |
1 \ 1 1
1 1 : 1
1 1
1 -«
i | Yrpossi ¢ Hapymennem 1 | | Besycnosmubie ! Io yposuio smanonnou mooenu
| | mocTymHoCTH MEdOpMAHE 1y | BosneicTus | 63AUMOOCUCMBUsL OMKPLIMBIX CUCHIEM
1 I 1
1
| ! :
1
1
1
1
1
1
1
1
1
1
1
1
1
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Pucynok 5. Knnaccudukannontas cxema yrpo3 ¢ HCHOJIb30BAHUEM MPOTOKOJIOB MEXKCETEBOIO B3aUMOICUCTBUS
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[0 HACTYIUICHHUIO 0’KMJIA€MOTr0 COOBITHSI Ha 0OBEKTE, OTHOCUTEIBHO KOTOPOTO
peanusyercss yrposza. B 3ToM ciydyae HapylIMTENb OCYIIECTBIISIET ITOCTOSIHHOE
HaOmoneHne 3a coctosHueM omnepaunoHHod cuctembl HCII[n wu  npu
BO3HUKHOBEHUHM  OINPEIECICHHOr0  COOBITHUS B  3TOM  CHCTEME  HAYMHAET
HECAaHKIIMOHUPOBAHHBIN JTOCTYTI;

Oe3yciioBHOe Bo3aelcTBUE. B 3TOM cilyyae Hauyano OCYILIECTBIICHHUS
HECAaHKIIMOHUPOBAHHOT'O JIOCTYyMa OE€3yCIOBHO MO OTHOLIEHUIO K LEIH JOCTYIa, TO
€CTh YIpo3a peaju3yercs HEMEJIEHHO U 0€30THOCUTENIbHO K COCTOSIHUIO CUCTEMBI.

4. Hanuune oOpatHoit cBszu ¢ UCII[Jn. Ilo »sTomy mnpusHaky mporece
peanu3alru yrpo3bl MOKET ObITh C 0OpaTHOM CBA3BIO U 0€3 00paTHOM CBS3U. YTPo3a,
ocyuiecTBisieMas npu Hanuuuu obpatHou cBsa3u ¢ MCII/IH, xapakTtepusyercs: Tem,
YTO Ha HEKOoTopble 3ampochl, nepeaanHsie Ha WCII[H, HapymuTento Tpedyercs
nonyuuTh oTBeT. CnemoBarenbHo, Mmexay Hapymwmtenem u WCIIIH cymecTtByer
oOpaTHasi CBA3b, KOTOpas MO3BOJSET HAPYIIUTENIO aJICKBATHO pearupoBaTh HAa BCE
u3meHenus, npoucxoasume B UCII/IH. B ornuume oT yrpos, peanuszyeMblx IpHU
Hanmuun oOpatHoit cBsizu ¢ UCII/IH, npu peanuzanuu yrpo3 6e3 oOpaTHOI CBSI3U HE
TpeOyeTcst pearnpoBaTh Ha Kakue-m0o m3meHnenus, nmpoucxoasmue B UCI/IH.

5. Pacnonoxenue wnapymwutenss otHocutensHo WMCII[H. B cooTBeTcTBUU C
ATUM MPU3HAKOM yIrpo3a pPEAIN3yeTCs KaK BHYTPUCETMEHTHO, TaK U MEXKCETMEHTHO.
CermeHT cetu — Quznveckoe o0beauHEeHne X0CTOB (TexHuueckux cpenacts UCIIIn
WIM KOMMYHHMKAllMOHHBIX JJIEMEHTOB, HMEIOIIMX ceTeBoW anpec). Hampumep,
cermeHT WUCIIIH 0o0pa3zyeT COBOKYIHOCTh XOCTOB, MOJKIIOUEHHBIX K CEpBEpY IO
cxeme «oOIas muHa». B ciaydae, Korja MMeeT MeCTO BHYTPUCEIMEHTHasl yrposa,
HapyIIUTENIb UMeeT (U3NYECKUil TocTyn K amnmapaTHbiM 3iemeHTaM WMCIIIH. Eciam
MMEET MECTO MEXCErMEHTHAs yrpo3a, TO HapymuTenab pacrnonaraercs BHe UCII/H,
peanusys yrpo3y U3 Apyroi cetu uinu u3 npyroro cermenta UCII/IH.

6. VPOBEHb DTAIOHHOM MOJENM B3aUMOJCHCTBHSA  OTKPBLITHIX — CHUCTEM!
(ISO/OSI), na xotopom peanusyercs yrposa. [lo sTomy mpu3HaKy yrpo3a MOMKET
peann30BbIBAaThCSA HAa (PU3NYECKOM, KAHAIIBHOM, CETEBOM, TPAHCIIOPTHOM, CEaHCOBOM,
PEICTaBUTEILHOM U MPHUKIaaHOM ypoBHE Moaenu [ISO/OSI.

7. CooTHOmIeHHe KkonmuecTBa Hapymwmrened u  anemeHtoB  HCII/IH,
OTHOCHUTENBHO KOTOPBIX peanu3yerca yrposa. 1o aTtoMy nmpusHaky yrposza MOXKeET
OBITh OTHECEHA K KJIacCy yrpo3, peajlu3yeMbIX OAHUM HapyLIUTEIEM OTHOCUTEIBHO
onHoro texHuueckoro cpeactBa HCII[n (yrpo3a «OIWH K OJHOMY»), Cpazy
OTHOCUTEIBHO HECKOJbKUX TexHudyeckux cpeacts HCII[H (yrpo3a «oauH KO
MHOTHUM)) WJIH HECKOJIBKUMH HAPYIIMTENISIMUA C Pa3HBIX KOMITBIOTEPOB OTHOCUTEIHHO
OJIHOTO WM HecKoJbkux TexHudeckux cpeactB UCII/H (pacnpeneneHHblE WM
KOMOWHHPOBAHHBIC YTPO3bI).

C yueroMm TMpOBEACHHOW KacCU(pUKAIIMU MOXHO BBIICIUTH CEeMb Hauboiee
4aCTO PEAIN3YEMBIX B HACTOSALIEE BPEMS YIPO3.

1. Ananu3 cereBoro Tpaduka (pPUCYHOK 6).

! Mexnynaponnas Oprammsamus 1mo Crapmaprmsamuu  (ISO) mpumsia crammapr ISO 7498,  onmchIBarommii

B3anMoIeHCcTBHIE OTKPHITHIX cucteM (OSI).
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Xocr 1

Mapumpyrtuszarop 1 MapupyTtuzatop 2 :

ITpocnyuinBanue
KaHaJia|CBsI3U

XocT HapylIUTE s

&
¢

Xoct N

Pucynok 6. Cxema peanuzanuu yrpo3sl « AHaJIU3 CETEBOTO TpapuKa

DTa yrposa peanu3yercs ¢ MOMOILIBIO CHENHAIbHON MPOrpaMMBbl-aHaIu3aTopa
nakeToB (sniffer), mepexBaThIBaroOIIeii BCE MaKEThI, IEPEIaBAEMbIC TIO CETMEHTY CETH,
U BBIICTSIONICH CpeAr HHUX T, B KOTOPBIX TEPENAlOTCs HACHTHU(PUKATOP
MOJI30BATENISI U €ro mapolib. B Xoje peanusaiuu yrpo3bl HapylIUTEIb H3ydaeT
JIOTUKY pabOThl CETH — TO €CTh CTPEMUTCS TMOJYYHUTh OJHO3HAYHOE COOTBETCTBHE
COOBITHH, TPOUCXOSAIINX B CUCTEME, M KOMaH/I, IEPEChUIAEMBIX MPU TOM XOCTaMH,
B MOMEHT TIOSIBIICHHS JaHHbIX coObITUi. B janpHeliieM 53TO  MO3BOJISIET
3JIOYMBIIVICHHUKY Ha OCHOBE 3aJIaHUsl COOTBETCTBYIOIIUX KOMAaHJ TOJYYUTh,
HaIlpuMep, MPUBWIETUPOBAHHBIE [TPABA HA JICMCTBUS B CUCTEME WM PACIIUPUTH CBOU
MOJIHOMOYUS B HEW, NEepexBaTUTh IOTOK INE€PEAaBAEMbIX JaHHBIX, KOTOPBIMU
0OMEHUBAIOTCS KOMIIOHEHTHI CETEBOM OINEpPAMOHHOW CHUCTEMBI, ISl W3BIICUCHHS
KOHPUACHIIMAIbHOW  WIM  UJCHTHU(UKAIMOHHON  uHbopManuu  (Hampumep,
CTaTUYECKUX Mapojed IMOJb30BaTENEe g [OCTyna K YJAJEHHBIM XOCTaMm IO
nporokonam FTP u TELNET, ne npenycmaTtpuBatomum mudpoBaHue), €€ moMeHbI,
MOAU(GHUKAIIUH H T.II.

2. CkaHUPOBAHHE CETH.

CymHoCTh mponecca peann3alyid yrpo3bl 3aKI0YAETCA B Iepeadye 3anpocoB
cereBbIM ciyk6am xoctoB MCII/IH u ananmu3e oTBeTOB OT HHX. Llenb — BBISBIICHHE
UCIIOIb3YEMbIX IPOTOKOJOB, JOCTYMHBIX TOPTOB CETEBBIX CIYKO0, 3aKOHOB
dbopmupoBaHus UICHTU(PUKATOPOB COCTUHEHHM, OINpeeieHUe aKTUBHBIX CETEBBIX
CEPBUCOB, MO00P UACHTU(PUKATOPOB U MAPOJICH MOIH30BATEICH.

3. Yrpo3a BbISBICHUS APOJISL.

enp peanuzanuu yrpossl coctouT B nonydenuun HCJl mytem mpeomosieHus
MapoJIbHOM 3alUThI. 3J0YMBIIIJIEHHUK MOXET PeaIu30BbIBATH YIPO3y C MOMOIIBIO
LEJIOro psjia METOJOB, TAaKUX KakK MPOCTOW mepedop, mepedop ¢ HCIOIb30BaHUEM
CIELMAIIBHBIX CJIOBapeil, yCTaHOBKAa BPEJOHOCHOW MpOrpaMMmbl ISl MepexBaTa
mapoJisi, moJMeHa JoBepeHHoro oObekTa cetu (IP-spoofing) m mepexBar makeToB
(sniffing). B oOCHOBHOM [Jisi peaau3alud yrpo3bl HUCIOIB3YIOTCS CIElHaTbHBIC
IporpaMMbl, KOTOpbIE  MBITAIOTCA  MOJYYUTh  JOCTYH K  XOCTY MYyTeM
MoCJIeIOBATENbHOTO MoA00pa maposieit. B cioydae ycnexa, 3J10yMBIIIICHHUK MOKET
co3aaTh A ce0s «IMpoxXoa» sl OyaymIero TOCTyma, KOTOPhIA OyAeT IelcTBOBATh,
JTaXe eCJIU Ha XOCTE€ U3MEHHUTh NapoJib IOCTyTa.
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4. IlommMeHna HmOBEpEHHOTO OOBEKTAa CETH W Tepelnaya IO KaHajam
COOOIICHHI OT €ro MMEHHU C TPUCBOCHUEM €T0 MpaB A0CTyNa (PUCYHOK 7).

1. Xocr X Bezer HabioieHre 3a XxoctaMu A 1 B 1 onpenesnsier Hymepauuio

MaKeTOB COOOILICHHUI, HIYIIYIO OT XocTa B
% / Xoct B

Xoct X - XOCT Hapy1LuuTes
XocT A - 1OBEpeHHbIN XOCT

Wi,

2. Xoct X noceinaeT Ha xocT A ceputo TCP-3anpocoB Ha co3aHue coeuHeHusl,
3aMoJIHSISE TEM CaMbIM OYepe/lb 3alPOCOB C LETbI0 BEIBECTH U3 CTPOSI HA HEKOTOPOE
Bpems XOcT A

SSx @
- Xoct B

Xoct X
Xoct A
% SYN, _
1SSx >
TCP-3anpoc Ha OTKPBITUE COETMHEHUSI OT UMEHU XocTa A Xoct B

SYN-6UT cHHXpOHHU3ALUK HOMepa MOCIeA0BaTEIbHOCTH

[SSx-npou3BoJIBHBII HOMEpP MOCIEA0BAaTEILHOCTU
@ XOCT A BBIBEJIEH U3 CTPOsI

OTBet xocTa B Ha TCP—3aIM

Xoct X SYN, ACK, ISSb XocTt B
ACK(ISSx+1)

‘ ]
SYN-6uT cuHXpOoHU3aUX HOMEpPA MOCIe0BATEIIbHOCTH

ISSb-npou3BoIBHBIN HOMEp MOC/IeI0BAaTEIbBHOCTH X0ocTa B
Xocer A ACK(ISSx+1)-HOoMep noaTeBepxxaeHus npuema TCP-nakera ot
xocTa A, paBHbIii [SSx+1

ASK(ISSb+1)-mHomep nonrBepxkaeuus npuema TCP-nakera ot xocta B,

B KOTOPOM aTakyLHi yKa3bIBaeT 1oaoopaHHblii Homep [SSb+1
ACK, ISSx+1
ACK(ISSb+1) ==

- }x{’/ASK(ISSﬁU-Homep Yoor B
-7 cnenyronero TCP-nakera

—

OTtcyTcrByeT coobuieHue o paspbiBe TCP-coenrHeHHs OT
BBIBEZEHHOTO M3 CTPOs XOCTa A (ITaKeT C 3aroJIHEHHBIM
ciiy>keOHbIM 3arojioBkoMm RST)

CBiA3HU

Pucynok 7. Cxema peanuzauuu yrpo3sl «I[logmena 10BepeHHOTo 00beKTa CeTH
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Takas yrpo3a >(QGeKTHBHO peanu3yeTcss B CHCTEMax, TJe MNPUMEHSIOTCS
HECTOMKHNE aJITOPUTMBI UJICHTU(DHUKAIIMN U ayTeHTU(HUKAIIMN XOCTOB, TI0JIb30BaTeNIeH
u 1.0 I[log noBepeHHBIM OOBEKTOM TOHHUMAETCS OOBEKT CETH (KOMITBIOTED,
MEXKCETEeBOM dKpaH, MapUIPyTU3aTOP U T.I1.), JIETAJILHO MOJAKIIOUEHHBIN K CepBEpY.

MoryT ObITh BBIICJICHBI JIB€ PA3HOBUAHOCTH MPOIIECCa peaanu3alui YKa3aHHOU
yIpO3bl: C YCTAHOBJIEHUEM U 0€3 YCTaHOBJIEHUSI BUPTYAIIbHOTO COEAMHEHUSI.

[Ipouecc peanuzanuu ¢ yCTAHOBJICHUEM BUPTYaJIbHOTO COEIUHEHUS] COCTOMUT B
NPUCBOCHUU TMpaB JOBEPEHHOIO0 CYOBbEKTa B3aUMOJCUCTBUS, YTO IO3BOJISET
HApYLIMTEIIO BECTU CEaHC PA0OThI C OOBEKTOM CETH OT UMEHH JIOBEPEHHOTO CYyObEKTa.
Peanuzamust yrpo3sl 1aHHOTO TUMNA TpeOyeT MPEeoI0JIeHUs CUCTEMbI WACHTU(DUKAIIH
U ayTeHTUpuKauu coodienuii (Hanpumep, ataka rsh-cimyx6osr UNIX-xocTa).

[Ipouiecc peanuzanuu yrpo3bl 0e3 yCTaHOBJICHHUS BUPTYaJIbHOTO COEIUHEHUS
MOXKET UMETh MECTO B CETSX, OCYHICCTBIISIONUX HACHTHU(PHUKAIMIO MepeaaBaeMbIX
COOOIIEHHUI TOJBKO MO ceTeBOoMy ajpecy otnpaBurensi. CyIIHOCTh 3aKIIOYAETCs B
nepenaye CiIy>KeOHBIX COOOIEHWH OT MMEHU CETEBBIX YIMPABIAIONIMX YCTPOWUCTB
(HampuMep, OT WMEHH MapIIpyTH3aTOPOB) 00 WM3MEHEHUW MApIIPYTHO-aIPECHBIX
naHHeIX. Ilpm  3TOM HEoOXOMMMO WMETh B BHAY, YTO CIMHCTBEHHBIMH
uacHTUUKaTOpaMu a00HEHTOB U coeauHeHus (o mporokony TCP) sBrusroTcst nBa
32-6utHbix napamerpa Initial Sequence Number — ISS (Homep nocienoBaTeIbHOCTH)
u Acknowledgment Number — ACK (Homep noarepxkaeHust). CienoBarenbHo, i
dbopmupoBanus JoxHOTO TCP-makeTta HapyIIMTENI0 HEOOXOAWMO 3HATh TEKYIIHE
uaeHTU(PUKATOPBI 1J1s JaHHOTO coenuneHus: — ISSa u ISSb, rae:

[SSa — HekoTOpOo€ YHCIIEHHOE 3HAYEHHE, XapaKTEpU3YIOLIEE MOPSAIKOBBIN
HoMep ortnpaBiagemoro TCP-makera, ycranaBiuBaemoro TCP-coenunenus,
WHUIMAPOBAHHOTO XOCTOM A;

ISSb — HekoTOpOE uKcieHHOe 3HaYeHHE, XapaKTepU3yollee OPSAKOBBIN HOMEp
otmpasisiemoro TCP-nmakera, ycranaBiuBaemoro TCP-coequHenus, MHUIIMUPOBAHHOTO
xocToM B.

3nauenue ACK (Homepa noarBepskaeHusi ycraHoBieHuss TCP-coenunenus)
onpenensieTcss Kak 3HaueHHe HOMepa, MOJYyYEeHHOro oT pecnoHzaeHrta ISS (Homep
nocieaoBaTenbHOCTH) TuroC equnauia ACKb = ISSa+1.

B pesynbTare peanuzanuu yrpo3bl HapylIIMTENb IOJy4YaeT IpaBa JOCTyMa,
YCTaHOBJICHHBIE €0 MOJIb30BATENIEM JIJIsi JJOBEPEHHOIO a0OHEHTA, K TEXHUYECKOMY
cpeactBy UCII/IH — uenu yrpos.

5. HaBs3bIBaHKE JIO)KHOTO MapIIpyTa CETH.

Jlannast yrpo3a peanu3yercs OJHMM H3 JBYX CIOCOOOB: TyTEM
BHYTPUCETMEHTHOTO  WJIM  MEXCETMEHTHOTO  HaBsI3bIBaHUA.  BO3MOXHOCTh
HABA3BIBAHUS JIOXKHOTO MapuipyTa oOyCIIOBJIEHA HEJIOCTaTKaMH, MPUCYIIUMHU
aIropuT™MaM MapuipyTu3anuud (B YaCTHOCTH, H3-3a MOPOOJIEMbl HUACHTU(DUKALIMN
CETEBBIX YIPABJISIOLINX YCTPOMCTB), B PE3yJIbTAaTE YErO MOKHO NOMNACTh, HAIIPUMED,
Ha XOCT WJIA B CETh 3JIOYMBIIUICHHUKA, T/I€ MOXHO BOWTH B ONEPALMOHHYIO CPEIY
TexHuueckoro cpeactsa B cocraBe MCIIAH. Peanuzamus yrpo3sl OCHOBBIBAETCS
HAa HECAHKIIMOHMPOBAHHOM HCIOJb30BAaHUM NPOTOKOJOB MapuipyTuzanuu (RIP,
OSPF, LSP) u ynpasnenus cersto (ICMP, SNMP) nnsi BHeceHUs] W3MEHEHHI
B MapIIpyTHO-aipecHble Tabnuibl. [Ipy 3TOM HapylmIuTE 10 HEOOXOJUMO MOCHIATh OT
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UMEHH CETEBOr0 YIPABIAIOIIErO0 YCTPOHCTBA (Hampumep, MapIIpyTH3aTOpa)
ynpasJsioniee cooOuienne (pucyHku 8 u 9).

1. INepenaya HapyIMTeIeM Ha XOCT 1 J10XkHOTO coobmienus no nporokony ICMP Redirect ot
HUMEHH MapipyTu3aropa 1 06 n3mMeHeH!nn TabauIbl

<\ S
%) % )— WnTepuer >
| S
Mapupytusarop 1 MapuupyTusarop 2 JloskHoe cooblieHIe Cepaep
ICMP Redirect top.secret.com

Xocr 2 Xoct Ha%ymmenﬂ

2. ITakeTsl Ha top.secret.com HAIPABIISIOTCS HAa HECYECTBYIOIIMI MapIIpyTH3aTOp (XOCT 2), a
clIeoBaTeNIbHO, CBA3b C top.secret.com HapyIIaeTcs

Tabnmua > %— ee WnTepuer

MapIIpy TH3aLHHI

MapupyTuzarop 1  Mapipytuzarop 2 |

top.secret.com: Q @
gateway=xocT 2 § %

Xocr 1 Xocr 2

Cepsep
top.secret.com

Pucynok 8. CxeMa peann3zanuu ataku « HaBsizpiBaHHE JT0KHOTO MapIIpyTa
(BHYTPHUCETMEHTHOE) C MCIOJIb30BaHueM MpoTokosia I[CMP c 1ienbio HapylieHus
CBSI3U

1. ®aza nepenauu joxkHoro cooduenuss ICMP Redirect oT uMeHu MapipyTh3aTopa Ha XocT 1

Jloxnoe coobwenre ICMP Redirect  MapupyTusatop

Q B HaWJTy4lleM MapLIPyTe K XOCTY
3 : top.secret.com
' WnrepHeT

Xocr 1 Xoct 2

XocT HapymuTens

2. ®a3a npuemMa, aHanu3a, BO3eHCTBUS U Nlepeaady nepexBaueHHol HHPOopMaLMU Ha JIOKHOM

cepsepe
%_ WUnrepHeT
MapupyTtusarop 1 Mapuipyrtuzarop 2

Xoct 1 nepenaer
MaKeThl,
npeaHasHauyeHHbIe
top.secret.com, Ha

XOCT aTaKkyrulero
XocCT HapyLIuTes

ATaKyroumii OT UMEHHU
xocTa | nepenaer nakerbl
Ha top.secret.com

Xocr 1 Cepgep top.secret.com

Pucynok 9. Cxema peanuzanuu yrpo3sl «HaBsi3piBaHHE TOKHOTO MAPIIPYTay»
(MeKCEerMeHTHOE) C 1Ie/IbI0 IepexBara Tpaduka
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6. BHeapeHue J10)kKHOro 00BbEKTa CEeTH.

Ora yrposa OCHOBaHa Ha MWCIOJB30BAHUM HEJIOCTAaTKOB aJITOPUTMOB
yIaJeHHOTO MoucKa. B ciayuae, ecnu 00BEKTHI CETH M3HAYAIBHO HE UMEIOT aJpeCHOM
uH(popMalMu Ipyr O Jpyre, HUCIOIb3YIOTCS pPa3jiudHbIe MPOTOKOJIBI YAAJIEHHOIO
noucka (Hanpumep, SAP B cersax Novell NetWare; ARP, DNS, WINS B cetsix co
crekoMm npotokonoB TCP/IP), 3akmrouaroiiuecst B nepenayde Mo CeTH CHEIUaTIbHbIX
3apoCOB M TOJYYEHHMH HAa HUX OTBETOB C HMCKOMON uH(opmauuei. Ilpu stom
CYILIECTBYET BO3MOKHOCTb NE€pexBaTa HapyIIUTEIEM MOUCKOBOIO 3alpoca U BblIauH
HAa HEro JIO)KHOTO OTBETAa, HCIOJb30BAaHHWE KOTOPOTO MNpPUBENET K TpedyeMomy
U3MEHEHHIO MAapIIPyTHO-3JPECHbIX JIaHHbIX. B nmanbpHeimieM Bech TMOTOK
uH(pOpMAaINK, ACCOIMUPOBAHHBIA C OOBEKTOM-KEPTBOW, OyAET MPOXOJUTh uepes
JIOKHBIA 00BEeKT ceTH (pucyHku 10 - 13).

1. ®a3a oxxunanus ARP-3ampoca

ATakyommii rllpocnyulMBaeT MapupyTtusarop
KaHaJ, OKUaas nepeaavy
ARP-3anpoca .
3 @ 5 @; WNHurepHer

XOCT 1 XOCT 2 Xoct N

XocT HapyuTens

2. ®aza peanuszaluu yrpo3bl

T

ITepexBatus ARP-3ampoc,
aTaKkyoLU nepenaet J0XKHbINA
ARP-otBeT

S

XocT HapymuTens

N

Xoct nepenaer
ARP-3ampoc

3
MapuipyTtuzarop

Hurepuer

3. ®aza npuema, aHanu3a, BO3ACHCTBY U epeaady nepexsadyeHHol HHpopMaluy Ha
noxxnom ARP-cepsepe

g Mapupytusarop
Cas3pb xocTa 1 ¢ %

MapILIpyTH3aTOPOM MPOUCKOUT
yepe3 Jo>kHbIH ARP-cepBep

|
|
|
|
|
| WNHurepHet
|
|
|
|
|

JloxxHbII
ARP-cepBep

Pucynok 10. Cxema peannsannu yrpossl «Baegpenue noxxnoro ARP-cepsepa»
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1. ®aza oxunanus arakyromum DNS-3anpoca ot xocra 1 (arakyromuit HaxouTCst MO0 Ha XOCTe
HapymmTens 1, 1o Ha XxocTe HapymuTess 2)

Cepsep
% top.secret.com

Mapupyrtuzarop

& DNS-cepaep

<//o// <//o//>

Xocrt 1 Xocr 2

Xoct HapymumTens | Xoct HapyummTens 2

2. ®a3a nepeavu ataKyrmuM J0xkHoro DNS-oTBeTa (aTakyronuit HaXoIuTCs TH00 Ha XOCTE
HapymuTens 1, 1m6o Ha XOCTe HAPYIIUTENS 2)

S
X
Mapupytuszarop Cepsep top.secret.com
T % Hox?ﬂbn‘/’l 5
DNS-3anpoc Toskuegi  MapumpyTusarop Mapuipytuzarop DNS-orser X
% % DNS-otBet DNS-cepsep
Xocr 1 Xoct 2 &
Xoct HapyumTens | Xoct HapymmTens 2

3. ®aza npuema, aHalN3a, BO3AEHCTBYS 1 IIEpeAady epexBaueHHO HHHOPMALIMK Ha JIO)KHOM cepBepe

FTT T T T T T T T 1
| S fe---
|
| : NS !
: Mapmpyrusarop Cepaep top.secret.com |
I I
R cee |
Mapuipyrtuzarop : Mapuipyrtuzarop X :
I I
| DNS-ceprep :
|
|
____________ J |
| Q |
- —————————— -

XocT HapymmmTens 2

Pucynok 11. Cxema peannzannu yrpossl « Bueapenue noxuoro DNS-cepsepa»
nyteM nepexsara DNS-3anpoca
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1. Hapymumrens nepeaet HanpasieHHbIH mTopm DNS-oTBeTOB Ha X0CT 1

MapupyTtusarop

MapmpyTH3arop Cepsep

top.secret.com
[IITopm OKHBIX

e S-0TBETOB OT

nmenn DNS-
MapmpmiaTop cepBepa Ha XocT 1

JloxHbIi1 cepBep
(xocT HapymHTeNsN)

DNS-cepsep

2. Xocrt 1 nocemaer DNS-3anpoc u HemennenHo nojiyvaer JIokHbIH DNS-oTBeT

ces Mapupytuzarop

MapupyTtusarop

IIITopm 10KHBIX

% cee %H_D.NS—OTBMOB oT
% Q umenn DNS-

’ MapmpyTHuzarop
DNS- 3anpoc /}} Mapmpytuzatop cepBepa

Xocr 1 XOCT o) JloxHbIU cepBep
(xocT HapymuTeNs)

~

DNS-cepsep

@

3. ®a3a npuemMa, aHau3a, BO3ACHCTBUS U MIepe/auu IepexBaueHHON HHPOPMAIUY Ha JIOKHOM CepBeEpe

Mapuipytusarop

Mapuipytuzatop MapmpyTtusarop

Cepsep
top.secret.com

(&

MapupyTusarop

DNS-cepsep

JloxxHb111 cepBep
(xocT HapymHTeNsN)

Pucynok 12. Cxema peanuzanuu yrpo3sl «BHeIpeHue 1oxHoro DNS-cepepa»
nyteM mropma DNS-0TBeTOB Ha KOMIBIOTEP CETH
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1. HapymmTens co3naet HanmpaBiIeHHBIN ITOPM J0XKHBIX DNS-0TBETOB OT MIMEHH OJTHOTO M3 KOPHEBBIX
DNS-cepBepoB 1 npu 3TOM IPOBOIUPYET ITOT CEPBEP HA OTBET, MOocklIas Ha Hero DNS-3ampoc

‘ 4%— Wurepner 4

MapupyTusarop Cepsep

XOCT 1 % o
x g

MappyTusarop MapiupyTusarop MapuipyTusatop

L DNS-3ampoc Ha OUCK Kopneoii
DNS-cepsep top.secret.com DNS-cepsep
XocT HapymuTens

2. DNS-cepsep nepenaetr DNS-3anpoc Ha kopaeBoit DNS-cepBep 1 HeMeieHHO nony4vaet j1oxHbid DNS-oTBeT ot

aTaKyOUIEro
@g % Hnrepuer
% MapmpyTusarop Cepaep

% Xocr 1 %
Mapliipyrusatop Mapmpyrtuzatop

DNS-3anpoc
Hampasnennsiit mropm
noxHbix DNS-oTBETOB
OT UMCHH KOPHEBOTO KopHesoit
DNS-cepgepa DNS-cepsep

XoCT HapyIIHUTEIs

Mapmpytuzarop

DNS-cepsep

3. XocT HapymuTens u3MeHseT kami-tadauiry DNS-cepBepa u o0ecieunBacT MpoXoKICHUE TpaduKa yepes
noxHubiid CepBep top.secret.com

N IS
0 L Q
S | S
pBep * oxHbIN CepBep
top-secret.com top.secret.com
Hutepuer —«— DNS-3anpoc Ha mouck
Kom abmuia DNS- TOP.SECRET.COM
cepsepa
top.secret.com: DNS-oTBeT ¢ JI0)KHBIMU
IP agpec arakyromero CBEJICHUAMHM O XOCTE

TOP.SECRET.COM
DNS-cepsep

Pucynok 13. Cxema peanuszanuu yrpo3sl «Baenapenue noxnoro DNS-cepeepa»
nyteMm mropma DNS-oTtBeToB Ha DNS-cepBep
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7. OTka3 B 00CITy>KMBaHUU.

DT  yrpo3bl OCHOBaHbl Ha HENOCTAaTKaX CETEBOr0  IMPOrPAMMHOIO
o0ecrieyeHusl, ero ysa3BUMOCTSX, MO3BOJIAIONIUX HAPYIIUTENIO CO3JaBaTh YCJIOBUS,
KOrjJa OIlepalMoOHHAas CUCTEMa OKa3bIBA€TCSI HE B COCTOSSHUM 00paldaThiBaTh
MOCTYNAIOIINE MAKETHI.

MoryT ObITh BbIJIEJIEHBI HECKOJIBKO PA3HOBUIHOCTEN TAKUX YIPO3:

a) CKpBITBIM OTKa3 B OOCIIY)KMBaHUHW, BbI3BAHHBIA TPUBJICUCHUEM YaCTH
pecypcoB UCII/In Ha 00pabOTKy MaKeTOB, MEpelaBacMbIX 3JI0YMBIIIIEHHUKOM CO
CHIDKEHHMEM TMPONMYCKHOW CHOCOOHOCTH KAaHAJIOB CBSI3U, MPOU3BOJAUTEIHLHOCTH
CETEBBIX YCTPOMCTB, HapylIEHHEM TpPeOOBaHUI KO BpeMEHH OOpabOTKH 3ampoCoB.
[Ipumepamu peanuzanuu yrpo3 MoAoOHOTO pojAa MOTYT CIY>KUTb: HaIpaBiICHHBIM
mTopM 5Xo-3ampocoB 1o mnporokony ICMP (Ping flooding), mrtopm 3ampocoB Ha
ycranoBiienue TCP-coenunennii (SYN-flooding), mrropMm 3anpoco k FTP-ceprepy;

0) ABHBI OTKAa3 B OOCIYXUBAaHWUU, BBI3BAHHBIM MCUEpPIIAHUEM PECypCcoOB
NCTIIa npu 00paboTKe MaKkeToB, MepeaaBaeMbIX 3JI0YMBIIIJICHHUKOM (3aHSTHE BCEH
MOJIOCHl TMPOIYCKaHUS KaHAJIOB CBS3U, MEPEMNOJHEHHE OYepeAei 3ampocoB Ha
o0cyKUBaHUE), TIPU KOTOPOM JIETATBHBIE 3aPOCHI HE MOTYT OBITH TIEPEIAHBI Yepe3
CETh U3-3a HEJJOCTYIMHOCTH CPEJbl epeayu JU00 MOJIy4YaroT OTKa3 B 00CITyKUBAHUHU
BBUY MEPENOJHCHUSI oYepeeil 3ampocoB, AUCKOBOTO MPOCTPAHCTBA MaMATH U T.I.
[Ipumepamu yrpo3 JaHHOTO THIA MOTYT CIY>KUTh IITOPM IIHPOKOBEIIATEIHHBIX
ICMP-3x0-3anpocoB  (Smurf), nanpasinenHbii wmrTopMm (SYN-flooding), mropm
coo01IeHn moYTOBOMY cepBepy (Spam);

B) IBHBI OTKa3 B OOCIYyXMBAaHWUM, BBI3BAHHBIA HAPYUICHUEM JIOTMUECKOU
CBSI3HOCTU MexAy TexHuueckumu cpencrsamu MCII/IH npu nepenade HapylmuTenem
YOPABISIIONIMX  COOOLIEHUH OT HMEHHM CETEBBIX YCTPOWCTB, MNPUBOIALIUX
K U3MEHEHHIO MapIIpyTHO-aJApecHbIX AaHHbBIX (Hampumep, ICMP Redirect Host,
DNS-flooding) unu naeHTUPUKAIMOHHON U ayTeHTU(DUKAITMOHHOW HHPOPMAIIUK;

T') SBHBIA OTKa3 B 0OCIIyKMBaHUH, BBI3BAHHBIN Tepeaadeii 3J10yMbIILIEHHUKOM
MAaKeTOB C HecTaHAapTHhIMH aTpubyramu (yrpo3sl Tuma «Land», «TearDropy,
«Bonk», «Nuke», «UDP-bomby») wmm wnmeommx mIIMHY, TPEBBIMIAIOIIYIO
MaKCUMaJIbHO TOMyCTHUMBIA pasmep (yrpo3a tuma «Ping Deathy), 4to MoOxeT
IpUBECTH K COOI0 CETEBBIX YCTPOMCTB, YUaCTBYIOIIUX B 00pabOTKe 3ampocoB, IpU
YCJIOBUU HaJW4Usl OIMIMOOK B TMporpaMmax, Peaau3yoIUX MNPOTOKOIbl CETEBOTO
oOMeHa.

PesynbTaToM peanu3anuy JAaHHOM yrpo3bl MOXKET CTaTh HapyILICHHE
paboTOCIIOCOOHOCTH  COOTBETCTBYIOIIEH CIIy)KObl MPEAOCTABICHUS YJIaJE€HHOTO
noctyna k [1/Jn 8 UCII/IH, nepenada ¢ 0AHOTO aApeca TaKoro KOJIMYECTBa 3alpoCoOB
Ha MOAKJIFOUYECHHE K TeXHUYecKomy cpenctBy B coctaBe MCII/IH, kakoe MakCUMalbHO
MOXKET «BMECTUTH» TpaduK (HAMpaBICEHHBIN «IITOPM 3alpPOCOB»), UYTO BJIEUET 3a
co0ol TepernoyHeHHe OYepeau 3alpoCcoB M OTKa3 OJHOW M3 CETEBBIX CIYXO WM
MOJIHYI0 OCTAHOBKY KOMITBIOTEPA M3-32 HEBO3MOKHOCTHU CUCTEMbI 3aHUMAThCA HUYEM
JIPYyTUM, KpoMe 00pabOTKH 3aIpOCOB.

8. Y maneHHbIN 3a1yCK IPUIIOKEHUM.

VYrpo3sa 3akimouaercst B crpeMieHun 3anyctuth Ha xocte UCII/IH paznuunbie
peABAPUTEIBLHO BHEJIPEHHBIE BPEJOHOCHBIE MPOTPAMMBbI: MPOrPAMMbBI-3aKIIAJIKH,
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BUPYChI, «CETEBbI€ UINMUOHBD», OCHOBHAsA UEIb KOTOPBIX — HapyIICHHE
KOH(UICHIIUATFHOCTH, IIEJIOCTHOCTH, JIOCTYTHOCTH HWH(OpPMAIMM U  TIOJTHBINA
KOHTpPOJIb 32 paboToil xocTa. Kpome TOro, BO3MOkKEH HECAHKIIMOHUPOBAHHBIN 32Ty CK
OPUKIAHBIX MOPOrpamMM I0Jb30BaTENe i1 HECAaHKIIMOHUPOBAHHOTO IMOIYYCHHS
HEOOXOJMMBIX HAPYIIUTENIO JaHHbIX, ISl 3alycKa YIPaBISEMbIX MOPUKIATHON
MIPOrpaMMOU MPOLECCOB U JP.

BreienstoT Tpu nojkiacca JaHHBIX Yrpo3:

1) pacnpocTtpanenue  (ailyioB,  coAep’KaluMX  HECAHKIIMOHHWPOBAHHBIM
HCIIOJTHSIEMBIN KOJI;

2) yAaleHHbI  3amyCcK NPWIOKEHHs IyTeM InepernojHeHus Oydepa
IIPUJIOKEHHI-CEPBEPOB;

3) ynaneHHbIM 3alyCcK MNPUIOKEHUS IYyTEM HCIOJIb30BAHUS BO3MOKHOCTEH
YAQJIEHHOTO YNPABJICHUS CUCTEMOM, MPEAOCTABISEMBIX CKPBITBIMU MPOTPAMMHBIMU
U anmapaTHBIMU 3aKJIaJKaMU JTHO0 UCTIOJIb3yeMbIMH ITATHBIMHU CPEJICTBAMH.

TumnoBble yrpo3sl MEPBOTO W3 YKA3aHHBIX MOAKIACCOB OCHOBBIBAIOTCS Ha
AKTUBU3allMUA PACTIPOCTPAHSIEMBIX (ailIoB TpHW CIIydyallHOM OOpalieHud K HHM.
[Tpumepamu Takux (PaityioB MOTYT CIIyKHUTb: (ailsibl, ColepIKalue UCTIOTHIEMBbINA KO
B BUJie MakpokomaHJ (1okymeHTsl Microsoft Word, Excel u 1.11.); html-noxymeHnTsl,
COJIep>Kalllie€ UCIOIHSAEMBIM KOJ B BHUJAE dJeMeHTOB ActiveX, Java-anmieTos,
UHTEPNPETUPYEMBIX CKpUINITOB (Hampumep, TekcThl Ha JavaScript); aiiisl,
CoJieprKalllie UCTOJIHIEMbIE KOJbI mporpamM. s pacpocTpaneHus (aitiioB MoryT
UCIIOJIb30BAThCSL  CIYXKOBI DJIEKTPOHHOM MOYTHI, Tmepeaaud (HaiaoB, CETeBOU
(baiiI0BON CHCTEMBI.

[Ipn yrpo3zax BTOpPOTro MOAKIACCA HCHOJB3YIOTCS HENOCTATKUA IPOTPaMM,
peaNu3yloUMX CeTeBble CEepBUCHl (B  YAaCTHOCTH, OTCYTCTBHE  KOHTPOJIS
nepenonHeHus Oydepa). HacTpoiikoli CHCTEMHBIX PETHCTPOB HHOTAAQ YJaeTcs
NEPEKITIOYUTH MPOIECCOP MOCTE MPEephIBaHMs, BHI3BAHHOTO MepenolHeHrnemM oydepa,
Ha MCIIOJIHEHHE KOJia, coJieprkalierocs 3a rpanunen Oydepa. [Ipumepom peanuzamnmu
TaKOUW Yyrpo3bl MOXKET CIIYKUTh BHEAPEHHUE IIUPOKO U3BECTHOTO «BUpYyca Moppucay.

[Ipu yrpo3ax TpeTbero mojkiacca HapyIIUTENIb HUCIOIb3YEeT BO3MOKHOCTH
YAQJIEHHOTO YIPABICHUS CUCTEMOM, MPEIOCTABISIEMbIE CKPBITHIMU KOMIIOHEHTaMU
(HampuMmep, «TpostHCKUMK» mnporpammamu Tuma Back Orifice, Net Bus) nu6o
IITAaTHBIMU CPEJICTBAMU YMPABJICHUS U aJIMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEil
(Landesk Management Suite, Managewise, Back Orifice u T. n.). B pe3ynbrare ux
UCIIOJIb30BaHUS yIaeTcs TOOUTHCS YaIeHHOTO KOHTPOJISI HaJl CTAaHIIMEH B CETH.

CxeMaTUYHO OCHOBHBIE ATalbl padOThI 3TUX MPOrPAMM BBITIIAIAT CIEAYIOIIUM
obpazom:

VWHCTAJUISAUNS B TAMSITH;

OKHMJIaHUE 3alpoca C YJAJIEHHOIO0 XOCTa, Ha KOTOPOM 3alylleHa KIWEHT-
mporpaMMa, 1 0OMEeH ¢ Hel COOOIIEHUSIMU O TOTOBHOCTH;

nepenaya mepexBauyeHHON WH(OpMAIMU KIUEHTY WIH TMPEAOCTaBICHUE €My
KOHTPOJISI HaJl aTaKyEeMbIM KOMIIBIOTEPOM.

Bo3MoxHbIE MOCHEACTBUS OT pealu3alud Yrpo3 pa3iudHbIX KJIACCOB
IpUBEACHBI B Ta0HIIE 3.
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Tabmaua 3
Bo3MmoxxHbIE IMOCJICACTBUA pCaIn3aliu YI'pO3 PAa3JIMIHBIX KJIACCOB
Ne
w/n Tun araku Bo3Mo:xHbIE OCJI€ACTBUS
1 AHanu3 ceTeBoro Tpaduka HccnenoBanne  XapaKTepUCTHK — CETEBOTO  Tpaduka,
MepexBaT Iepe/laBaéMbIX JIaHHBIX, B TOM YHUCJE
UACHTU(UKATOPOB U TIAPOJICH MOTb30BaTEINCH
2 CKaHHPOBAHHE CETH OrmpeneneHue MPOTOKOJIOB, JOCTYIHBIX IMOPTOB CETEBBIX
cinyx0, 3aKkoHOB (opMUpOBaHUS HICHTU(UKATOPOB
COCJIMHEHUH, AKTUBHBIX CETEBBIX CEPBHCOB,
UACHTU(UKATOPOB U TAPOJICH MOJTb30BaTEINCH
3 «ITaposbHasy aTaka Brimmonnenne  000TO  IECTPYKTHBHOTO  JICWCTBHS,
CBSI3aHHOTO C TIOJlyYEHHEM HECAaHKIIMOHHPOBAHHOIO
JIOCTyTIa
4 HO,Z[MeHa JIOBEPEHHOI'O 00BbeKTa CeTH N3menenne TpaccChbl IMPOXOKACHHUA COO6HICHHI>'I,
HECaHKIIMOHUPOBAHHOE U3MEHCHUE MapupyTHO-
aZpeCHBIX JaHHBIX. HecaHKIMOHWPOBAHHBIA MOCTYI K
CETEBBIM pecypcam, HaBsI3bIBAHHE JIOXKHOUN WH(MOpMAITHH
5 Hass3pIiBaHUuE J1OKHOTO MapupyTa HecaHKL[I/IOHI/IpOBaHHOC HU3MCHCHHC MapuipyTHO-
aJpeCHbIX  JaHHBIX, aHaM3 W MoIUUKAIUL
repeaaBaeMbIX JIAHHBIX, HaBsI3bIBAHUE  JIOXKHBIX
COOOIIEeHH
6 BHeﬂpeHHe JIOKHOTO 0OBEKTA CEeTH HepeXBaT " IMPOCMOTP Tpa(pI/IKa. HecaHKL{I/IOHI/IpOBaHHBIﬁ
JIOCTyI K CETEBBIM pecypcaM, HaBS3bIBAHHUE JIOKHOMI
uH(pOpMaIMu
7 YacTuyHoe HCUYEpIIaHUE PECYPCOB CHmkeHue HpOHchHOﬁ CIIOCOOHOCTH KaHaJIOB CBs3H,
MPOU3BOJIUTENHHOCTA CETEBBIX YCTpOWCTB. CHIDKEHUE
MIPOU3BOIUTENHHOCTH CEPBEPHBIX MPHUIIOKEHUN
E TTonuoe HCUYepIaHUEe PECYPCOB HeBo3moxHOCTE nepeaadun COO6H.[eHHﬁ n3-3a OTCYTCTBUA
§ JIOCTyTIa K Cpele Tepefadd, OTKa3 B YCTAaHOBJICHUU
S coenuHenusa. OTka3 B MPENOCTaBICHUU  CEpBHUCA
g (3NeKTPOHHOH MOYTHI, (haHIIOBOTO U T.1.)
Q
S Hapymenne norugeckoii | HEBO3MOXKHOCTB Tiepeiauu, COOOIIEHUH U3-3a OTCYTCTBUS
m
gg CBSIBHOCTH MEXIY anI/I6yTaMI/I, KOPPCKTHBIX MapaIpyTHO-aIpCCHBIX JAaHHBIX.
E JTaHHBIMU, 00BeKTaMU HeBo3MmokxHOCTE NOJTyYCHHA ycayr BBULY
o HECAHKIIMOHUPOBAHHOMN MoAU(pUKAUN
UACHTU(UKATOPOB, TTAPOJICH U T.II.
Ucnonp3oBanue OO0k B|HapymieHne paboTOCIIOCOOHOCTH CETEBBIX YCTPOUCTB
TporpaMmax
8 [Tyrem PpacChlIKA (aiinos, Hapymenue KOH(UICHITUAIEHOCTH, IICIIOCTHOCTH,
, .
= COACpXKAIINX NCCTPYKTUBHBIN | foCTYTHOCTH HHGOPMAIHH
5 WCTIOIHAEMBIH  KOJ, BHUPYCHOE
% >
e 3apakxeHue
§ [lyrem mnepenosHeHus Oydepa
% CEPBEPHOTO TPHIIOKCHHS
§ IIyremM nCmosnp30BaHMs BO3MOXK-|CKpEITOE yIIpaBIeHHE CHCTEMOM
s N
= HOCTEH YNaNeHHOTO yIpaBIeHHS
2 CHCTEMOW, MPEIOCTaBISIEMBIX
5 CKpPBITBIMU  NPOTPaMMHBIMU U
§ anmapaTHBIMKM 3aKJaJKaMH JTIH00
> HCTIONB3YEMBbIMHU IITATHBIMU

Cpe/ICTBAMHU
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[Ipouecc peanuzanuu yrpo3bl B OOIIEM CIIy4ae COCTOUT U3 YETHIPEX ITAIOB:

cbopa nHpopmanuu;

BTOP>KEHUS (IPOHUKHOBEHUS B ONEPALIMOHHYIO CPEAY);

OCYILIECTBJICHUSI HECAHKIIMOHUPOBAHHOTO JOCTYTIA;

JUKBUJAIMA CIEI0OB HECAHKIIMOHUPOBAHHOTO JI0CTYIIA.

Ha srane cbopa nndopmanyiu HapyuuTesis MOTyT HHTEPECOBATh Pa3JIMUHbIC
ceeaenus o6 MCII/IH, B ToMm yuce:

a) O TOMOJIOTUU CETHU, B KOTOPOH (YyHKIMOHHpYET cuctema. [Ipu 3ToM MOKeT
UCCIIEIOBAThCsl 00JIaCTh BOKPYT CETH (HAlpUMEp, HAPYIIUTENS] MOTYT WHTEPECOBATh
ajipeca JIOBEpEeHHbBIX, HO MEHEE 3alllMIICHHbIX X0CTOB). JlJisi onpeaeneHus 10CTyITHOCTH
XOCTa MOTYT HCIIOJIb30BaThCsl MPOCTEHIINE KOMaHbl (HampuMmep, KoMaHjaa ping Juis
noceuikn ICMP-3annpocoB ECHO REQUEST ¢ oxuaanunem Ha Hux [ICMP-oTBEeTOB
ECHO REPLY). CymiecTByloT  yTWIHTBI,  OCYIICCTBIISIONIME  TapajlieIbHOE
OTIpeNielieHne JIOCTYMHOCTH XOCTOB (Takue Kak fping), KOTOpble CHOCOOHBI
POCKAaHUPOBATh  OOJBIIYI0 00JAaCTh  AJAPECHOTO TMPOCTPAHCTBA HA  MPEIMET
JOCTYITHOCTA XOCTOB 32 KOPOTKUU IMPOMEKYTOK BpeMeHHU. TOIMOJOrusi CEeTH YacTo
OTIpPEICNIACTCS Ha OCHOBAHMM «CYETUMKA Y3JIOBY» (IUCTAHIMM MExX1y Xxoctamu). [lpu
9TOM MOTYT IIPUMEHATHCS TAKUE METOABL, Kak «mMoxyisauuu TTLy» u 3anmcn mapuipyra.

Meton «monmynsauuu TTLy» peanmu3oBan mnporpammoi traceroute (aiis
Windows NT — tracert.exe) u 3akmouaercs B Moxyssiiuu noist TTL [P-makeros. s
3aIllMCH MaplIpyTa MOTyT ucnoib3oBaThest [ICMP-nakeTsl, co3aBaeMble KOMaHAOH ping.

COop uHdopMaIu MOXKET ObITh TAKKE OCHOBAH Ha 3ampocax:

k DNS-cepBepy 0 chucke 3aperucTpupOBaHHBIX (M, BEPOSITHO, AKTHUBHBIX)
XOCTOB;

K MapuIpyTu3atopy Ha ocHOBe mnpoTokojia RIP 00 m3BecTHBIX MapmipyTax
(uH(pOpMAaIUS O TOTIOJIOTUU CETH);

K HEKOPPEKTHO CKOH(HUTypHpPOBAaHHBIM YCTPONCTBaM, MOAECPKUBAIOIINM
npotokosn SNMP (uHbopmatiys 0 TOMOJIOTUH CETH).

Ecmu UCIIJIH HaxomguTcs 3a MeXceTeBbIM dKkpaHoMm (MD), BO3MOXKEH cOOp
uHpopmanmu o koHpurypauuun M3 u o Tonosoruu UCIIIH 3a MO, B ToM uucie
MyTEM IOCHUIKU MAKETOB HAa BCE MOPTHI BCEX MPEIOIaraéMbiX XOCTOB BHYTPEHHEH
(3amuImaeMoi) ceTu;

06) o tune omnepanuonHoi cuctembl (OC) B MCIIIH. Cambiii u3BeCTHBIN
cnoco6 onpeneneHus tTuna OC xocTa OCHOBaH Ha TOM, 4TO pasznuyHbie Tunbl OC no-
pazHomy peanusyroT TpeboBanusa cranaaptoB RFC k crexky TCP/IP. OTo mo3Bomiser
HapyLuTeNno yaaieHHo uaeHTudunupoBaTh THO OC, yCTaHOBIEHHOM Ha XOCTe
NCII[lH nmyTeM NOCBUIKM CHEIUalbHBIM 00pa3oM CQOPMUPOBAHHBIX 3alPOCOB U
aHaJu3a MOJIyYEHHBIX OTBETOB.

CyluecTBYIOT CHEUUANIbHBIE CPEICTBA, PEaTU3YIOIIUE JaHHBIE METOJbI, B
yacTHOCTH, Nmap u QueSO. MOXHO OTMETUTh TaK)Xe€ TaKOW METO]l ONpeesICHUs
tuna OC, Kak MPOCTEUIINN 3aMpoCc Ha YCTAHOBJIEHUE COCAMHEHUS IO MPOTOKOIY
yaaneHHoro goctyna telnet (telnet-coeguuenus), B pe3ysibTare KOTOPOrO IO
«BHEIIHEMY BHAY» OTBeTa MOxHO omnpefaenuts Tun OC xocrta. Hanumume
OMPEICICHHBIX CEPBUCOB TAKXKE€ MOXKET CIYKUTh JOMOJHUTEIbHBIM MPU3HAKOM JIsI
onpenenenus tuna OC xocra;
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B) 0 (GYHKIMOHUPYIOIIMX Ha XocTax cepBucax. OrpeaeneHne CEepBHUCOB,
UCIIOJTHSIEMBIX Ha XOCT€, OCHOBAHO HAa METOJE BBIABJICHUS «OTKPBITHIX MOPTOBY,
HAIpaBJICHHOM Ha cOop uWHMOpPMAIMU O JOCTYIMHOCTH XocTa. Hampumep, s
onpenenenus gocrynHoctd UDP-nopra HE0OX0AMMO MOJYYUTh OTKJIMK B OTBET HA
nocbuiky UDP-nakeTta coOoTBETCTBYOIIEMY MOPTY:

ectu B otBer npunuio coobmenue ICMP PORT UNREACHEBLE, Tto
COOTBETCTBYIOIIMIA CEPBUC HEJOCTYIIEH;

€CJIM JAHHOE COOOIIEHHE HE MOCTYMHIIO, TO OPT KOTKPBIT.

Bo3MmoskHbI BecbMa pazHOOOpa3Hble BapUalliy UCIOIb30BAHMS ATOTO METO/1a B
3aBUCUMOCTH OT UCIIOJIb3yeMOro MpOTOKoJIa B cTeke npoTokosioB TCP/IP.

Jlns aBromatuzanuu coopa uapopmaiuu 06 UCIIIx pa3zpaboTaHo MHOKECTBO
IPOrpaMMHBIX CPEACTB. B KauecTBe npumepa MOKHO OTMETHUTH CIEAYIOIIUE U3 HUX:

1) Strobe, Portscanner — onNTUMH3UPOBaHHBIE CPEICTBA OMpEACICHUS
JTOCTYMHBIX CEPBUCOB Ha ocHOBE onpoca TCP-nmopToB.;

2) Nmap — cpelICTBO CKaHHUPOBAaHUS JIOCTYIHBIX CEPBUCOB, MPEIHA3HAUYCHHOE
st OC Linux, FreeBSD, Open BSD, Solaris, Windows NT. fBnsercs cambim
NOMYJISIPHBIM B HACTOSIIIIEE BPEMSI CPEJICTBOM CKAHUPOBAHUS CETEBBIX CEPBUCOB,;

3) Queso — BbICOKOTOUHOE cpeAcTBO omnpenaenenuss OC xocTa CeTH HA OCHOBE
MOCBUIKU IEMH KOPPEKTHBIX U HEKOpPpekTHbIX TCP-makeroB, aHanu3a OTKIWMKA M
CpaBHEHHMS €r0 C MHOXKECTBOM M3BECTHBIX OTKIMKOB pasznuuHbix OC. JlanHoe
CPEACTBO TakXe SBISETCS TMOMYJSIPHBIM Ha CETOAHSIIHUN JI€Hb CPEICTBOM
CKaHUPOBAHUS;

4) Cheops — ckaHep TOMNOJOTHHM CETH MO3BOJSET MOJYYUTHh TOIMOJIOTHIO CETH,
BKJIIOYasi KapTUHY AoMeHa, obnactu [P-agpeco u T.1. Ilpu stom onpenensiercs OC
XOCTa, a TAaK)Ke BO3MOKHBIE CETEBbIE YCTPONCTBA (MPUHTEPHI, MAPIIPYTU3ATOPHI U T.11.);

5) Firewalk — ckaHep, HCHOJB3YIONIMNA METONBI MPOTPaMMBI traceroute B
UHTEpecax aHaim3a OTKIuka Ha [P-makeTtsl nns ompexaeneHus KoHUTypamuu
MEKCETEBOr0 PKPaHa U MOCTPOEHUS TOIMOJIOTUU CETH.

Ha »orame BTOpXeHHSI HCCIEAyeTCsl HaJIWM4he TUIMOBBIX YSA3BUMOCTEH
B CUCTEMHBIX CEpBHCAaX WIHM OIMMOOK B aMUHUCTPUPOBAHUM CUCTEMBbI. Y CHICIITHBIM
PEe3yJIbTaTOM HCIOJIb30BAHUS YSI3BUMOCTEN OOBIUHO SIBISIETCA MOTyYEHUE MPOIECCOM
HApYyIIUTENsl  NPUBWJIECTUPOBAHHOIO  pEXMMa  BBIMOJHEHUS  (JocTyma K
MPUBUICTUPOBAHHOMY PEKUMY BBITIOJIHEHUSI KOMaHHOTO MPOIECCOopa), BHECEHUE B
CUCTEMY YYETHOM 3alMCH HE3aKOHHOI'O MOJIb30BaTelNs, MoTyyeHue ¢aiia maposei
WIK HapylIeHHe paboTOCIOCOOHOCTH aTaKyeMOro XOCTa.

DTOT 3Tall pa3BUTHUS YTPO3bl, KaK MpaBuio, sBisercs MHorogasusiM. K dazam
Ipolecca peain3aly yrpo3bl MOTYT OTHOCUTBCS, HAIIPUMED:

YCTAaHOBJICHUE CBSI3U C XOCTOM, OTHOCUTEIBHO KOTOPOTr0 pealin3yeTcs yrpo3a;

BBISIBIICHUE YSI3BUMOCTH;

BHEJPEHUE BPEIOHOCHOM MPOrpaMMBbl B UHTEPECAX PACHIMPEHHUS IIPAB U Jp.

VYrpo3sl, peann3dyeMble Ha 3Tale BTOPKEHUS, MOJPA3ACNAIOTCA MO YPOBHSIM
creka npotokosioB TCP/IP, mockonbky (GOpMUPYIOTCS Ha CETEBOM, TPAHCIIOPTHOM
WU TPUKIIATHOM YPOBHE B 3aBUCHUMOCTH OT KUCIIOJIb3yEeMOT0 MEXaHU3Ma BTOPKEHUS.

K TunoBbIM yrposam, peaJini3yeMbIM Ha CETEBOM W TPAHCIOPTHOM YpPOBHSIX,
OTHOCSITCSI TAKUE KAK:
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a) yrpo3a, HalpaBJeHHas Ha TIOJIMEHY JJOBEPEHHOT'O OOBEKTA;

0) yrpo3a, HampaBJeHHas Ha CO3IaHKUE B CETH JIO)KHOTO MAPIIPYTa;

B) YI'pO3bl, HallpaBJICHHbIE HAa CO3JaHME JOXKHOTO 00BEKTa C UCIOJIb30BAHUEM
HEJIOCTAaTKOB aJITOPUTMOB yIaJICHHOTO TIOUCKA;

r) yrpo3sl  TUOAa  «OTKa3 B  OOCIy)XMBaHHM»,  OCHOBaHHbIE  Ha
[P-nepparmenranuu, Ha popmupoBanun HekoppekTHbIX ICMP-3anpocoB (Hanpumep,
ataka «Ping of Death» u «Smurf»), Ha QopMupoBaHUM HEKOPPEKTHBIX
TCP-3anpocoB (ataka «Land»), Ha cO3MaHUM «IITOPMa» MAKETOB C 3alpocamu
Ha coequHenue (araku «SYN Flood») u ap.

K TunoBeiM yrposzam, peain3yemMbiM Ha TPHUKIAAHOM YPOBHE, OTHOCSATCS
yIpo3bl, HAIPABJICHHbICE HA HECAHKIIMOHUPOBAHHBIM 3aIyCK MPHIOKEHUH, YTPO3BI,
peanu3anusg KOTOPBIX CBSI3aHAa C BHEIPEHUEM MPOTrPaMMHBIX 3aKJIaloK (TUma
(TPOSTHCKHUM KOHBY), C BBISIBJICHHEM IMapoJIei JOCTyIa B CETh WIH K OMPEICICHHOMY
XOCTY U T.JI.

Ecnu peanuzanus yrposbl He MpUHECTAa HAPYIIMTENI0 HAWBBICIIUX TIPaB
J0CTyNa B CHCTEME, BO3MOXKHBI TOIBITKH PACHIUPEHUs 3TUX MpaB A0 MAaKCUMAaJIbHO
BO3MOKHOTO YypOBHS. {7 3TOro MOTYT HCHOJIB30BaThCS YS3BUMOCTH HE TOJIBKO
CETEeBBIX CEPBUCOB, HO U YSA3BUMOCTH CHCTEMHOTO IMPOTPAMMHOIO OOECIEeUEHHUs
xoctoB UCIIaH.

Ha »rame peanuzanuu HECAaHKIIMOHHPOBAHHOIO JOCTYINa OCYIIECTBISETCS
COOCTBEHHO JOCTHKEHHE LI peaTn3alii yrpo3bl:

HapylICHHE KOH(PUICHIIUATIBHOCTH (komupoBaHUe, HETPABOMEPHOE
pacnpocTpaHeHue);

HapyIlIeHHUE EJIOCTHOCTH (YHUUTOXKEHHUE, U3MEHEHUE);

HapyIIeHHue JOCTYMHOCTH (OJIOKHPOBAaHUE).

Ha sTom >xe 3Tame, mocie yka3zaHHbIX JE€HCTBUM, KaK MpaBuio, GopMupyercs
TaK Ha3bIBAEMbI «YEpHBIA BXOI» B BHUAE OJHOTO M3 CEPBUCOB (JIEMOHOB),
00CTYKMBAIONIUX HEKOTOPHIM TMOPT W BBHINOJHSAIOMIMX KOMAHJIBI HapyIIUTEIs.
«YepHbIil BXO/1» OCTaBISECTCS B CUCTEME B MHTEpPECaX 00ECTICUEHUS:

BO3MOXKHOCTH TOJYYUTh JOCTYNl K XOCTy, JaXe €clu aAMHHHCTPATOp
YCTPAaHUT KCIIOJIB30BAHHYIO JUIsl YCIIEIHOM peaanu3aluy yrpo3bl YSI3BUMOCTb;

BO3MOKHOCTH MOJIYYHUTh JOCTYH K XOCTY KaK MOXHO 00Jiee CKPBITHO;

BO3MOKHOCTH TOJYYUTh JOCTYNl K XOCTy OBICTpO (HE TOBTOpSISI 3aHOBO
MPOIIECC PeaN3alUK YTPO3bI).

«YepHblii BXOA» TMO3BOJIAET HAPYIIMTEN0 BHEAPUTH B CEThb WM Ha
OTIpEeICTICHHBIA XOCT BPEAOHOCHYIO MPOTrpaMMy, HaIIPUMED, «aHATU3aTOP Mapoieii»
(password  sniffer) —  mporpammy,  BBACIAIONIYIO  IOJIB30BATEIHCKUE
UICHTU()UKATOPHI U TAPOJIU U3 CETEBOro Tpaduka mpu paboTe MPOTOKOIOB BEICOKOTO
ypoBHs (ftp, telnet, rlogin u T.1.). O0beKkTaMU BHEIPEHUS BPEIOHOCHBIX MpPOrpamMm
MOTYT OBITh MPOTpaMMBbl ayTeHTU(GUKAIMN U HACHTHU(PUKAIINHA, CETEBbIE CEPBUCHI,
SJIPO OTIEPAIIMOHHON CUCTEMBI, (paitioBas cuctema, OMOIMOTEKH U T. 1.

Hakowner, Ha 3Tane TUKBUAAIMY CIIEJIOB PEATU3allii YIPO3bl OCYIIECTBISETCS
MOTBITKA YHUYTOXXCHHS CJIEIOB JEHCTBUI HapymmTens. [Ipu sTom ymanstorcs
COOTBETCTBYIOIIIME 3alMCH M3 BCEX BO3MOKHBIX JKYPHAJOB ayaWTa, B TOM YHUCIE
3amucu o akTe cOopa HHPpOpPMAIUH.
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5.5. O0mas xapakTepuCcTUKA YIPO3 MPOrPpaMMHO-MaTeMATHYeCKHUX
BO31eHCTBUI

[IporpaMmMHO-MaTEMAaTUYECKOE BO3JEUCTBUE — 3TO BO3JICUCTBUE C MOMOILBIO
BPEIOHOCHBIX IIporpaMM. [IporpaMmoii ¢ NOTEHIMAIBHO OMACHBIMU MOCJIEICTBUSMHU
WIM BPEAOHOCHOW NPOrpaMMOM  Ha3bIBAlOT HEKOTOPYI0 CaMOCTOSITEIIbHYIO
nporpaMmy (HaOOp MHCTPYKIMI), KOTOpask CIOCOOHA BBIMOJIHATEH JH000E HEIyCTOe
MOJIMHOXECTBO CIIEYIONINX (PYHKITHI:

CKpBIBATh IPU3HAKU CBOETO MPUCYTCTBUS B IPOrPAMMHOM CPENE KOMIIBIOTEPA;

o0nagaTh CIOCOOHOCTHIO K CaMOyOJMPOBAHMIO, ACCOLMHUPOBAHUIO CeOsl ¢
IPYrUMU TIporpaMmamMu U (WJIM) TMEPEeHOCy CBOMX (parMeHTOB B HMHBIE 00JacTH
ONEPATUBHOM WJIM BHEIIHEN NAMSATH;

pazpymath (MCKaXaTb NPOU3BOJIBHBIM  00pa3oM) KOJ MporpaMM B
ONEPaTUBHOM MAMSITH;

BBIITOJIHSATh 0e3 WHULIMMPOBAHUS co CTOPOHBI MIOJIb30BATEIIS
(MOJB30BATENLCKOM  MPOrpaMMbl B IITATHOM  PEXHME €€  BBITIOJIHEHHUS)
JNECTPYKTUBHBIE PYHKIUU (KOMUPOBAHUE, YHUUTOXKEHUE, OJTOKUPOBAHUE U T.I1.);

COXpaHsATh (hparMeHThl MH(POpPMAIMK U3 ONEPATHUBHON MaMsITH B HEKOTOPHIX
00JacTsAX BHEIIHEH MaMAITH IPSIMOT0 JTOCTYMa (JIOKAJIbHBIX HIIA YAAJICHHBIX);

UCKa)XaTh TMPOU3BOJIBHBIM 00pa3oMm, OJIOKUpOBaTh M (WJIM) TOJMEHSTH
BBIBOJMMBI BO BHEIIHIO MMaMsITh WM B KaHAJ CBSI3M MacCUB HMHGOpMAIINH,
oOpa3oBaBIIMiiCsT B pe3ynbTrare pabOThl MPUKIAAHBIX MPOTpaMM, WIH YXKe
HaXOJSIINECS BO BHEIIHEN TAMATH MaCCHBBI JaHHBIX.

Bpenonocuele  mporpamMmbl  MOTYT — ObITh ~ BHECEHBI  (BHEIpPEHBI)  Kak
NpeHaMEpEeHHO, TaKk M CIy4alHO B MPOrpaMMHOE OOecreueHHe, HCIOJIb3yeMOe B
NCIIdn, B mporecce ero pa3pabOTKH, COMPOBOXKICHUS, MOAUDUKAIIMK U HACTPOUKHU.
Kpome »sTOro, BpemoHOCHbIE TPOrpaMMbl MOTYT OBITh BHECEHBI B IPOIECCE
skcrutyararmy UCIJIH ¢ BHeITHUX HOcHUTENnel MH(OpMAIK WA TIOCPEICTBOM CETEBOTO
B3anMoJieiicTBus Kak B pe3ysbrate HCJI, Tak u ciydaiino nons3oBatessiMu UCITH.

CoBpeMEHHBIE BpPEIOHOCHBIE IPOrPAMMBI OCHOBaHbl Ha MCIOJIb30BAHUU
ySI3BUMOCTEH PazIMYHOr0 poja MporpaMMHOTO oOecrieyeHus: (CUCTEMHOTr0, O0IIEero,
NPUKJIAJHOT0) M Pa3HOOOpA3HBIX CETEBBIX TEXHOJIOTHH, 00JaJaloT IMIHPOKUM
CHEKTPOM  JIECTPYKTHUBHBIX  BO3MOXHOCTEH  (OT  HECAHKIMOHUPOBAHHOTO
uccienoBanus napametpoB MCII[In Oe3 BmemarenscTBa B (PYHKIIMOHUPOBAHUE
NCIIdH, no yauuroxkenus [1JIH u mporpammuoro obecrnieuenust UCIIJIH) u moryT
JNEUCTBOBATh BO BCEX BHUJAX MPOTrpaMMHOr0 obecrnedeHus (CUCTEMHOTrO,
NPUKJIAJHOTO, B IpaiBepax anmnapaTHOro 00eCeYeH s 1 T.1.).

Hamuune B MUCII[JH BpemOHOCHBIX TMIPOTPAaMM MOXKET CIIOCOOCTBOBATh
BO3HUKHOBEHUIO CKPBITBIX, B TOM YHCJI€ HETPAJUWLHMOHHBIX KaHAJIOB JOCTyNa
K UHGOpPMAIIMH, TO3BOJISIIOIINX BCKPHIBATh, 0OXOAUTH MM OJIOKHPOBATH 3alIUTHBIC
MEXaHU3Mbl, MPEAYCMOTPEHHbBIE B CHCTEME, B TOM 4YHUCJIE MapOJbHYIO
U KpunTorpaduyecKyo 3aliury.

OCHOBHBIMM BUJAMH BPEIOHOCHBIX IPOrpamMM SIBJISIFOTCSL:

IPOrpaMMHBIE 3aKJIAJIKU;

KJIACCUYECKHE MTPOrpaMMHBbIe (KOMITbIOTEPHBIE) BUPYCHI;

BPEJIOHOCHBIE MPOTPAMMBI, PACIIPOCTPAHSIOIIMECS 110 CETH (CETEBBIC YEPBH);

IpyTHe BPEAOHOCHBIE POrpaMMBl, ITpeIHa3HauYeHHbIe 11 ocymecTBienns HC/I.
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K mnporpamMMHBIM 3akiajikaMm OTHOCSITCS MPOrpamMMbl, (parMeHThl KOJa,
UHCTPYKINH, (HOPMHUPYIOIIHME HEIEKIapUPOBAHHBIE BO3MOXXHOCTH IMPOTPAMMHOIO
oOecrieueHus. BpenoHOCHBIE NpOrpaMmbl MOTYT IEPEXOJUTh M3 OJHOTO BHUAA B
JIpYyrou, Hampumep, MporpaMMHasi 3aKJiaJika MOXKET CreHEepPUpOBaTh MPOrPAMMHBIN
BUPYC, KOTOPBIH, B CBOIO OYepeib, MMONaB B YCIOBHUS CETH, MOXKET C(HOPMHUPOBATH
CETEBOI0 YepBi WIM APYIYI0 BPEJOHOCHYIO IPOrpaMMmy, MNpPeIHA3HAUYCHHYIO IS
ocymectBienus HCJI.

Knaccudukanus nporpaMMHBIX BUPYCOB U CETEBBIX YEpBEHl IMpeicTaBieHa Ha
pucynke 14. Kparkas xapakTepuCTHKa OCHOBHBIX BPEAOHOCHBIX IMPOTPaMM CBOJUTCS
K CIeAyIoleMy. 3arpy304Hble BUPYChI 3alUCHIBAIOT ce0s1 MO0 B 3arpy304YHbINA CEKTOP
mucka (boot-cextop), MO0 B CEKTOP, COAEPKAIIMIA CUCTEMHBIN 3arpy34lK BUHUYECTEpa
(Master Boot Record), mubo MeHsAIOT yka3zaTelb Ha aKTUBHBIM boot-cexTop. OHH
BHEJIPAIOTCS] B TIAMATh KOMITBIOTEpA TMPH 3arpy3ke ¢ MHPHUIMpoBaHHOTO Aucka. [Ipu
TOM CHUCTEMHBIM 3arpy34MK CUWTBIBAET COJEPKHMOE IIEPBOIO CEKTOpa IUCKa, C
KOTOPOTO MPOM3BOAMTCS 3arpy3ka, MOMEIIaeT CYUTAHHYI0 UH(DOPMAIIHIO B MaMSITh U
nepesaeT Ha Hee (T.€. Ha BUpYC) ynpasiieHue. Ilocne 3Toro HauMHAIOT BBITOTHSITHCS
WHCTPYKIIUU BUPYCa, KOTOPBIM, KaK MPaBUJIO, YMEHBIIAET 00beM CBOOOIHON MaMsTH,
KOMHUPYEeT B OCBOOOJIMBIIEECS MECTO CBOM KOJI M CYHUTHIBAET C JHCKa CBOE
OPOAODKEHHE (€CIM OHO €CTh), EPEXBATHIBAET HEOOXOAMMBIE BEKTOpa MpPEpPhIBAHUIMA
(06b1yHO — INT 13H), cunThIBaeT B NaMsITh OPUTMHAIBHBINA bOOt-CEKTOp U nepesaeT Ha
HEro yIpaBJICHHUE.

B nanpHeiimem 3arpy3ouHblii BUPYC BEAET ceOs Tak ke, Kak (DailIoBBI:
NepexBaThiBA€T OOpAIICHHS ONEPAIIMOHHON CHUCTEMBI K IMCKaM U MHOUIIMPYET UX, B
3aBUCUMOCTH OT HEKOTOPBIX YCIOBUM COBEpIIACT JIECTPYKTUBHBIE JIEHCTBHS,
BBI3BIBACT 3BYKOBBIE A (PEKTHI MU BUIC0IHPEKTHI.

OCHOBHBIMU  JIECTPYKTUBHBIMU  JCHCTBUSMH,  BBITIOJHIEMBIMH  JTUMHU
BUPYCaMH, SIBIISIIOTCS:

YHUYTOXEHUE MHPOPMAIINH B CEKTOPaX AUCKET U BUHYECTEPA;

UCKJIFOUEHHE BO3MOKHOCTH 3arpy3Kd OINEpPAallMOHHON CHCTEMBI (KOMIIBIOTED
«3aBHUCACT?);

UCKaKEHUE KOJIa 3arpy34HKa;

(dopMaTupoBaHUE AUCKET WM JIOTHUECKUX JUCKOB BUHUECTEPA,;

3akpeiTue gocryna Kk COM- u LPT-noprawm;

3aMeHa CUMBOJIOB TP M€YATH TEKCTOB;

MOJIEPTUBaHUS IKPAHA;

U3MEHEHHE METKHU JUCKA WU TUCKETHI,

co37[aHue MCeBA0COONHBIX KIIACTEPOB;

CO3/IaHHE 3BYKOBBIX H(WIM) BU3YaIbHBIX 3(P(}EKTOB (HampuMmep, NajeHUe
OyKB Ha dKpaHe);

nopya ¢aiIoB TaHHBIX;

nepes3arpyska KOMIIBIOTEpa;

BBIBOJI Ha DKPaH pa3HOOOPa3HBIX COOOIICHUM;

OTKJItOUCHHE NepUdEepUNHBIX YCTPOUCTB (HAPUMED, KIaBUATYPHI);

M3MEHEHHUE MAIUTPHI IKPAHa;

3arMoJHEHUE IKpaHa MOCTOPOHHUMH CUMBOJIAMHU WJIU U300paKEHUSMH;
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NoralieHue 3KpaHa v MepeBO/l B PEKUM OXKUAAHUS BBOJA C KIaBUATYPBI;
mudpoBaHUE CEKTOPOB BUHUYECTEPA;

BBIOOPOYHOE YHUYTOXEHUE CHMBOJIOB, BBIBOJUMBIX Ha HJKpaH MpU HaOope
C KJIaBUATYPBI;

yMEHbIIEHUE 00beMa ONePaTUBHON MaMSITH;

BBI30B NI€YaTH COAEPKUMOI0 IKPAHA;

OJIOKMPOBaHUE 3alIUCH HA JIUCK;

yHuuTOReHue Tabmunbl pa3zdbuenus (Disk Partition Table), mocnme sToro
KOMIIBIOTEP MOKHO 3arpy3UTh TOJIBKO C (PIOMIH-UCKA;

0JIOKMpPOBAHUE 3aIyCKa UCTIOTHSAEMBIX (DailsioB;

0JIOKMpOBaHUE JOCTYIAa K BUHUECTEPY.

BonbIIMHCTBO 3arpy30YHBIX BUPYCOB MEPE3AMUCHIBAIOT ce0sl Ha (hIIOMIU-AUCKH.

@ailioBble BHPYChl MPU CBOEM PAa3MHOKEHHMM TEM WJIM HHBIM CIOCOOOM
UCTOJIb3YIOT (PaiiyIoBYI0 CUCTEMY KaKOH-IMOO ornepairoHHoM cuctemsl. [1o crocoly
3apaxxeHus  (aiJioB  BUPYCHl JIENATCA Ha  3aMermamomme  («overwritingy),
napasuTHieckue («parasitic»), KOMIIAaHbOH-BUPYCHI («companiony), «link»-BUpPYCHI,
BUPYCHI-UEPBU M BUPYCHI, 3apaxatomiue o0bekTHblie moaynu (OBJ), Oubnuorexku
koMnisiTopoB (LIB) u ucxogubie TEKCTHI TPOTpaMM.

Meton 3apaxkeHuss «overwriting» sBJIsIeTCS HauOoJiee MPOCThIM: BUPYC
3alMChIBACT CBOM KOJ BMECTO KoOJAa 3apaxaemoro (aiija, yHUYTOXas €ro
comepxkumoe. EcrtecTBeHHO, uTO mpu 3TOM (haiim mepecraer paboTaTh W HE
BOCCTaHaBIUBaeTcA. Takue BUPYChbl O4YEHb OBICTPO OOHAPYKMBAIOT ce0s, TaK Kak
OlepalroOHHasl CUCTEMA U MIPUIIOKEHUS JOBOJIBHO OBICTPO NEpecTaroT padoTaTh.

K mapasurnueckum OTHOCSATCA Bce (DailJloBble BHUPYCHI, KOTOpbIE MIPH
pacnpoCTpaHEHUH CBOMX KOMHM 0053aT€IbHO HM3MEHSAIOT COJAEPXKHUMOE (DaiiioB,
OCTaBJIsIsi caMu (pailyibl MPU STOM TMOJHOCTHIO WJIM YaCTHUYHO PabOTOCTIOCOOHBIMH.
OCHOBHBIMH THUTIAMU TAKUX BUPYCOB SBJISIOTCS BUPYCHI, 3aMMCHIBAIONINECS B HAYAJIO,
cepenuHy wid KoHell (aiinmoB. OTHEnbHO CIEAyeT OTMETUTh JIOBOJBHO
HE3HAYUTEIbHYIO TPYNNY Mapa3UTHUYECKUX BUPYCOB, HE MMEIOIIMX «TOYKH BXOZa»
(EPO-Bupycbl — Entry Point Obscuring viruses). K HUM OTHOCSTCS BUPYCBHI, HE
3aMuChIBAIOIINE KOMaHAy Mepenaydn yrpaiieHus B 3arojioBok COM-daiinos (JMP) u
HE W3MEHAIONINE ajapec To4yku ctapta B 3aronoBke EXE-daiinoB. Takue BHpyCHI
3aMKCHIBAIOT KOMaHIy Mepexoja Ha CBOM KO/ B Kakoe-1100 MECTO B cepeinHy ¢aiina
U TIOJTy4aroT YIIpaBJeHUE HE HEMOCPEJCTBEHHO MPHU 3alycKe 3apakeHHoro Qaiiia, a
IpU BBI30BE MPOIEAYPHI, COAEpKaLIeH KOJ MepeAadyn YIpaBieHUs Ha TEJO BUpyca.
[Ipuyem BBINOMHATHCA 3Ta MPOLEAypa MOKET KpailHe peko (Hampumep, MpU BBIBOJE
COOOIIEHUSI 0 KaKoW-1Mbo crennduueckoil ommoOke). B pesynpraTe BHPYC MOXKET
JIOJITUE TOJBI «CHaTh» BHYTpU (ailyia W MPOSIBUTH C€0S TOJBKO IMPU HEKOTOPHIX
OTPaHUYCHHBIX YCIOBUSX.

K kateropun «koMmnaHbOH» OTHOCSITCSI BUPYChI, HE MU3MEHSIONINE 3apaskaeMble
(aiinbl. AITOpUTM pabOThI 3TUX BUPYCOB COCTOUT B TOM, UTO JJIsl 3apaskaeMoro ¢aiina
co3iaercs (haia-IBOMHUK, NpUYEM TpHU 3alyCcKe 3apakKeHHoro (aiiia ynpaBieHHe
[OJly4aeT MMEHHO 3TOT JIBOMHUK, TO ecTh BHpyc. Hambosiee pacmpocTpaHeHbI
KOMIIaHOH-BUPYCHI, UCTIOB3YIOITHE 0COOeHHOCT, DOS mepBbIM BBITIONHATE (DaiiiTbI
¢ pacmupenueM .COM, ecnu B OJJHOM KaTajlore MPUCYTCTBYIOT JBa (hailia ¢ OAHUM
U T€M € UMEHEM, HO pa3inuuHbiMu paciupenusimu umenu — .COM u .EXE. Takue
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Bupycsl coznatoT a1t EXE-daiino daitnbi-criyTHUKH, UMEIOIIKE TO K€ cCaMoe UMsI, HO
¢ pacumpenueM .COM, unanpumep, mns ¢aiina XCOPY.EXE co3nmaercs daiin
XCOPY.COM. Bupyc 3anuceiBaercs B COM-(aiin n Hukak He uzmensier EXE-daiin.
ITpu 3amycke Takoro daiiina DOS nepBeiM 00HApYXHUT U BeIIOJHUT COM-paitn, TO
€CTb BUpPYC, KOTOpbIil 3areM 3anmyctuT u EXE-¢aiin. Bropyto rpymmy cocTaBisioT
BUPYChI, KOTOpbIE MpPU 3apaKEHUU MEPEMMEHOBBIBAIOT (aill B Kakoe-Tmbo Ipyroe
UMsl, 3alIOMUHAIOT €ro (I MOCJIEIYIOEro 3anycka (aityia-xo3siuHa) U 3aMKUChIBAIOT
CBOI KOJI Ha JWCK IOJ] UMEHEM 3apakaeMoro (Qaitna. Hanpumep, daiin XCOPY.EXE
nepeumeHoBbiBaeTcsi B XCOPY.EXD, a Bupyc 3amuchiBaeTcs I0J HUMEHEM
XCOPY.EXE. Ilpu 3amycke ympaBi€HHUE IMOJIydaeT KOJ BHUpPYCa, KOTOPBIM 3aTeM
3anyckaer opuruHaiabHbli XCOPY, xpansmmiicas nox wumeHem XCOPY.EXD.
WNuTepecen TOT (akT, YTO [AaHHBIA MeToJI paboTaer, MO-BUAUMOMY, BO BCEX
ONEpAallMOHHBIX CHCTeMax. B Tperbio rpynmy BXOOAT TaK  Ha3bIBaeMbIe
«Path-companion» Bupycsl. OHHM MO0 3aMUCHIBAIOT CBOW KOA TIOJI HMMEHEM
3apakaeMoro ¢aiiia, HO «BBINIE» HAa OJUH YPOBEHb B MPOMHUCHIBAEMBIX ITyTIX
(DOS, Takum oOpa3oMm, TEpBbIM OOHAPYKUT U 3amyCTHT (aii-Bupyc), J1OO
NEepEeHOCAT Pailyi-KepTBY Ha OJIMH MOJIKATAJIOT BBILLIE U T. 1.

Bo3moxkHO  cyniecTBOBaHME M APYrMX  THUIOB  KOMIIAHHOH-BHPYCOB,
UCIOJIB3YIOIIMX  WHBIE OPUTMHAJIBHBIE MJAEHM WIM  OCOOEHHOCTH  JPYruX
ONEPALIMOHHBIX CHCTEM.

@aitioBbIe YEPBU (WOTrmMS) SABJISAIOTCS, B HEKOTOPOM CMBICIIE, PA3HOBHIHOCTBIO
KOMIIaHbOH-BUPYCOB, HO TIPH 3TOM HHUKOMM 00pa3oM HE CBS3bIBAIOT CBOE
OPUCYTCTBUE C KAaKUM-JTMOO BBINONHSAEMBIM (aiiiaom. [Ipyu pazMHOXKEHUN OHU BCETrO
JUIIb KOMUPYIOT CBOM KOJ B Kakue-IMOO KaTajord JHUCKOB B HAJEXKJAE, YTO 3TH
HOBBIE KOMHMHM OYyIyT KOrjaa-iu0o 3amylieHbl Mojb3oBareneM. VHorna 3tu BHPYCHI
JAI0T CBOMM KONUSIM «CIELMAIbHBIE» UMEHA, YTOObI MOATOJIKHYTH MOJb30BaTENs Ha
3anyck cBoeil komun — Hanpumep, INSTALL.EXE wumu WINSTART.BAT.
CymiecTByIOT BHUPYCBHI-UE€PBH, HCIOIB3YIONIME JIOBOJIBHO HEOOBIYHBIE IPUEMBI,
HaIpuMep, 3anuchiBaroiue cBou konuu B apxuBsl (ARJ, ZIP u npoune). HexkoTopsie
BUPYChl 3alMCHIBAIOT KOMAaHAY 3amycka 3apaxeHHoro ¢aina B BAT-daiinsl.
He cnenyer myrare (hailyloBble BHUPYCBHI-UYEPBU C CETEBbIMH 4epBsMU. llepBeie
UCIIOJIB3YIOT TOJIbKO (pailioBbie (DYHKIMH KaKOW-THMOO0 OMNEPaIlMOHHON CHCTEMBI,
BTOPBIE K€ MPU CBOEM PA3MHOKEHUH MOJIB3YIOTCS CETEBBIMHU MPOTOKOJIAMH.

Link-Bupycel, Kak ¥ KOMIAaHbOH-BUPYCHI, HE HU3MEHSIOT (PUINYECKOTO
COJIEP’)KUMOTO (HalisIoB, OJHAKO MPHU 3alyCKe 3apakeHHoro ¢aina «3acrapistor»y OC
BBIMOJHUTh CBOM KOJ. DTOM II€IM OHM JIOCTUraroT Mojaudukaiue HeoOXOIUMBbIX
noJiel (paityioBOM CUCTEMBI.

Bupycei, 3apaxaromniye OHMOIUOTEKH KOMIWISITOPOB, OOBEKTHBIE MOy H
UCXOJIHbIE€ TEKCThl MPOTrpaMM, JOCTATOYHO SK30TUYHbI U TMPAKTUYECKH HE
pactipoctpaHenbl. Bupycsl, 3apaxatomue OBJ- u LIB-(aiinpl, 3anuceiBaloT B HUX
cBOM koA B (hopmaTe OOBEKTHOTO MOJIYJS WM OUOIMOTEKH. 3apakeHHbIN Gaii,
TakKUM 0Opa3oM, HE SBIISIETCS BBIIIOJHSIEMBIM W HE CIOCOOEH Ha JanbHeHIiee
pacnpocTpaHEHUE BHpYycCa B CBOEM TEKYIIEM cocTosiHMU. Hocurenem ke «KUBOTO»
Bupyca cranoBurcst COM- wim EXE-aiin.

[TomyuuB ympaBneHue, (aWIoOBBIA BHPYC COBEPIIACT CIEAYIONINE OOIIHe
JICHUCTBUA:
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IPOBEPSET ONEPATUBHYIO MaMsATh HA HAJIWYME CBOEH KONUU U MHPUUUPYET
naMsATh KOMIIBIOTEpA, €CIM KONUS BHpYyca HE HaiijeHa (B clly4ae, €ClIu BUPYC
SBJISICTCS] PE3UCHTHBIM ), UIIET HE3apaXECHHBIC (hailyibl B TEKYIIEM U (WJIM) KOPHEBOM
KaTajore IyTeéM CKaHMpOBAaHMs JEpeBa KaTaJoOroB JOIMYECKMX JTUCKOB, a 3aTeM
3apaxxaeT oOHapyKeHHbIE (halbl;

BBITNIOJIHAET JIONOJIHUTEIbHBIE (€CIM OHU €CTh) (DYHKIMHU: JECTPYKTHBHBIE
NeNcTBUsA, rpad)uuecKre Wik 3ByKOBbIE 3(D(PEKTHI U T.1. (IONOJHUTEIbHBIE (DYHKIIMH
PE3UJIEHTHOTO BHpYyCa MOTYT BBI3BIBATBCS CIYCTSI HEKOTOPOE BpeMs IOcie
aKTUBU3AllMM B 3aBUCUMOCTH OT TEKYILEro BpPEMEHH, KOHQUIYpalUU CHUCTEMBI,
BHYTPEHHUX CUETYMKOB BUpPyCa WIM JIPYTHMX YCJIOBHUH, B 3TOM Clly4ae BUPYC IpH
aKTUBM3aLUKU 0O0pabaThIBAET COCTOSIHUE CUCTEMHBIX YacoOB, YCTAaHABIIUBAE€T CBOU
CYETUYUKHU U T.1.);

BO3BpAIlla€T  YINpaBJIEHUE OCHOBHOW Tmporpamme (€ciMm OHa  €CTh).
[lapasuTnueckue BUPYCHl IPU 3TOM JUOO Jjiedar ¢ailyl, BBIIOJHSAIOT €ro, a 3aTeM
CHOBA 3apa)karoT, JUOO BOCCTAHABIMBAIOT Mporpammy (HO He (ailil) B UCXOIHOM
Buje (Hanpumep, y COM-miporpaMMbl BOCCTaHABIMBAETCA HECKOJIBKO NEPBBIX OailT,
y EXE-nporpaMMbl BBIYMCISETCS MCTUHHBIM CTapTOBBIM ajpec, y JApanBepa
BOCCTaHABJIMBAIOTCS 3HAYEHUS aJPECOB MIPOrpaMM CTPATETUU U IIPEPHIBAHUA).

HeoOxonmuMo OTMETHUTH, YTO 4YeM OBbICTpee pacHpOCTPaHSETCS BHPYC, TEM
BEpPOATHEE  BO3HMKHOBEHHWE JNUAEMHMHM  3TOr0  BUPYCa, 4YE€M  MEIJICHHEE
pacrpocTpaHsieTcsl BUPYC, TEM CJIOXKHEE €ro OOHapy>KuTh (€CiIH, KOHEYHO e, ATOT
BUpYC Heu3BecTeH). HepesuneHTHbIE BHPYChl 4acTO SBISIOTCS «MEAJIEHHBIMI —
OOJIBIIMHCTBO M3 HUX IPH 3aIyCKE 3apa)kacT OJIMH WJIM ABa-TpH (ailia U He ycreBaeT
3aMOJIOHUTh KOMIIBIOTEpP JO 3alycka aHTUBUPYCHOM MpOrpaMMbl (MJIM MOSBICHHS
HOBOW BEpPCHM aHTHBHUPYCA, HACTPOCHHON Ha AaHHbIN BUPYC). CylIecTBYIOT, KOHEYHO
e, HEepEe3UICHTHBIE «OBICTPHIC» BUPYCHI, KOTOPBIE MPHU 3aIlyCKe HILYT U 3apaxkaroT
BCE BBINOJIHAEMBIE (ailyibl, OJHAKO TaKUE€ BUPYChl OUEHb 3aMETHBI: IPH 3aIyCKe
KaXJI0r0 3apaXCHHOro (paijga KOMIIBIOTEP HEKOTOPOE (MHOT/AA JOCTAaTOYHO JI0JITOE)
BpeMsl aKTUBHO pabOTaeT C BHHYECTEPOM, UYTO JeMackupyer Bupyc. CKOpoCTb
pacnpocTpaHeHus: (MHPUIUPOBaHUS) Y PE3UCHTHBIX BUPYCOB OOBIUHO BBIILIE, YEM Y
HEPE3UJICHTHBIX - OHU 3apakaroT (aiibl MpU Kakux-IHOo oOpailleHusxXx K HuM. B
pe3yabTaTe Ha JAMCKE OKa3bIBAIOTCS 3apaXCHHBIMH BCE€ WM TOYTH Bce (paiiibl,
KOTOpbIE TIOCTOSIHHO UCHONB3YyloTCss B padore. CKOpPOCTh pacHpoCTpaHEHHUs
(uHUIIIPOBaHUS) PE3UJICHTHHIX (DAMIIOBBIX BHUPYCOB, 3apakaroluxX (aiyibl TOIBKO
IPU UX 3aIyCKE Ha BBINOJHEHHUE, OyIET HUXKE, YEM Y BUPYCOB, 3apakarolux (Qailsibl 1
pU UX OTKPBITUH, IEPEUMEHOBAHUN, U3MEHEHUH aTpUOyTOB (aiina u T.1.

Takum o00pa3oM, OCHOBHBIE JECTPYKTHUBHBIE JCHCTBHUS, BBIOIHIEMbIC
¢ailioBBIMH BUpYyCaMH, CBS3aHbl C TOpakeHHEM (ailyioB (Jallle MCIONHIEMbIX WIN
¢ailioB JaHHBIX), HECAaHKIIMOHMPOBAHHBIM 3aIyCKOM Pa3IWYHBIX KOMaHJI (B TOM
qucie, KoMaH (OpMaTUPOBAHUS, YHUUTOXKEHUS, KOMMPOBAHUS U T.II.), U3MEHEHUEM
TaOJIMIIBI BEKTOPOB MpepbIBaHUN U p. BMecTe ¢ TeM, MOTYT BBINOJHATHCS U MHOTHE
NECTPYKTUBHBIE JEHCTBUSA, CXOJHbIE C TEMH, KOTOPbIE YKa3bIBAIUCh IS
3arpy304HbIX BUPYCOB.

MaxkpoBupycsl (macro viruses) SBIAIOTCA IpOorpaMMaMu Ha  S3bIKax
(MaKposI3bIKax ), BCTPOCHHBIX B HEKOTOPBIE CUCTEMBI 00pAaOOTKHN JaHHBIX (TEKCTOBBIC
PEAAKTOPBI, JJIEKTPOHHBIE TAaOIUIIBI U T.A.). {15 CBOET0 pa3sMHOXKEHHS TAKUE BUPYCHI
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UCIIOJIB3YIOT BO3MOXKHOCTH MAaKpOSI3BIKOB W TPU WX TMOMOIIM TMEPEHOCIT cels u3
OJIHOTO 3apakeHHOTO (haiina (MoKyMeHTa uinu Tabnuibl) B apyrue. Haubonbiiee
pactpocTpaHEHUE TONYYWIM MaKpPOBUPYCHI IS IMAaKeTa MPUKIATHBIX IMPOTpamMm
Microsoft Office.

JUist  cyluecTBOBaHMS BHPYCOB B KOHKPETHOM cHcTeMe (pelakTope)
HEOOXOIMMO HATMYUE BCTPOSHHOTO B CUCTEMY MAKpOSI3bIKa C BO3MOXXHOCTSIMHU:

1) mpuBS3KH MTPOrpaMMBbl HA MAKPOSI3bIKE K KOHKPETHOMY (haiiiny;

2) KONMMPOBAHUS MAKPOIIPOTrpaMM U3 OAHOTO (aiina B Ipyroii;

3) modydeHHus  YNpaBJICHUS  MakpolporpamMmoil  0e3  BMeIIaTeNbCTBa
M0JIb30BaTelNsl (ABTOMAaTUYECKHUE UM CTAaHAAPTHBIE MAaKPOCHI).

JlaHHBIM YCJIOBHUSIM  YJIOBJIETBOPSIIOT TMpPHUKIaJHbIE Tporpammbl  Microsoft
Word, Excel u Microsoft Access. OHu conepxat B cebe makposizbiku: Word Basic,
Visual Basic for Applications. [Ipu sTom:

1) MakporiporpaMMbl TIPUBSI3aHBl K KOHKPETHOMY (aillly WU HaXOIATCS
BHYTpH (haiina;

2) MakpoOsI3bIK  TO3BOJISIET  KOMHUPOBaTh  (pailibl WM TepeMeniaTh
MaKpOTIPOTPaMMBI B CITy>KeOHBIE (haiiIbl CUCTEMBI M peJaKTUPyEeMbIe (Dailiibr;

3) npu padote ¢ QailzioM IpH ONpPENEIECHHBIX YCIOBUAX (OTKPBITHE, 3aKPBITHE
U T.J.) BBI3BIBAIOTCS MaKpOIPOrpaMMBbl (€CIIU TaKOBBIE €CTh), KOTOPBIE ONpe/eIeHbI
CHeIHaTbHBIM 00pa3oM WJIM UMEIOT CTaHIapTHHIE HMEHA.

JlanHass OCOOCHHOCTh MAaKpOS3BIKOB TMpeAHa3HaueHa Il aBTOMAaTHYECKON
00pabOTKM JaHHBIX B OOJIBIINX OPraHU3ALUAX I B TJIOOAIBHBIX CETSIX U MO3BOJISET
OpraHu30BaTh TaK Ha3bIBAEMbI «aBTOMATU3UPOBAHHBIN JTIOKyMeHTO000poT». C
JIPYroil CTOPOHBI, BO3MOKHOCTH MAaKpOSI3bIKOB TAaKMX CHUCTEM IO3BOJISIIOT BUPYCY
NEPEHOCUTDh CBOM KOJ B Apyrue Qailyibl U TaKuM 00pa3oM 3apakaThb UX.

BonabImMHCTBO MakKpOBUPYCOB AaKTHUBHBI HE TOJILKO B MOMEHT OTKPBITUS
(3akpeITH) (haiiya, HO 10 TeX MOp, MOKa aKTUBEH caMm peaakTop. OHU comepkar Bce
cBou (ynknuu B Buae craHaaptHbix makpocoB Word/Excel/Office. CymectBytor,
OJTHAKO, BUPYCHI, HUCTIOIL3YIOMNE MPUEMBI CKPBITHS CBOETO KOJa U XPAHSIIHE CBOU
KOJ B BHJIE€ HE MakpocoB. M3BeCTHO Tpu MOJOOHBIX MpUEMa, BCE OHU HCIOJIB3YIOT
BO3MOKHOCTh MaKpOCOB CO37[aBaTh, PEJaKTUPOBATh U HUCIIOJIHATH JIPYTHE MAKPOCHI.
Kak mpaBwiio, mogoOHble BUPYChI MMEIOT HEOOJBINON (MHOTJAA — MOJUMOP(HBIN)
MaKpOC-3arpy3uuK BUPYCa, KOTOPBIN BBI3BIBAET BCTPOCHHBIN PEIAKTOP MaKpOCOB,
CO3/1aeT HOBBI MaKpOC, 3alOJIHSIET €r0 OCHOBHBIM KOJOM BHPYCa, BBITIOJTHSET U
3aTeM, Kak MpaBWIO, YHUYTOXKAET (YTOOBI CKPBITH CIEIbl MPUCYTCTBUS BUpPYCA).
OCHOBHOM KOJI TAKMX BUPYCOB MPUCYTCTBYET JUOO B CAaMOM MaKpoce BUpYyca B BUJIE
TEKCTOBBIX CTPOK (MHOTJa — 3almU(pOBaHHBIX), JHOO XpaHUTCI B 00JacCTH
NEepPEeMEHHBIX JOKYMEHTA.

K ceTreBbIM OTHOCATCS BHUPYCHI, KOTOpBIE JJIi CBOETO PACIPOCTPAHCHHUS
AKTUBHO MCIOJIb3YIOT MPOTOKOJBI U BO3MOXKHOCTH JIOKAJIBHBIX U T100aTbHBIX CETEH.
OCHOBHBIM TMPUHIUIOM pPabOTBI CETEBOTO BHUpYyCa SBISIETCS BO3MOXKHOCTH
CaMOCTOSITENILHO TIepelaTh CBOW KO/ Ha yAaJeHHBIA cepBep WM pabodylo CTaHIIHIO.
«IlonHOLIEHHBIE» CETEBbIE BUPYCHI MPH STOM OOJAJAIOT €II€ M BO3MOXHOCTBHIO
3aIlyCTUTh HA BBIIIOJIHEHHE CBOM KOJ Ha yAAJEHHOM KOMIBIOTEpPE WIIM, IO KpalHEeu
Mepe, «IOATONKHYThY MOIb30BaTENs K 3allyCKY 3apa’kKeHHOTrOo (haiina.
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BpenonocHeiMu nporpammamu, obecneunBaromuMu ocyiectsienne HC/I,
MOTYT OBITh:

MIpOrpamMMbl oAOOpa ¥ BCKPBITHSI TAPOJIEH;

IIPOTPaMMBbl, PEATU3YIOIIHUE YTPO3BbI;

MIPOTPaMMbl,  JT€MOHCTPUPYIOIIME  HCIOJIb30BAHHE  HEAEKIAPUPOBAHHBIX
BO3MOXHOCTEH MPOrpaMMHOI0 U IIporpammHo-anmnapatHoro odecneuenus UCIIH;

IIPOTPaMMBbI-T€HEPATOPBI KOMIIBIOTEPHBIX BUPYCOB;

IIPOTPaMMBI, JNEMOHCTPUPYIOLINE YSA3BUMOCTH CPEACTB 3aIIUTHI
uHpopMauu U Jp.

B cBA3M ¢ yCIOXXKHEHMEM W BO3pacTaHMEM pPAa3HOOOPA3Msl MPOrPaMMHOIO
o0ecreueHms YUCiI0 BPEAOHOCHBIX MporpaMM ObIcTpo Bo3pacTaeT. CeroqHs N3BECTHO
6osee 120 ThICSIU CUTHATYP KOMITBIOTEPHBIX BUPYCOB. BMecTe ¢ Tem, aneko He Bce U3
HUX IMPEACTABISIIOT PEaJbHYI0 YIrpo3y. Bo MHOrMX ciydasx yCTpaHEHHUE yS3BUMOCTEMN
B CUCTEMHOM WJIM MPUKIIATHOM MIPOTPAMMHOM 00€CIIE€YEHUH MPUBEJIO K TOMY, YTO Psij
BPEIOHOCHBIX MPOTPaMM YX€ HE CHOCcOOE€H BHEAPUTHCA B HHUX. YacTO OCHOBHYIO
OMACHOCTH MPEACTABISAIOT HOBBIE BPEIOHOCHBIE TPOTrPaMMBI.

5.7. O0mas xapakTepuCTUKA Pe3yJIbTATOB HECAHKIIHUOHUPOBAHHOI' 0
WIH CJIy4allHOI'0 J0CTyNa

Peanuzaums yrpo3 HCJl k mHpoOpmManum MOKeT NPHUBOAUTH K CIEAYIOLIUM
BUJIaM HapyLIEHUs ee 0€30IaCHOCTH:

HApYIICHUI0  KOH(PUIECHIHAIBHOCTH (komupoBaHUE, HEMPABOMEPHOE
pacnpocTpaHeHue);

HapYLIEHUIO LIETIOCTHOCTU (YHUUTOKEHUE, U3MEHEHUE);

HapYLIEHUIO TOCTYMHOCTH (OJIOKUPOBAHUE).

Hapymenne koH(UIEHIMAIBHOCTH MOXET OBbITh OCYILECTBIEHO B CIydae
yT€UKU UH(pOpMaLUU:

KOIIMPOBAHUS €€ Ha OTUY>KJIa€Mble HOCUTEIN UH(DOpMAIIHH;

IIepelauy ee Mo KaHaJlaM Iepejauy JaHHBIX;

OpU MPOCMOTPE WIM KOIMHUPOBAHMM €€ B XOJ€ PEMOHTa, MOAU(PHUKALUU
Y YTHJIM3ALMK IPOTPaMMHO-aNapaTHbIX CPEJCTB;

pu «cOOpKe Mycopa» HapyiuTeneM B mporiecce skcryaramuu UCIIx.

Hapyuienne nenoctHocTH HHPOPMaLUK OCYIIECTBIIAECTCA 3a CUET BO3AEHCTBUA
(Moau(uKanuu) Ha MPOrpaMMBbl U JaHHBIE [TOJIH30BATENS, a TAKKE TEXHOJIOTUYECKYIO
(cucTeMHYI0) HHPOPMAIIHIO, BKITIOYAIOITYTO:

MUKPOIIPOTPAMMBI, JaHHbIE U JApalBepa yYCTPOMCTB BBIYUCIUTEIBHOU
CUCTEMBI;

OpOrpaMMbl, JaHHbIE M JpaliBepa YCTPOMCTB, OOECIEUMBAIOUIUX 3arpy3Ky
OIIEpaLlOHHON CHUCTEMBI;

OporpaMMbl U JaHHbIE (JIECKPUOTOPBI, OINUCATENH, CTPYKTYpbI, TaOJINILIbI
U T.[1.) OIIEPAllUOHHON CUCTEMBI;

IpOrpaMMBbl U JaHHbIE MPUKIIATHOIO IPOrPAaMMHOI0 O0ECTIeUEHUS;

OpOrpaMMBbl U JaHHBIE CIIEIUAJILHOTO MPOrPAMMHOI0 00ECIICUEHHUS;

IIPOMEKYTOUHBIE (OIEpaTUBHBIE) 3HAYEHMS IIPOrpamMM M JAaHHBIX B IIpoLecce
ux 00paboOTKM (YTeHHS/3amKCcH, TpHeMa/lIepenadn) CpeACTBAaMU M yCTPOHCTBAMH
BBIYHCIUTEIbHON TEXHUKH.
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Hapymienne nenoctaoctn unpopmamuu B HCII[IH Moxer Takxke OBITH
BBI3BAHO BHEAPEHUEM B HEE BPEAOHOCHOW MPOrpamMMBbl MPOTPaMMHO-annapaTHOMN
3aKJIa/IKU WIK BO3/IEMCTBUEM HAa CUCTEMY 3allUThl HH(OPMALIMHU WIN €€ AIEMEHTBHI.

Kpome »storo, B MCII/IH BO3MOXHO BO3IEUCTBHE HA TEXHOJOTHYECKYIO
CeTeByl0 HMHQPOPMAIHIO, KOTOpas MOXET oOecneunBaTh (PYHKIIMOHUPOBAHUE
Pa3IMYHBIX CPEJICTB YIIPABJICHUS BEIUUCIUTEIBHON CETHIO:

KOH(Urypauueu ceTu;

aJpecaMy U MapUIpyTU3alUen rnepeaadyn JaHHbIX B CETH;

(yHKUHMOHATBHBIM KOHTPOJIEM CETH;

6e30macHOCTbIO0 UH(GOPMAIIH B CETH.

Hapymienne  goctymHocTd — vHpOpManuu  OOeclieuMBaeTCs  IYTEM
dbopmupoBanus (MoaudUKAIMK) HCXOAHBIX JaHHBIX, KOTOpPbIE IMpU 0OpabOTKe
BBI3BIBAIOT HEIMPaBUIbHOE (PYHKIIMOHHUPOBAHME, OTKA3bl ammaparypbl WIM 3axXBat
(3arpy3Ky) BBIYHCIIUTENbHBIX PECYpCOB CHUCTEMBI, KOTOpbIE HEOOXOAUMBI MJIs
BBITIOJTHEHHUS MTPOTpaMM U pabOThI armapaTyphbl.

VYkazaHHble JEHUCTBHS MOTYT TMPUBECTH K HApPYLIEHUIO WIM OTKa3zy
(YHKIIMOHUPOBAHUSA MPAKTHUECKH JTH00BIX TexHuueckux cpeacts UCI/Ix:

CpeacTB 00pabOTKU HH(POPMAINH;

CpeACTB BBOJIa/BbIBOJIa MH(OpMALINH;

CPEACTB XpaHeHUs1 UH(POpMAIUK;

anmnaparypsl U KaHaJIOB [IEpeAayu;

CPEIICTB 3aIIUThl HH(DOPMAIUY.
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6. TunoBbie MoIeJIH YIP0O3 0€30MACHOCTH NMEPCOHAIbHBIX JAHHBIX,
o0padaTbiBaeMbIX B MHGPOPMAIIMOHHBIX CHCTEMAX MEPCOHATbHBIX TAHHbIX

B 3aBucumoctu ot ueneid u comepxkanus oopaborku I1/IH omepaTop moxer
ocymecTBisaTs 00padotky I1/In B UCIIJIH pa3inudHBIX THUIIOB.

[To crpykrype uH(pOpPMAIMOHHBIE  CHUCTEMBI  TMOAPA3ACISIOTCS  HA
aBTOMAaTU3UPOBAaHHbIC paboure MecCTa, JIOKAJIbHbIE MH(OPMALIMOHHBIE CUCTEMBI U
pacnpeneneHHble HHPOPMAIIMOHHBIE CUCTEMBI.

[To HANMUYWIO TOAKIIOYEHUN K CETSAM CBS3M OOIIEro MOJIb30BaHUS U (WIIN)
CeTSIM MEXIyHapOIHOTO WH(OOPMAIMOHHOTO OOMEHa HH(POPMAIIMOHHBIE CHUCTEMBbI
MOJPA3CISIIOTCS HA CUCTEMBI, UMEIOIINE MOJKIOYCHUS, U CUCTEMbI, HE MMEIOIINE
MOJIKJIFOYEHUH.

[To pexxumy 00pabOTKH MEPCOHANBHBIX JAHHBIX B MHGOPMAIIMOHHON CUCTEME
WH()OPMAIIMOHHBIE CHUCTEMBl TMOJAPA3NETSAIOTCS HAa  OJIHOMOJIB30BATEIIbCKUE U
MHOTOIIOJIb30BATENBCKUE.

[To pazrpannyeHuIo NpaB AOCTYIIA MOJIb30BaTEIEH NHPOPMALIMOHHBIE CUCTEMBI
MOAPA3JLIAIOTCS HAa CUCTEMBbI 0€3 pasrpaHWyeHHUs] MpaB JOCTYNMa M CUCTEMbI C
pasrpaHUyYEHHUEM IpaB JOCTYIIA.

NudopmanmonHsie CUCTEMBI B 3aBUCUMOCTH OT MECTOHAXOXKICHUS HUX
TEXHUYECKUX CPEICTB MOJIPA3ACIAIOTCA HAa CUCTEMbI, BCE TEXHHYECKHE CPEJIICTBA
KOTOpBIX Haxo4ATcs B npenenax Poccuiickon denepanuu, 1 CUCTEMBI, TEXHUYECKUE
CpPEIICTBA KOTOPBIX YACTUYHO WJIMA LIEJTMKOM HaXOIATCA 3a mpenesiamMmu Poccuickou
denepaunm.

B 3aBUCMMOCTHM OT TEXHOJOIHM, COCTaBa M XapaKTEPUCTUK TEXHUYECKHUX
cpeacts MCII/[IH, a Ttaxxe omacHoctn peanmszauuu YBIIJIH m HacTymieHus
MOCJEJACTBUIA B pPE3yJbTAaT€ HECAHKIIMOHUPOBAHHOIO WJIM CIYy4YalHOro JOCTyIla
MOXHO BbLIEIUT cieaytomue tunbl UCITJIH:

aBTOMATU3UPOBAaHHBIE pabouKMe MECTa, HE MMEIOIIUE TOJIKIIOUEHHE K CETSAM
CBSI3U OOIIETO TMOJIb30BAaHUA U (WUJIM) CETAM MEXIYHApOJIHOTO0 WHOOPMAIMOHHOTO
oOMeHa;

aBTOMATH3UPOBAaHHbBIC pabOUMe MECTa, UMEIOIINE TTOJAKIIOUCHHUE K CETSIM CBS3U
00111eT0 T0JIb30BaHMS U (WIIH) CETSIM MEXTyHApPOIHOTO0 HH(OPMAIIMOHHOTO OOMEHA;

nokaneHbie MCIIJIH, He uMeroue MOJIKIIOYEHHE K CeTSIM CBSI3M OOIIETo
MOJIb30BaHUS U (WJI) CETSAM MEXIYHAPOIHOTO HH(POPMAITMOHHOTO OOMEHA;

nokanpHble WCIIJIH, wuMmeromme MOAKIIOYEHHE K CETSAM CBS3M  OOIIEro
MOJIb30BaHUS U (MJIM) CETSIM MEXKIYHAPOAHOTO MH()OPMAIIMOHHOTO OOMEHa;

pacnpenenenubsie UCII/IH, He nMeroIne NoaKII0UYeHre K CETSIM CBSI3U 00I1IeTo
MOJIb30BaHUS U (MJIN) CETSAM MEXIYHAPOJIHOTO HH(POPMAITMOHHOTO OOMEHA;

pactpenenenubie UCII/IH, numeroie NOAKIIOYEHUE K CETSIM CBSI3M OOILEro
MOJIb30BAHUS U (MJIM) CETSIM MEXKIYHApOAHOTO MH(DOPMAIIMOHHOTO OOMEHa.

[TpumennTensHo K 0OCHOBHBIM THNaM MCII/IH coCTaBIsSItOTCS TUIIOBBIE MOJIENIH
yrpo3 Oe3onacHoctu [1/[H, XapakTepusyromipe HACTYIUICHHE pPa3IUYHBbIX BHUIOB
MOCJICACTBUHA B PE3yJIbTaT€ HECAHKIMOHUPOBAHHOIO WJIM CIIyYalWHOTO JIOCTyNna W
peamm3anuu Y BII/H.

Yactable Mozenu yrpo3 6ezonacHocTd I1/IH mMpUMEHUTENbHO K KOHKPETHBIM
NCIIIH cocTaBistoTcsi oneparopamu, 3akazunkamu u paszpadboruunkamu UCIIJIH Ha
ATanax Mx co3JaHus U (WJIK) IKCILUTyaTaluH.
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6.1. TunmoBasi Mmoje/ib Yrpo3 0€30MacHOCTH MEePCOHAIbHBIX JaHHBIX,
o0padaTbiBaeMbIX B ABTOMATH3UPOBAHHBIX Pa004HuX MeCTax,
HMEKIIHX MOAKII0YeHHE K CeTSIM CBSI3H 00111ero noJab30BaHUS
U (MJIH) CeTSM MEKAYHAPOAHOI0 HH(POPMALHMOHHOI0 00MEHA

IIpu o6pabotke II/IlH Ha aBTOMAaTU3UPOBAHHOM pabOYeM MeECTe, WMEIOIIEM
TIOJIKJTFOUCHMSI K CETSIM CBSI3U OOIIETO MOJIH30BAHUS ¥ (WIIH) CETSIM MEXIYHAPOIHOTO
nH(OpMaIMOHHOT0 0OMEHa, BO3MOYKHA peanu3aius ciaeayronmx Y bI1JIH:

yTPO3bl YTEUKU WH(DOpPMAITUU TI0O TEXHUISCKUM KaHaJIaM;

yrpo3sl  HCJ] x [II[In, oOpabaThiBaeMbiM Ha aBTOMATH3WPOBAHHOM
pabodem MecTe.

YTpo3bl yTeukn HHPOpMaIUU 10 TEXHUYECKUM KaHajlaM BKIIIOUalOT B ceOs:

yIpo3bl YTEUKU aKyCTUUYECKOH (peueBoit) nHGOopMaIni;

yTPO3bl YTEUKU BUIOBOI MHGOPMAIIHH;

yIrpo3bl yTeuku uHdopmaiuu mo kanary [IDMUH.

BosnuknoBenne YbBIIJ[H B paccmarpuBaembix MCII[IH 1o TeXHUYECKHM
KaHallaM XapaKTepU3yeTcss TEeMH K€ YCIOBUSAMHU M (aKTopaMu, 4YTO M JJIA
ABTOMATH3UPOBAHHOTO pabovero Mecra, HE MMEIOIIETO MOJKIIYEHUS K CETIM
00II1ero MoJIb30BaHUS U (WIJIH) CETAM MEXIYHAPOAHOTO HHPOPMAITMOHHOTO OOMEHA.

Yrpo3st HCJl B UCII[IH cBsizaHbl ¢ JCWCTBUSIMU HApPYLIUTENIECH, UMEIOIINX
noctyn k HCIIJIH, Britouass monb3oBateneit MCIIH, peanusyrommux yrpo3bl
HenocpenctBeHHo B MCII/IH, a Takke HapymuTeleid, HE MMEIIIMUX J0CTyla K
NCII/IH, peanu3yromux yrpo3bl U3 BHEUIHUX CETEH CBA3M OOIIEro MOJb30BaHUS U
(unn) ceTeil MeXIyHAPOIHOTO HH(OPMAITMOHHOTO OOMEHA.

Yrpo3sl HC/] B UCII/IH, cBSI3aHHBIE C ACHUCTBUSAMHU HAPYyIIUTEICH, UMEIOIINX
noctyn k MCII[IH, aHamOru4yHbl T€M, KOTOPHIE MMEIOT MECTO sl OTIEIbHOIO
APM, He MNOAKIIOUYEHHOTO K CETSIM CBSI3M OONIEro IO0JIb30BaHUS. YTPO3BI
U3 BHEIIHUX CeTEeH BKIIOYAIOT B Ce04:

yIpo3bl «AHallM3a CETeBOTO Tpaguka» C TMepexBaTOM IepeaaBaeMol BO
BHEIIIHUE CETU U MPUHUMAEMOI U3 BHEITHUX ceTel nH(popMaiuy;

Yrpo3bl CKaHMPOBAHUWSI, HAIMPABJICHHBIC HA BBISBICHUE THUMA OINEPALIMOHHOU
cucteMbl APM, OTKPBITBIX TOPTOB U CIIYkO0, OTKPBITHIX COETMHEHUHN U p.;

YI'PO3bI BBISIBJICHUS MTAPOJIEH;

yrpo3bl nonyuenuss HCJI myteM nogmMeHsl TOBEPEHHOTO 00BEKTA;

yrpo3sl Tuna «OTKas3 B 00CIIyKUBAHUNY;

YIpO3bl YAAJIEHHOIO 3aIyCKa NPUIOKECHUN;

yIpO3bl BHEAPEHHUS IO CETU BPEAOHOCHBIX ITPOTPAMM.

6.2. TunoBasi MmojeJib Yrpo3 0€30MaCHOCTH NMEPCOHAIbHBIX JAHHBIX
o0padaTbiBaeMbIX B JIOKAJbHBIX HHPOPMALMOHHBIX CHCTEMAX
NEePCOHAJBHBIX TaHHBIX, HUMEIOIIUX MOK/II04YeHHe K CeTIM CBS3H 001Iero
MOJIb30BAHNS U (WJIN) CeTAM MEKIYHAPOAHOr0 HH(POPMALIMOHHOT0 00MeHAa
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ITpu o6padotke I1/{x B mokanpabIX MUCII/IH, IMEIOMHMX MOIKIIFOYCHUE K CETAM
CBSI3M OOWIEr0 MOJIb30BaHUA M (WJIM) CETAM MEXIyHApOJHOTO HH(OPMALMOHHOTO
oOMeHa, BO3MOKHa peasin3anus cienyromux Y bI/Ix:

yrpo3bl yTeUky HHPOPMAIIUU TI0 TEXHUYECKUM KaHajaM;

yrpo3st  HCJl x IIJln, oOpabaTeiBaeMbIM Ha aBTOMAaTH3WPOBAHHOM
pabouem MecTe.

VYTrpo3bl yTeuku HHPOpMaLUY 110 TEXHUYECKUM KaHajdaM BKIIIOYaOT B ceOs:

yIpo3bl YTEUKU aKyCTUUYECKOH (peueBoit) HHpOpMaLIHH;

yIpO3bl YTEYKU BUAOBON MH(MOpMAIIUH;

yIrpo3bl yTeuku uHdopmaiuu o kanary [IDMUH.

BosuuknoBenune YBII/IlH B paccmarpuBaembix MCIIIH mo TexXHUYECKUM
KaHallaM XapaKTepU3yeTcss TEeMH K€ YCIOBUSAMH M (akTopaMu, 4YTO M JJId
npenapiaymux Tunos MCITH.

VYrpo3st HC/I cBsi3anbl ¢ AEHCTBUSAMU HapyIIUTENEH, UMEIOIIHUX OOCTYI K
NCITOn, Bxmrowas  mosb3oBatenedt  MCII[H,  peanusyronmx  yrpo3sbl
HenocpencrseHHo B MCII/IH, a Takke HapymuTeled, HE MMEIIIMUX J0CTyla K
NCIIIH, peanu3yromux yrpo3bl U3 BHEUIHUX CETEH CBA3U OOIIEro MOJb30BaHUSA U
(nn) ceTeit MeXIyHApPOIHOTO HH(DOPMAITMOHHOTO OOMEHa.

VYrpo3er HCJI, cBsizaHHBIE ¢ ACUCTBUSAMU HApYLIUTENIEH, UMEIOIIUX JTOCTYI
k UCIIJIH, BKJITOYarOT B ce0sl yrpo3bl, aHAJOTUYHBIE TEM, KOTOpPbIE pPealnu3yroTCs
B oTAeabHOM APM, He uMeEIomEeM TMOAKIIOUYEHUs K CEeTAM CBA3U OOIIEro
MO0JIb30BAHUS.

VYTpo3bl U3 BHEIIHUX CETEH BKIIOYAIOT B ceOsl:

yIrpo3bl «AHalKM3a CETeBOro Tpaduka» ¢ MepexBaTOM IepeJaBaeMod BO
BHEIIHUE CETH U MPUHUMAEMON U3 BHEITHUX ceTel nHpopmanuu;

yIpo3bl CKaHUPOBAHMS, HAIPABICHHBIE HAa BBISBIICHUE THUIA OINEPALMOHHON
cuctembl UCIIJIH, ceTeBbIX aApecoB pabOUMX CTAHIIMMI, OTKPBITHIX TTIOPTOB U CITYXKO,
OTKPBITBIX COEAUHEHUN U JIP.;

YI'PO3bI BBISIBJICHUS MTAPOJIEH;

yrpo3ssl nonyuenuss HCJI myTem moamMeHsl JOBEpEHHOTO 00BEKTA;

yrpo3bl Thna «OTKa3 B 00CITyKUBAaHUNY;

YIpO3bl YAAIEHHOTO 3aIyCKa MPUII0KEHUM;

YIpO3bl BHEAPEHUS IO CETU BPEIOHOCHBIX IPOTPAMM.
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